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 مذكرة من رئيس مجلس الأمن   

 
ال   ة    ال  ار    2طلــــل مالم الأم  لف  المنشــــــــــــــــــ   م     (2023)  2680م   الخب اء  إلى ل يق 

ــ اتا    ناء  (2009)  1874 بال  ار ــتنتاواتا  تا ـــ أن ي دم ت  ي ا لمنتصـــــد المدة إلى المالم مشـــــ ا ا باوـــ
   ل ا، يعمّم رئ م المالم طّ ا الت  يَ  الاارد م  ل يق الخب اء )انظ  الم لق(

  

https://undocs.org/ar/S/RES/2680(2023)
https://undocs.org/ar/S/RES/1874(2009)
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 المرفق

موجهؤ إلى رئيس مجلس الأمن من فريق الخبراء    2023أيلول/سااابرمبر    8رسااا لؤ مةر ؤ   
 (2009) 1874مجلس الأمن المنشأ عملًا بقرار 

 
 2 ب ن يحيل ط ا،  ل ا لل   ة (2009)  1874يشّ ف ل يق الخب اء المنش   م  ب  ار مالم الأم   

 ، ت  ي  منتصد المدة    أ مالا (2023) 2680م  ق ار المالم  

ــ ة  م ل بال  ار     آب/  4لف  (2006)  1718 كان الت  ي  الم لق قُدّم إلى لانة مالم الأم  المنشــ
  2023آب/أغسطم   29،  نظ ت ف ا اللانة لف 2023أغسطم  

ممتنا إط ع أ ضـــــاء مالم الأم   لى لرس ال وـــــالة  الت  ي   ا ـــــدارلما با ت ارلما   ي وا ال  يق 
  ث  ة م   ثائق المالم 

 ( 2009) 1874ل يق الخب اء المنش   م  ب  ار مالم الأم  

  

https://undocs.org/ar/S/RES/1874(2009)
https://undocs.org/ar/S/RES/1874(2009)
https://undocs.org/ar/S/RES/2680(2023)
https://undocs.org/ar/S/RES/1718(2006)
https://undocs.org/ar/S/RES/1874(2009)
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 ضميمؤ

موجهؤ إلى رئيس لجنؤ مجلس الأمن المنشأة عملا   2023آب/أغسطس    4رس لؤ مةر ؤ    
 (2006) 1718من فريق الخبراء المنشأ عملا ب لقرار  (2009) 1874ب لقرار 

 
 2أن يحيل ط ا،  ل ا لل   ة   (2009)  1874يشــّ ف ل يق الخب اء المنشــ   م  ب  ار مالم الأم    

 ، ت  ي  منتصد المدة    أ مالا (2023) 2680م  ق ار المالم  

 لى  (2006)  1718ي وا ال  يق ممتنال إط ع أ ضــــــاء لانة مالم الأم  المنشــــــ ة  م  بال  ار   
 لرس ال والة  الت  ي  

 
 ( 2009) 1874ل يق الخب اء المنش   م  ب  ار مالم الأم  

  

https://undocs.org/ar/S/RES/1874(2009)
https://undocs.org/ar/S/RES/1718(2006)
https://undocs.org/ar/S/RES/1874(2009)
https://undocs.org/ar/S/RES/2680(2023)
https://undocs.org/ar/S/RES/1718(2006)
https://undocs.org/ar/S/RES/1874(2009)
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 ماوز  
، اوــــــــــــتم   2023خ ل ال ت ة المشــــــــــــمالة بالت  ي ، الممتدة م  كانان اللانف/يناي  إلى تما /يال ا   

 تنامف التات  الس اوف  العسك ي لف ش ا الازي ة الكارية 

 لا تزال ومهارية كاريا الشــعب ة الديم  اط ة تضــ ب   ح الحائل بالازاءات التف ل مــها مالم   
الأم  لف العديد م  الماالات  ل د  ا ــلت تطاي  الأوــلحة النا ية  انتام المااد الانشــطارية النا ية م  أن  

بناء وديدة لف ماق     كما نُ رت أنشــــــــــــــطة  2017آخ  تا  ة نا ية مع  لة لها أو يت لف أيلال/وــــــــــــــبتمب   
ــطة لف ماق  بانغف  ــتم ت الأنشــ ــ ارية   -يانغبيان  اوــ ــطة ال رائد التســ ــتم ت أنشــ ري للتاارب النا ية   اوــ

قري ة تســــــ ارية قصــــــي ة  19 لى قدم  وــــــا أ ل د أطل ت ومهارية كاريا الشــــــعب ة الديم  اط ة ما لا ي ل     
ان  تلل ارات )اثنتســ ارية ل رائد تســ ارية  اب ة   2022المدى مدلا ا بالاقاد الصــلل،  أو ت تاارب لف  ام  

،  لا أ ل  18-عم ن بالاقاد الصــــلل(   أُو يت تا  ة لصــــار غ لااوــــان تان تعم ن بالاقاد الســــائل  اثنت
  تما /   12ن ســــان/أب يل      13لرا البلد، لف    ابالاقاد الصــــلل يصــــنعه  ةلل ارات مدلا  ة اب  قري ة تســــ ارية  

    ا ـــــل ل يق الخب اء أيضـــــا التح يق لف  مل ات ن ل التكنالاو ا بط   غي  مادية يحتمل أن تشـــــكل  ايال 
 انتهاكا للازاءات 

 يصــد ال  يق لف لرا الت  ي  ماما ة متنا ة غن ة م  تدابي  الته ب م  الازاءات التف تتخرلا  
 السـ   التف تن ل منتاات ن ط ة مك رة إلى ومهارية كاريا الشـعب ة الديم  اط ة   شـملت لرس الاوـائل  وـائلَ 

ــاف ة التف يتم ليها الته يلأكل  تطارا لتانل الكشــــــــــــد،  تغيي  مااق  الاتاار لف الم اس   ،  الســــــــــــ   ا مــــــــــ
المشـارككة لف إ ادة الشـح  المتعددة الم ا.ل   تل ى ال  يق معلامات ت يد ب ن البلد ياا ـل اوـتي اد المنتاات 
الن ط ة المك رة لف انتهاك ل  ارات مالم الأم    اوـــــــتم  اقتناء الســـــــ   لف انتهاك لازاءات مالم الأم أ  

ــ ينة إلى  وـــــ ينة وديدة لف 14ل د اقتنى البلد   ال ت ة قيد الاوـــــتع اح   اوـــــتم  .ظ   ـــــادرات ال حم م  وـــ
 أخ ى م  ومهارية كاريا الشعب ة الديم  اط ة 

 م  أن .د د البلد ظلت مغل ة إلى .د كبي ، إلا أن .ام التاارة  اد  يعزى ذلك بشــــــــكل رئ ســــــــف  
إلى اوــتاناف . كة الســكك الحديدية    ادت ماما ة كبي ة متنا ة م  الســل  الأونب ة إلى الظهار بســ  ة   

 الكمال ات م   ااردات ال  ا ل ال  يق التح يق لف الت اري  المتعل ة ب

 ن ب أليدَ مل ار د لار،   1,7ي در بنحا   2022لف  ام    الســيب ان ة  عد مســتاى ا اوــف م  الســ قات  
ق ا ـــنة الحااوـــيل م  ومهارية كاريا الشـــعب ة الديم  اط ة  ا ـــلاا بنااع اوـــتهداف العم ت المشـــ  ة   دد  
م  الم ادلات المال ة الأخ ى  لى الصـــــــــــــعيد العالمف    ا ـــــــــــــلت الاهات ال ا لة العاملة لف المكتل العام  

ال  المعلامات   اوــــتُهدلت بشــــكل  ل وــــتط ع اوــــتخدام ت ن ات وــــيب ان ة متطارة بشــــكل متزايد لســــ قة الأما 
 خاص الش كات العاملة لف قطا ات العم ت المش  ة  الدلاع  الطاقة  الصحة 

النظام المالف الد لف  تشــارك إلى قادرة  لى الا ــال  لا تزال ومهارية كاريا الشــعب ة الديم  اط ة  
أيضا لف  مل ات مال ة غي  مش   ة   أو ى ال  يق تحق  ا م  المؤوسات المال ة  ممللف البلد العاملي  لف  
الخـارم الـري  يـد مان لـرا النشــــــــــــــاف   قـد تؤدي إ ـادة لتا الحـد د إلى  يـادة .ـالات ا ـام مااطنف ومهاريـة  

ــال م ا ــعب ة الديم  اط ة ب روــــــــــ ل  ن دية  مااد  ال ة الق مة   . ق ال  يق لف ت اري     مااطني   كاريا الشــــــــــ
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يعملان لف الخــارم يكســــــــــــــبان دخ  لف انتهــاك للازاءات، بمــا لف ذلــك لف قطــا ــات تكنالاو ــا المعلامــات  
  المطا م  الطل  البناء 

معدات الاتصـالات العسـك ية  الرخائ  لامهارية م     ا ـل ال  يق تحق  اتا لف  ـادرات مز امة   
كاريا الشـــعب ة الديم  اط ة،   اشـــ   ددا م  التحق  ات لف الحالات المحتملة لق ام البلد بب   أوـــلحة أ  أنااع  

 أخ ى م  الد م العسك ي لد ل أ ضاء 

ــان ة التف   ــانف لف البلد قليلة   ألادت المنظمات ا نســـ ــ  ا نســـ  لا تزال الب انات الماثاقة    الامـــ
شــملتها الدراوــة الاوــت صــائ ة التف أو الا ال  يق    اوــتم ار الصــعا ات لف إيصــال المعانة     مزيد م   

  غي  م صـــــــــاد، م  أنا ما  ال التدلار لف الامـــــــــ  داخل البلد   كان لازاءات الأمم المتحدة  تن يرلا ت ثي
 يتعرر لصل د رلا النسبف    العديد م  العاامل الأخ ى 

  يلمّ  ال  يق مسالمات الد ل الأ ضاء لف  ملا  
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 المحروي ت 

 الص حة   

 7                                                           م دمة -  أ لا 

 7                              الأنشطة المتصلة بالب نامج النا ي    نامج ال رائد التس ارية  - ثان ا 

 16                                               الازاءات ال طاع ة  ال ح ية  - ثاللا 

 46              الازاءات،  العمال لف الخارم مل ات الحظ   الك انات  الأل اد المدروة أوماؤلم لف قائمة  - رابعا 

 60                                                      المسائل المال ة -  خامسا 

 67                                        الآثار ا نسان ة غي  الم صادة للازاءات  -  وادوا 

 71                                                   ت اري  التن ير الاطن ة  -  وابعا 

 72                                                        التا  ات - ثامنا 

 73                                                               الم ل ات* 

  

 
  

 

 تح ي  رومفد ن م  دمت بها ل ل   تعمم الم ل ات باللغة التف قُ  * 
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 مقدمؤ  -  أول  

، إلى ل يق الخب اء المنشــــــ   م  بال  ار  (2023)  2680م  ق ارس  2طلل مالم الأم ، لف ال   ة  - 1
ــ ة  م  بال  ار  (2009)  1874 ت  ي ا لمنتصـــــــــــد    (2006)  1718، أن ي دم إلى لانة مالم الأم  المنشـــــــــ

ــمّ  ــ اتا   ما لم يُ المدة يضـ ــتنتاواتا  تا ـ رك  خ ف ذلك، ل ن المعلامات الااردة لف لرا الت  ي  تغطف  نا اوـ
   (1)2023تما /يال ا  28كانان اللانف/يناي  إلى  28ال ت ة م  

  
 الأنشطؤ المرصلؤ ب لبرن مج النووي وبرن مج القذائف الرسي ريؤ  -   ث ني   

 البرن مج النووي   

 ا لت ومهارية كاريا الشعب ة الديم  اط ة أنشطتها المتصلة بتطاي  الأولحة النا ية  انتام المااد   - 2
الانشـــطارية النا ية لف انتهاك ل  ارات مالم الأم    لا.ل ال  يق أنشـــطة بناء وديدة لف وم   أنحاء ماق   

ري للتاارب النا ية، رغم  دم الكشـــد    أي تا  ة نا ية   - يانغبيان  اوـــتم ار الأنشـــطة لف ماق  بانغف
  2017منر أيلال/وبتمب   

 
 “ للأولحة النا ية التكت ك ة ” ك م وان  أ ن  ل   والة ت  دية   

الأوـــــــــــــلحة النا ية ”، أ لنت  وـــــــــــــائل ا   م الحكام ة أن ك م وان  أ ن ت  د آذار/مارس 28لف  - 3
 قدرت إ.دى الد ل الأ ضـــــــــــاء لف  قت لا.ق أن ومهارية     “)화산-31)  31-التكت ك ة ط ا  لااوـــــــــــان

ــعب ة الديم  اط ة  ــمى بالأوـــــــــــلحة النا ية ”كاريا الشـــــــــ ــارت مؤخ ا إلى ت كيزلا  لى تطاي  ما يســـــــــ كانت أشـــــــــ
التف يكاد يكان م  المؤكد أنها مخصـصـة ل وـتخدام لف شـ ا الازي ة  م  المحتمل أن يكان لها    ‘التكت ك ة’

   قدرت د لة  ضـــــا أخ ى أنا نظ ا لعدم  “رأس .  ف أقل قاة م  ال ؤ س الح   ة للمنظامات الأطال مدى
ــ ات الت ن ة الم ت طة با، ل ن  ــ ن وها  الت اي  الداخلف  الماا ـ م ما إذا كان الاها   ت ي ” واد معلامات بشـ

    ر ما يتم الكشد  نها    يطابق الخصائص ال يزيائ ة الم ت طة  ادة بالأولحة النا ية التكت ك ة أم   عل
 (   1)انظ  الم لق   “    يلزم إو اء مزيد م  التحليل  لأغ اح الخداع

 خ ل والة الت ت ش التف قام بها ك م وان  أ ن، ُ  مـت روـام ب ان ة لأنظمة ا يصـال المصـممة   - 4
(   ي در ال  يق  1)انظ  الصـــــارة لف الم لق    31-لحمل رأس .  ف تكت كف للأوـــــلحة النا ية ط ا  لااوـــــان

(، تد م  18   ة أن منظامات ا يصـــــال لرس، التف اختب ت  لى منصـــــات مختل ة لف مااق  مختل ة )انظ  ال
ها ز قدراتيتعز تعمل  لى ب نها    2021اد اءات ومهارية كاريا الشـــــــــــعب ة الديم  اط ة منر كانان اللانف/يناي  

  (2)الأولحة النا ية التكت ك ة  لف ماال

 
 ري   - ماق  التاارب لف بانغف    

تشــ ا الخ مة يمك  اوــتخدامهما      ن ةل  ظه   ــار الســااتل التف التُ طت مطل  آذار/مارس شــا.نةل تُ  - 5
كانت كاب ت التهاية  الكه  اء  الاتصالات  التا ي ت      (3)3لحماية المعدات  أش اء ماا رة لمدخل الن ق  

__________ 

 ت ا يل لف النص لمن  التع ف ال علف  لى الأل اد  ل لف إخ اءكسك اوتُخدمت لف الت  ي  ش ائل واداء أ   .دات بك  (1) 
 (2) S/2023/171 5، ال   ة  
 ال  يق  اوتشارلم اوتنادا إلى معلامات قدمها خب اء خارويان  (3) 

https://undocs.org/ar/S/RES/2680(2023)
https://undocs.org/ar/S/RES/1874(2009)
https://undocs.org/ar/S/RES/1718(2006)
https://undocs.org/ar/S/2023/171
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لف منط ة إدارية، شالد العديد م  الماظ ي  لف مسا.ة      ماوادة  3بي  معدات الاخت ار المحتملة م  الن ق 
(  2، رغم  دم م .ظة أي إنشاءات كبي ة للم انف الدا مة )انظ  الم لق  2023ش اف/لب اي   مطل  م تا.ة لف  

   ( 4) 2023  أب يل / منر أ اخ  ن سان   4لا.ل ال  يق  واد م ان  غي ة غي  مع  لة بال  ب م  مدخل الن ق  

 
 ماق  يانغبيان   

 م ا ل الماء الخف ف   

التب يــد الم ت ل بم ــا ــل المــاء الخف ف لف اكتشــــــــــــــ ــت د لــة  ضــــــــــــــا تاــارب محتملــة لنظــام م ــاس   - 6
ــان/أب يل  ،  قدرت أن الم ا ل يمك  أن يصــــــــ ا والزا للعمل لف أي  قت   يُظه   2023آذار/مارس  ن ســــــ

ــاتل ـة الـري أو اس ال  يق تصــــــــــــــ ي ـا مت طعـا للم ـاس بـال  ب م  نه  كاريان  منـر كـانان   تحليـل الصــــــــــــــار الســــــــــــ
ــييد مبنى وديد بال  ب م       (5)2022ري لا.ظا ال  يق لف  ام  اللانف/يناي  لف ن م الماق  ت  ي ا ال  دأ تشـ

بال  ب م  ث ثة  لى نطا  ميق  أ مال تشييد إماف ة   مبنى الد م غ ب الم ا ل لف آذار/مارس  لا.ظت
 ( 3)انظ  الم لق   2022م ان د م أُنازت لف  ام 

 
 م غا اف )كه  ائف((   5محطة يانغبيان التا يب ة للطاقة النا ية )   

م غا اف    5تظه  ت ي مات أو تها د ل أ ضــــاء  تحليل للصــــار الســــاتل ة أن الم ا ل الري تبل  طاقتا   -   7
   اوــــتم  تصــــ يف م اس التب يد م  الم ا ل، باوــــتلناء الان طا ات المت طعة، لف  قيد الخدمة )كه  ائف( لا يزال  

   لا.ظـت  ـدة أنااع م  الم ك ـات بشــــــــــــــكـل ر تينف .ال الم ـا ـل )انظ   ( 6)  منتصــــــــــــــد ن ســــــــــــــان/أب يـل مطل   
  (  4 الم لق 

 
 مختب  الك م اء ا شعاع ة   

ظه  تحليل  ـار واتل ة أنشطة مستم ة للم ك ات لف منط ة تامع  الم ك ات  ند مختب  الك م اء يُ  - 8
شــــــــــــــ ـاف/لب اي   ا شــــــــــــــعـاع ـة   لا.ظـت أكاام م  المااد بـال  ب م  مبنى اوــــــــــــــت م الاقاد المســــــــــــــتهلـك بي  

   أبل  م كز أبحاث    أنشــــــطة .   وديدة شــــــمال شــــــ   مختب  الك م اء ا شــــــعاع ة لف (7) ن ســــــان/أب يل
   تشــــــــــــــت ــا الاكـالـة الـد ل ــة للطــاقـة الـرريـة لف أن لـرا  (8)(5)انظ  الم لق  لا. ــا  آذار/مـارس، أكـدلـا ال  يق  

م  أن ال  يق ي .ل  ـدم  واد دلائـل  ،(9)الماق ، إلى وـانـل ماق  آخ ، لا ماق  لتخزي  الن ـايـات النا يـة
لاقاد المســــــــــــــتهلـك قـد تمـت بي  كـانان اللـانف/ينـاي   أ اخ  تما /يال ـا  لعلى  لقـاطعـة  لى أن إ ـادة معـالاـة  

__________ 

-https://beyondparallel.csis.org/new-activity-at-punggyeتشـــــييد بنيتي   ـــــغي تي   انظ  أيضـــــا لا.ل م كز أبحاث  (4) 

ri-tunnel-no-4     ل ا لخب اء خارويي  اوتشارلم ال  يق، قد يكان ذلك ذا  لة ب نشطة إ ادة الح   ال . ة لف الن ق  
 (5) S/2023/171 8، ال   ة  
-www.38north.org/2021/09/dismantlementبحسل الخب اء الخارويي ، ر ما تم إغ   الم ا ل ل ت ات  من ة قصي ة  انظ    (6) 

of-spent-fuel-storage-building-at-yongbyons-50-mwe-reactor  
 بحسل خبي  خاروف، م  المحتمل أن تكان لرس المااد مستخدمة لأنشطة الص انة  البناء  (7) 
-www.38north.org/2023/03/satellite-imagery-reveals-new-activity-at-the-old-waste-site-atانـــــــــــــــظـــــــــــــــ    (8) 

yongbyon  
 (9) S/2023/171 4-6 الم لق  11، ال   ة  

https://beyondparallel.csis.org/new-activity-at-punggye-ri-tunnel-no-4
https://beyondparallel.csis.org/new-activity-at-punggye-ri-tunnel-no-4
https://undocs.org/ar/S/2023/171
http://www.38north.org/2021/09/dismantlement-of-spent-fuel-storage-building-at-yongbyons-50-mwe-reactor
http://www.38north.org/2021/09/dismantlement-of-spent-fuel-storage-building-at-yongbyons-50-mwe-reactor
http://www.38north.org/2023/03/satellite-imagery-reveals-new-activity-at-the-old-waste-site-at-yongbyon
http://www.38north.org/2023/03/satellite-imagery-reveals-new-activity-at-the-old-waste-site-at-yongbyon
https://undocs.org/ar/S/2023/171
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وــــــــــــــبيـل الملـال، لم تعمـل محطـة ال خـار الم ت طـة بمحطـة إ ـادة المعـالاـة   مل ـات منـا لـة الن ـايـات خ ل لـرس  
 ال ت ة 

 
 محطة يانغبيان لتصن   قض ان الاقاد النا ي    

اكتُشـــــــ ت  كانت قدرت إ.دى الد ل الأ ضـــــــاء أن تشـــــــييد  دة م ان لف المنط ة الانا  ة م  الماق ،   -   9
آذار/مارس، ي وَّا أن يكان لأغ اح إدارية   لا تزال رالعة أُرولت إلى الاناب مطل    ار واتل ة لف  بااوطة  

م  مبنى  مل ـة إنتـام راب  للاريـد اليارانيام لف مكـانهـا، مـا يشــــــــــــــي   لى الأروا إلى أن تاـديـد المبنى لم يكتمـل 
ــيد اليا  رانيام )انظ  الم لق  بعد   ي .ل ال  يق  واد   مات محتملة  لى تاديد مبنى  مل ة إنتام ثانف أكســــــ

6  ) 

 
 منام اليارانيام  منش ة الت كيز لف بيانغسان   

تظه   ــار وــاتل ة أن المنام  المصــن  اوــتم ا لف العمل   لا.ل ال  يق أن أكاام المخل ات آخرة  - 10
 (   7لف منامي ، إلى وانل أنشطة منتظمة لع  ات السكك الحديد لف المصن  )انظ  الم لق  الا دياد لف 

 
 مااق  أخ ى   

يانغد كتان    ت د الت ا يل لف الم ل ي  كانغسان  منط ة    ا ل ال  يق ر د الأنشطة لف مح ل - 11
8   9  

 
 القذائف الرسي ريؤ   

اوـــتم  ب نامج ال رائد التســـ ارية باتي ة مط دة، م  تســـايل  يادة كبي ة لف التاارب  التدري ات لف  - 12
(   قد تكان ومهارية كاريا الشــــــــــعب ة الديم  اط ة بلغت  ت ة لف دل  ال رائد  10آذار/مارس )انظ  الم لق  

ــ ارية بعد اخت ار قري ة وديدة لف  )لمدالا    18-تســــمى لااوــــان  ن ســــان/أب يل تعمل بالاقاد الصــــلل 13التســ
كلم   يمك  لهرا التطار أن يعز  لف الاقت المناوـــــــل العنصـــــــ    1  000العاب  لل ارات(، يصـــــــل مدالا إلى 

ــانة البلد   كما كان الحال لف  ام  ــت ات اف لت وــــ ــ ارية  ، ل ن تا  ة  2022الاوــــ العاب ة لل ارات،  ال رائد التســــ
ــائل أ  ا ــااء كانت تعمل بالاقاد الســـ ــهدنالما،  الآخ  لا ا ط    وـــ ــيي  شـــ ــلل، لف أ.د اتاالي  رئ ســـ لصـــ

ــ ارية  المتاا ي   ــي ة المدى لل رائد التســـ ــلل )أُطلق ما لا ي ل     المدلا ة  ال صـــ منها(   لف   19بالاقاد الصـــ
ــتايي    ــعى إلى الق ام با، بهدف معل  لا تح يق ال دع النا ي  لى المســـــــــــ كلتا الحالتي ، أبل  البلد  ما يســـــــــــ

 الاوت ات اف  التكت كف 

 مل ة إط   قرائد تســ ارية )انظ    23 أو ت ومهارية كاريا الشــعب ة الديم  اط ة ما لا ي ل      - 13
مز دة   2بمح كات تعمل بالاقاد السـائل     2 اب ة لل ارات ) تسـ ارية مل ات إط   ل رائد  4(أ 10الم لق  

 مل ة إط   قرائد تس ارية قصي ة المدى )وم عها مز دة بمح كات    19بمح كات تعمل بالاقاد الصلل(   
  (10)تعمل بالاقاد الصلل(

 

__________ 

ــ ها لف لرس   (10)  ــعب ة الديم  اط ة الاارد   ـــ ي ى خبي ان أنا لا تاود أدلة كاف ة لتحديد طب عة الم ر لات التف أطل تها ومهارية كاريا الشـــ
 ال   ة  التكنالاو ا المستخدمة ليها 
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 ال ري ة التس ارية  اب ة لل ارات    

ــان/أب يل إو اء التا  ة المحد دة الناع ة  13 تح َّق لف  - 14 ــ اريةن ســـــــ   ةلل ارات ث ث   ة اب   ل ري ة تســـــــ
(، م  منط ة إط   ت    لى بعد  11)انظ  الم لق    18-عمل بالاقاد الصـــــــــــلل، ط ا  لااوـــــــــــان تالم ا.ل 

 تتســـــق وـــــحابة العادم، كما يظه  لف شـــــ يل ليديا بلا التل زيان الم كزي    كلم شـــــمال شـــــ   بيان  يان   20
بالاقاد الصــــــــــلل   واء لرا ا ط   بعد تا  ة مح ك يعمل ا.ت ا   ، م   (11)ن ســــــــــان/أب يل 14الكاري لف 

كـانان    30   أ  29 أخ ى لف    ،(12)لف وــــــــــــــالـاي  2022كـانان الأ ل/ديســــــــــــــمب     15بـالاقاد الصــــــــــــــلـل لف  
،    ح  (14)(15 ل ا لد لة  ضــــا  مصــــدر م تاع )انظ  الم لق   ،(13)با -  لف ماغان   2023اللانف/يناي  

شـــــــ اف/لب اي  لف    8 اب ة لل ارات غي  مع  لة لف  باات لف   ح  ســـــــك ي لف    قرائد تســـــــ اريةخمســـــــة 
ــتعدادات   (  12بيان  يان  )انظ  الم لق   ــي  الاوــــ ــان الكبي ة تشــــ ، بااار أ.د  18-لف الماق   ط   لااوــــ
ــار ك م وان  أ ن   ــار قصـــــ ــم ة بعد ذلك   .ضـــــ ــائل ا   م ال وـــــ ــل المت   م  قبل  وـــــ ك م  ابنتا،  التاا ـــــ

ا ط  ، كما اد ت وـــــلطات الب د بســـــ  ة   أو ت ومهارية كاريا  مل ة  إلى الل ة لف نااع   ،(15)م اشـــــ ة
تما /يال ا م  منط ة ا ط     12لف   18-الشــــــــــعب ة الديم  اط ة  مل ة إط   ثان ة لصــــــــــار غ لااوــــــــــان 

 (   10)انظ  الم لق   تلك العمل ةن سها   أ ل  م ة أخ ى    نااع  

 
 الشكل الأ ل  

 2023نيس ن/أبريل    13في    18- هواسونغ طراز  للق رات  قذيفؤ تسي ريؤ ع برة  إطلاق    

 
 ( 2023ن سان/أب يل  14التل زيان الم كزي الكاري ) أالمصدر 

  
__________ 

  https://kcnawatch.org/kctv-archive/64395c9bbc9b7 انظ  (11) 
 (12) S/2023/171 27، ال   ة  
  كانان الأ ل/ 15تا  ة محددة وـــــــاب ا لمح ك يعمل بالاقاد الصـــــــلل، لف    أو يت  N 127°33'39"E"06'48°39ا .داث ة   ند   (13) 

ــة تاـارب ألق ـة للمح ك بُنيـت .ـديلـا لف وــــــــــــــالـاي،  نـد ا .ـداث ـة 2022ديســــــــــــــمب     N 124°42'57"E"06'39°39، لف منصــــــــــــ
(S/2023/171 27، ال   ة ) 

  2023 يناي /كانان اللانف https://twitter.com/DaveSchmerler ،30انظ   (14) 
ــكـــــاري   (15)  الـــ ــ كـــــزي  ــمـــ الـــ ــزيـــــان  ــ ـــ ــلـــ ــتـــ ــة  الـــ ــاريـــــ ــكـــ الـــ ــة  ــزيـــــ ــ كـــ ــمـــ الـــ ــاء  ــ ـــــ الأنـــ ــة  ــالـــــ ــمـــــان  كـــــ ــنـــ وــــــــــــــــــيـــ ــ   أيضـــــــــــــــــــــا  ر د نـــ ــظـــــ   انـــ   

https://kcnawatch.org/newstream/1681458619-912978826/another-mighty-entity-showing-

continuous-development-of-strategic-force-unveiled-in-dprk-respected-comrade-kim-jong-un-

guides-first-test-fire-of-new-type-icbm-hwasongpho-18-on-spot  

https://kcnawatch.org/kctv-archive/64395c9bbc9b7/
https://undocs.org/ar/S/2023/171
https://undocs.org/ar/S/2023/171
https://twitter.com/DaveSchmerler
https://kcnawatch.org/newstream/1681458619-912978826/another-mighty-entity-showing-continuous-development-of-strategic-force-unveiled-in-dprk-respected-comrade-kim-jong-un-guides-first-test-fire-of-new-type-icbm-hwasongpho-18-on-spot
https://kcnawatch.org/newstream/1681458619-912978826/another-mighty-entity-showing-continuous-development-of-strategic-force-unveiled-in-dprk-respected-comrade-kim-jong-un-guides-first-test-fire-of-new-type-icbm-hwasongpho-18-on-spot
https://kcnawatch.org/newstream/1681458619-912978826/another-mighty-entity-showing-continuous-development-of-strategic-force-unveiled-in-dprk-respected-comrade-kim-jong-un-guides-first-test-fire-of-new-type-icbm-hwasongpho-18-on-spot
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، أو ت ومهارية كاريا الشـــــــــــعب ة الديم  اط ة أيضـــــــــــا  مليتف إط    18- قبل إط   لااوـــــــــــان  - 15
دتا م  قبل    ل ا لهياة الأركان المشــت كة لامهارية   تســ اريةل رائد   اب ة لل ارات تعمل بالاقاد الســائل شــالك

ــ ارية لف  ــان  الد لف، ت عت  18كاريا    ارة الدلاع لف ال ابان، أطل ت قري ة تســــ ــ اف/لب اي  م  مطار وــــ شــــ
ظه  الصــــار التف نشــــ تها  كالة الأن اء الم كزية الكارية ما يبد  تُ   (  10مســــارا م ت عا شــــ قا )انظ  الم لق  

قاذلة لف مطار وــانان    -نا ــ ة  -تم إط قا م  ناقلة   15-لل ارات ط ا  لااوــان  ة اب   قري ة تســ اريةأنا 
تم ي  لا تا  ـــــة   لف     قـــــدمـــــت  كـــــالـــــة  (16)الـــــد لف أنـــــا  ا ط    لى  لـــــرا  الكاريـــــة  الم كزيـــــة  الأن ـــــاء 

ــ ارية أخ ى م  مطار   16 ــت كة لامهارية كاريا    إط   قري ة تســــ آذار/مارس، أبلغت لياة الأركان المشــــ
ظه  الصـــــار التف نشـــــ تها  كالة الأن اء الم كزية الكارية تُ   وـــــان  الد لف،  لق مســـــار قرائد م ت   شـــــ قا   

ــ ارية  يبد  أنا  ما ــ ة    -ناقلة   م   اتم إط قه  17-ط ا  لااوــــان قري ة تســ محارا   م ة    11قاذلة م     -نا ــ
  (17)أخ ى، أ لنت  وائل ا   م ال وم ة لامهارية كاريا الشعب ة الديم  اط ة نااع  مل ة ا ط  

ــخة الاديدة م      - 16 ــاء إدخال تعديل  لى لرس النســــ ــان تبيَّ   .دى الد ل الأ ضــــ  الازء  :17-لااوــــ
أكل  اوـــت امة مما شـــالد وـــاب ا )انظ  الشـــكل اللانف(   ي لل لرا  ال ري ة لا  الســـ لف م  الم .لة الأ لى م  

التعـديـل م  قاة الســــــــــــــحـل خ ل م .لـة دخال الغ ف الااي م  ال .لـة، مـا يشــــــــــــــي  إلى أن المكتـل العـام  
    ال ري ة اثق م  أداء  اوت  ار   (18)لل رائد

 
 الشكل اللانف   

 2023آذار/م رس    16في    17- هواسونغ قذيفؤ تسي ريؤ ع برة للق رات طراز  إطلاق    

 
 ( 2023آذار/مارس  17 كالة الأن اء الم كزية الكارية ) أالمصدر 

  
  

__________ 

   https://kcnawatch.org/newstream/1676776192-691717962/icbm-launching-drill-stagedانظ   (16) 
ــظـــــ    (17)  -https://kcnawatch.org/newstream/1679039432-23076180/demonstration-of-toughest-responseانـــ

posture-of-dprk%e2%80%99s-strategic-forces-icbm-hwasongpho-17-launched  
  ت در إ.دى الد ل الأ ضاء أنها أنشات  2023منظمة ومهارية كاريا الشعب ة الديم  اط ة تُركَ  روم ا للم ة الأ لى لف ش اف/لب اي    (18) 

تطاي  ال رائد  انتاوها  ادارتها  الامـــــــط ع بمهام التشـــــــغيل  النشـــــــ  ال عليي  للأوـــــــلحة النا ية/الاوـــــــت ات ا ة  التكت ك ة  ”م  أول 
  “ال ئ س ة

https://kcnawatch.org/newstream/1676776192-691717962/icbm-launching-drill-staged
https://kcnawatch.org/newstream/1679039432-23076180/demonstration-of-toughest-response-posture-of-dprk%e2%80%99s-strategic-forces-icbm-hwasongpho-17-launched
https://kcnawatch.org/newstream/1679039432-23076180/demonstration-of-toughest-response-posture-of-dprk%e2%80%99s-strategic-forces-icbm-hwasongpho-17-launched
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 ل  يق لش ع   (، م2023آذار/مارس  16  ارة الدلاع، ال ابان ) أالمصدر 

  
شـ اف/لب اي  لف وـا.ة  8أقامت ومهارية كاريا الشـعب ة الديم  اط ة ا.ت الا  سـك يا اوـتع امـ ا لف  - 17

ك م إيل وــان  لف بيان  يان  ا.ت الا بالرك ى الســناية الخامســة  الســ عي  لت وــ م و ش كاريا الشــعب ة   قد  
ة المبينة خ ل لرس المناوـ ة  .ضـ س ك م وان  أ ن   ت ى د ل أ ضـاء  ال  يق أن منظامات الأوـلحة ال ئ سـ 

كانت نا ا وديدا م  ال رائد التســــــــــ ارية العاب ة لل ارات، تعمل ر ما بالاقاد الصــــــــــلل، ُ.ملت خمم  .دات 
 12أ   WS  51200(19)،   11قاذلات م  تسـعة محا ر ط ا     -نا ـ ات    -منها لف  باات  لى ناق ت  

 قرائد تسـ ارية قصـي ة المدى   KN(20)-23)رقم ا اوـف(،     17- ارات ط ا  لااوـان للقري ة تسـ ارية  اب ة 
النا ـــ ات  -    يلي  العدد الاوـــتلنائف م  الناق ت“وـــ ع تكت كف ماوا وديد”، لضـــ      KN-25ط ا   

، ا.تمال أن تكان ومهارية كاريا الشــــعب ة  17ال اذلات التف ُ  مــــت خ ل لرا الع ح الماوــــ  ف،  لا    -
 ( 13الديم  اط ة قد وعلت إنتام م ك ات الد م الل يلة  نا ة محل ة )انظ  الم لق  

 
 د التس ارية التكت ك ة  ائ ال ر   

ين غف ألا تطغى  مل ات إط   ال رائد التســـــ ارية العاب ة لل ارات الما ـــــالة أ  س  لى ا ط     - 18
 مل ة    19ما لا ي ل     أُو يَ ل رائد التســــــ ارية ال صــــــي ة المدى التف تعمل بالاقاد الصــــــللأ ل د  لالمتك ر  

(   يبـد  أن  مل ـات ا ط   لـرس .ـدثـت لف  10إط   م  لـرا ال بيـل لف ثمـانف منـاوــــــــــــــ ـات )انظ  الم لق  
التدري ات  الحال بالنســــــــ ة إلى ظ  ف  مل ات ة، ر ما  ظهار والزية ال اات المســــــــلحة لف الب د، كما كانت 

تضــمنت  مل ات إط   ال رائد      (21)2022تشــ ي  الأ ل/أكتا     9أيلال/وــبتمب     25بي  و يت  التف أُ 
 19م  منط ة وــالاي لف   KN-23لصــار غ  إط قا م   ــامعة   2023التســ ارية ال صــي ة المدى لف  ام  

، كما ذك ت  كالة الأن اء “منا رة محاكاة لاام نا ي مضــــــــــــاد”(، لف وــــــــــــ ا   22آذار/مارس )انظ  الم لق  
الم كزية الكارية   أكدت لياة الأركان المشـــــــــــت كة لامهارية كاريا    ارة الدلاع ال ابان ة لرا ا ط   )انظ   

م لا     800(   ذك ت  كالة الأن اء الم كزية الكارية أن رأوــــــا .   ا  لم ا تم ت اي س  لى ارت اع  10الم لق  
إذا ما تم ت كيدس، الن ة  ال درة  لى تح يق أقصــــــــى ت ثي  م  ت اي  رأس .  ف الم اس، الأم  الري وــــــــُ ظهك ،  

 نا ي لا  الأرح، م  ت ليل الغ ار المش  إلى الحد الأدنى 

 

__________ 

  2012شالدت لأ ل م ة لف ومهارية كاريا الشعب ة الديم  اط ة خ ل   ح لف ن سان/أب يل  (19) 
-https://opennuclear.org/sites/default/files/2023-01/Report-NORTH-KOREAN   انظ   ي  يبـــد  أن لـــا متحارَ  (20) 

SHORT-RANGE-SYSTEMS%20%281%29.pdf  
 (21) S/2023/171 28، ال   ة  

https://opennuclear.org/sites/default/files/2023-01/Report-NORTH-KOREAN-SHORT-RANGE-SYSTEMS%20%281%29.pdf
https://opennuclear.org/sites/default/files/2023-01/Report-NORTH-KOREAN-SHORT-RANGE-SYSTEMS%20%281%29.pdf
https://undocs.org/ar/S/2023/171
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 الشكل اللالث  

 من بحيرة ت يسونغ   2023آذار/م رس    9قصيرة المدى في  قذائف تسي ريؤ  إطلاق مرزامن ل   

 
 ( 2023آذار/مارس  9التل زيان الم كزي الكاري ) أالمصدر 

  
 الشكل ال اب   

 من منطقؤ سوه ي   2023آذار/م رس   9من صومعؤ في   KN-23المدى طراز    ة قصير   قذيفؤ تسي ريؤ إطلاق    

 
 ( 2023آذار/مارس  20التل زيان الم كزي الكاري ) أالمصدر 

  
غطت  وــــائل ا   م ال وــــم ة لامهارية كاريا الشــــعب ة الديم  اط ة والزية ال اات المســــلحة  لى  - 19

نطا   اوـــــ    ت ى إ.دى الد ل الأ ضـــــاء أن ومهارية كاريا الشـــــعب ة الديم  اط ة، بتشـــــديدلا  لى تدريبها 
إلى ت عيل قدراتها    مل اى  اوــتعدادلا لاوــتخدام ال رائد بغ ة تعزيز مصــداا ة قاة ال دع لديها، إنما لف تســع

 لف ماال ال رائد 

 قد أ لى ك م وان  أ ن  مل ات إط   ال رائد التســــــــــــ ارية ال صــــــــــــي ة المدى لرس ألم ة أكب  م    - 20
كانان اللانف/يناي ، ا.ت لَ بنشـــ  راومة الصـــااري    1خ ل الد اة إلى تعزيز ال درات النا ية التكت ك ة   لف  

كاريا الانا  ة ب مّتها لف  ”الضـــــخمة الحام التف أُنتات .ديلا كســـــ ع نا ي تكت كف م  خ ل الاد اء ب ن 
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ا  لى     قد ت كد برلك ماددا تصـم مُ (22)“لف م مى مـ  تها    نها قادرة  لى .مل رأس .  ف نا ي تكت كف
الألداف الاوـت ات ا ة التف تح يق ال دع النا ي  لى أوـاس المكانات التكت ك ة  الاوـت ات ا ة، بما ينسـام م   

ــاي    ــانف/ينــ اللــ ــانان  كــ الكاري لف  ــال  العمــ ــام  لحزب  اللــ المؤتم   ــام  أمــ ــاس  أل ــ ــاب  ــا لف خطــ ــددلــ   2021.ــ
ــان العســــــــــــــك يـان اللـري  نُظمـا لف  16الم لق   )انظ  شــــــــــــــ ـاف/لب اي     8(      ة  لى ذلـك، أ طى الع مــــــــــــ

ــ ــاريــة ال صــــــــــــــي ة المــدى، بمــا ليهــا   27    KN-23ط ا   تما /يال ــا مكــانــة بــار ة ملحاظــة لل ــرائد التســــــــــــ
  KN-25    قبل   ح ال رائد التس ارية العاب ة لل ارات “و ع تكت كف وديد” لـ ، 

 
 إط   واتل  سك ي   

 م  واتل  سك ي   (KPe.029)أيار/مايا، .ا لت الهياة الاطن ة لتطاي  قطاع ال ضاء    31لف   - 21
 ( 24)  ،(23)ال ح يـة الـد ل ـة  لف المـدار  ذلـك لف أ  ـاب إخطـار ومهاريـة كاريـا الشــــــــــــــعب ـة الـديم  اط ـة المنظمـةَ 

.زي ان/يان ا   ألادت لياة الأركان   10أيار/مايا إلى  30محتملة لعل ا لف ال ت ة م    “مناطق وـ اف”بل ث 
  - ـ ا.ا بتاقيت كاريا م  تانغشـان     6:29المشـت كة لامهارية كاريا ب ن  مل ة ا ط   تمت  ند السـا ة  

ط ة )انظ   ري، م  ماق  منصــــــــــــــة ا ط   التف و ى تحديلها مؤخ ا لف ومهارية كاريا الشــــــــــــــعب ة الديم  ا
كلم ا الة الســـــا.ل الغ  ف لامهارية كاريا     270(،  أن ذلك الازء م  الصـــــار غ وـــــ ل  لى بعد 19الم لق  

، التف تعتمد وزئ ا  لى ب نامج ال رائد التسـ ارية العاب ة لل ارات 1-غي  أن م ك ة ا ط   ال ضـائ ة شـال ما
، لف مدارس   تُظهك  الصـــار التف 1-تل مال غيان التف تعمل بالاقاد الســـائل، لشـــلت لف  مـــ  .مالتها، الســـا

ــائل   ــحة ناتاة    ا.ت ا  الاقاد السـ ــاطعة   امـ ــحابةَ  ادمة أ ل ة وـ ــ تها  كالة الأن اء الم كزية الكارية وـ نشـ
إلى بدء ”لف الم .لة الأ لى    زت ومهارية كاريا الشـــــــــــــعب ة الديم  اط ة ل دان الدل  الري .صـــــــــــــل لا. ا 
ــال الم .لة الأ لى أثناء الطي ان العادي ــارة غي  طب د ة بعد ان صـ ــغيل مح ك الم .لة اللان ة بصـ )انظ    “تشـ

- (   قد نشـ ت ومهارية كاريا منر ذلك الحي   ـارا لأوزاء م  وسـم الصـار غ  السـاتل مال غيان 20الم لق  
 (   لا يزال ال  يق ياا ل تحق  اتا 21اللري  انتشلتهما م  ال ح  )انظ  الم لق   1

 
 السمات ال ئ س ة   

ــ ـاريـة،   - 22 ــاء    معظم المعلامـات المتعل ـة بمســــــــــــــارات إط   ال ـرائد التســــــــــــ أبلغـت الـد ل الأ ضــــــــــــ
أكدتها   تســـــــهم  مل ات ا ط   لف تح يق لدلي  م  ألداف خ يطة الط يق الخمســـــــ ة لامهارية كاريا   أ 

ــعب ة الديم  اط ة المعتمدة لف كانان اللانف/ ــال  :2021يناي  الشــــــ ــ ارية” لى قدرات   الحصــــــ   ة اب    قري ة تســــــ
   أكدت  “الأوـــلحة النا ية التكت ك ة” لى قدرات الحصـــال     “طلق م  الأرحتُ عمل بالاقاد الصـــلل تلل ارات 

ومهارية كاريا الشـــــــعب ة الديم  اط ة طما.اتها  أذا ت إناا اتها المز امة بالع ح العســـــــك ي الري نُظم لف  

__________ 

ع ـــــار   (22)  الضــــــــــــــخم  الحام  ت ـــــديم راومـــــة  ــــــــــــــااري  م   . ـــــل  لف  اللـــــانف/ينـــــاي     1ملم لف    600خطـــــاب  انظ 2023كـــــانان     
https://kcnawatch.org/newstream/1672543895-380674944/respected-comrade-kim-jong-un-makes-

reply-speech-at-ceremony-of-donating-600mm-super-large-multiple-launch-rocket-system  
إلى  قد  مل ـات إط   كاريـا الشــــــــــــــعب ـة الـديم  اط ـة    ومهاريـةَ أيـار/مـايا،    31د ـت المنظمـةُ ال ح يـة الـد ل ـة، لف ق ار اتخـرتـا لف   (23) 

 ال رائد التس ارية غي  ال انان ة  غي  المعلنة  ب  مم ات الشح  الد ل ة 
لف لم تبلَّ  منظمة الطي ان المدنف الد لف  انظ  ا و اءات ال . ة التف اتخرتها المنظمة ال ح ية الد ل ة  منظمة الطي ان المدنف الد   (24) 

 ( 17)انظ  الم لق 

https://kcnawatch.org/newstream/1672543895-380674944/respected-comrade-kim-jong-un-makes-reply-speech-at-ceremony-of-donating-600mm-super-large-multiple-launch-rocket-system
https://kcnawatch.org/newstream/1672543895-380674944/respected-comrade-kim-jong-un-makes-reply-speech-at-ceremony-of-donating-600mm-super-large-multiple-launch-rocket-system
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تما /يال ـا ل .ت ـال بـالـرك ى الســــــــــــــنايـة الســــــــــــــ عي  لهـدنـة الح ب الكاريـة   27شــــــــــــــ ـاف/لب اي ،  كـرلـك لف   8
 (   14الم لق  )انظ 

 م  شـــــ ن إط   ناوا لســـــاتل لأغ اح الاوـــــتط ع العســـــك ي أن يال  لامهارية كاريا الشـــــعب ة   - 23
 اللانف/ الديم  اط ة  وــائل اوــتهداف إمــاف ة،  لا لدف آخ  م  ألداف خ يطة الط يق الصــادرة لف كانان  

ــائل 2021يناي   ــا بتاو ا ال وـ    م  ذلك، كان م  الممك  أن تكان  مل ة ا ط   لرس بالرات متعل ة أيضـ
   م  المتاق  أن ياا ــل البلد تاظ ف  (25) تعزيز الهي ة لف الداخل ب در ما لف تشــكل أداة للق ادة  الســ ط ة

ماارد كبي ة لف تطاي  لرس ال دراتأ ل د أ لنت الهياة الاطن ة لتطاي  قطاع ال ضـاء أنها تدرس إط   وـاتل  
    (26)“لف أق ب  قت ممك ”ثان 

ت كز ومهارية كاريا الشــعب ة الديم  اط ة وهادلا بشــكل متزايد  لى المح كات التف تعمل بالاقاد    - 24
لف مؤشـ    18-   تا  ة لااوـان   2023الصـلل، التف اوـتُخدمت لف الغالل خ ل النصـد الأ ل م   ام  

ــ ن لر ا الاتااس نحا ا تماد  أ لف  لى الم .لة التف بلغتها أ مال التطاي  لف الماال العاب  لل ارات،  م  شــــ
ــ ن تطاي  ماما ة متنا ة م    ــانة لرا البلد   م  شـــ ــلل أن يعز  م  الاقت والزية ت وـــ الدل  بالاقاد الصـــ

آذار/مارس،  تا  ة   12أنااع ال رائد  منصـــــــــــات ا ط   )ملل إط   قري تف ك    م  الغاا ـــــــــــات لف 
ال اذلات   -النا ــــ ات  -عزيز قدرات الناق ت آذار/مارس،  ت 19م  الصــــامعة لف   KN-23إط   قري ة 

  (27)(  الزيادة لف العدد الهائل م  ال رائد2022أيلال/وــبتمب   25لف  ال حي ات الا ــطناع ة ا ط   م  
 يادة لائلة لف  ” لى ال  اء   لف بداية العام، د ا ك م وان  أ ن إلى   اأن يزيد م  قدرة ت وـــــــــانة البلد  قدرته

 ذك ت  كالة الأن اء الم كزية الكارية لف  قت لا.ق أن منا رة   ( 18)انظ  الم لق   “الت وـــــانة النا ية للب د
تعزيز كبي  ل ـدرة البلـد  لى ردع الح ب   لى  ”آذار/مـارس كـانـت تهـدف إلى    19     18تكت ك ـة أو يـت لف  

   تشــــي  لرس التطارات  التصــــ يحات إلى اوــــت ات ا ة ردع شــــبيهة بامت ك قدرة (28)“شــــ  لاام مضــــاد نا ي 
 لى تاو ا الضـــــــــ  ة اللان ة، ما يُحتمل أن يخ د م  الت خي  لف تطاي  غاا ـــــــــة شـــــــــ ا مســـــــــلحة ب رائد  

 م ت مة  تس ارية

 
 كوري  الشعبيؤ الديمقراطيؤ نقل الركنولوجي  بطرق غير م ديؤ وأنشطؤ ج مع ت جمهوريؤ    

ــعب ة  - 25 ــمل ومهارية كاريا الشـــــــــ ــل ال  يق التح يق لف الن ل غي  المادي للتكنالاو ا الري يشـــــــــ  ا ـــــــــ
  ( (2016) 2321م  ق ار مالم الأم   11الديم  اط ة )انظ  ال   ة 

 لف .الة با.ث م  ومهارية كاريا الشــــــــعب ة الديم  اط ة يعمل لدى معهد أبحاث لف الســــــــايد منر  - 26
، بنـاء  لى  2023أبل  المعهـدُ ال  يقَ ب ن  مـل ال ـا.ث قد أُنهفَ لف منتصــــــــــــــد آذار/مارس   ،(29)2020 ام  

__________ 

ــاتل مال غيان  (25)  ــت كة لامهارية كاريا لا أن الســــ ــاتل   1-الت ي م الأ لف الري أو تا لياة الأركان المشــــ ــك ي كســــ ــتخدام  ســــ ل م لا اوــــ
 اوتط ع 

  https://kcnawatch.org/newstream/1685600207-36284567/kcna-reportانظ   (26) 
 2023 ش اف/لب اي   8لف    17- ار خا بال ست ا  اب ا لل ارات ط ا  لااوان   12 ت در إ.دى الد ل الأ ضاء أن الهدف م    ح   (27) 

 كان ا   ن    قدرة إنتام وديدة  اوعة النطا  
-https://kcnawatch.org/newstream/1679299314-83338627/nuclear-counterattack-simulation-drillانظ    (28) 

conducted-in-dprk  
 (29) S/2023/171 11 الم لق  17، ال   ة  

https://undocs.org/ar/S/RES/2321(2016)
https://kcnawatch.org/newstream/1685600207-36284567/kcna-report
https://kcnawatch.org/newstream/1679299314-83338627/nuclear-counterattack-simulation-drill-conducted-in-dprk
https://kcnawatch.org/newstream/1679299314-83338627/nuclear-counterattack-simulation-drill-conducted-in-dprk
https://undocs.org/ar/S/2023/171
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ــ اف/لب اي    ب لض طلل ال ا.ث الحصــــــال  لى    2023ق ار اتخرتا وــــــلطات الها ة الســــــايدية لف أ اخ  شــــ
   (   قد طلل ال  يق مزيدا م  المعلامات م  السايد 23ت .يلا )انظ  الم لق   تص يا إقامة   مل   

ي يـد بـ ن ال ـا.ـث لف ومهاريـة كاريـا الشــــــــــــــعب ـة الـديم  اط ـة إيم   (30) . َّق ال  يق لف ت  ي  إ  مف - 27
وي  م  وامعة ك م إيل وـــــان  كان نشـــــ   رقات أكاديم ة م  داروـــــي   ـــــينيي    تبيََّ  لل  يق أن    -وـــــان   

م  داروـــي   ـــينيي  تابعي  لمعهد أبحاث م  س ب اي ،    2019الســـيد إيم كان ينشـــ   رقات مشـــت كة منر  ام  
(   قد وـــــبق لل  يق أن لا.ل  24)انظ  الم لق   2019ا أيضـــــا لاامعة أخ ى لف الصـــــي   ام  أنا كان تابع

   طلل ال  يق إلى (31)أن لف ا مكان تصــن ف ماال بحاث الســيد إيم ب نا ماال مزد م الاوــتخدام بطب عتا
الصــــــــــــي  ت ديم معلامات    الت ادل الأكاديمف بي  المعالد الصــــــــــــين ة  وامعات ومهارية كاريا الشــــــــــــعب ة  

ــي  ب ن  ــين ة   ردّت الصـــــ ــيد إيم لف الاامعة الصـــــ ــائل  ”الديم  اط ة،     المنصـــــــل الحالف للســـــ ]ت  ي [  وـــــ
   لالارقتان اللتان ذك لما ]ت  ي [  وائل ا   م تستندان إلى تعا ن  ادي     إلى .د بعيدا   م غي  دقيق  

لف ماال للدراوـــــات العلم ة الأوـــــاوـــــ ة،  لا أم  ل م لا طاب  ذ  اوـــــتخدام مزد م  لا   قة لا بالانتشـــــار  
وي  لف الارقتي   لى التاا ــل بشــ ن قضــايا نظ ية  لم ي دم   -      قد اقتصــ ت مشــاركة إيم وــان   النا ي 

ــينيان أي ب انات إلى إيم   ــان الصــ ــينيان إيم با ت ارس مؤل ا  الداروــ ــل    أدرم العلماء الصــ بدال  الا.ت ام لحســ
ــال ت ــادلا لف ماــال التعــا ن العلمف  التكنالاوف  لا بــالتــالف لا ينتهــك الأ.كــام    لا يشــــــــــــــكــل لــرا الاتصـــــــــــــ

ــلة م  ال  ارات ذات ــبتمب   ام   الصـــــــ  لم    2015    لم يعد إيم إلى الاامعة بعد انتهاء  يارتا لف أيلال/وـــــــ
لف    2321    قد .صــــــلت  يارة إيم إلى لرس الاامعة قبل اتخاذ ال  ار     تك  لا أي  ــــــ ة لدى لرس الاامعة

 ( 25)انظ  الم لق   “2016 ام  

  
 ( 33)   ، ( 32) الجزاءات القط عيؤ والبحريؤ  -   ث لث   

 الرج رة البحريؤ   

 و د الن ل المك ر   

ــحنات م  المنتاات الن ط ة المك رة إلى  - 28 ــاء أن تبل  اللانة    أي شــــــــــ يتعي   لى الد ل الأ ضــــــــــ
،   ح الماق  الشــــــــــــــ كف للانــة 2023تما /يال ــا    10   .تى  (34)ومهاريــة كاريــا الشــــــــــــــعب ــة الــديم  اط ــة

ــماع با ال ال   لف   31,57ب ميل )  157  862,701ماما ا   ما ــناي المســــــ ــ د الســــــ لكّمت م  الســــــ ــُ المائة( وــــــ
 ب ميل م  المنتاات الن ط ة المك رة )انظ  الشكل الخامم(  500 000

 
__________ 

ــظــــــــــ    (30)  -www.dw.com/en/despite-un-sanctions-german-research-institute-worked-with-north-koreanانــــــــ

scientists/a-63890089  
 (31) S/2023/171 15إلى  13 الم ل ات  20   19، ال   تان  
أ  ا ت ـارا م  تـاري  الا ــــــــــــــال، أيـا كـان، إلى  2023المعلامـات الااردة لف لـرا ال ســــــــــــــم لف ذات  ــــــــــــــلـة ا ت ـارا م  .زي ان/يان ـا   (32) 

المعلامات الااردة لف قاا د الب انات أ  الم دمة إلى ال  يق  قد لا تشـــــــــمل مســـــــــتادات النظام العالمف المتكامل للمعلامات    الن ل 
 ل ح ية الد ل ة، التف تتضم  معلامات قديمة تعاد إلى ما قبل .زي ان/يان ا أُدخلت لا. ا ال ح ي التاب  للمنظمة ا

لة بالتاقيت الشـــــتاي لشـــــ   الالايات المتحدة أ  بالتاقيت العالمف المنســـــق أ  بالتاقيت المحلف، ت عال لمصـــــدر الب انات   (33)  الأ قات مســـــاَّ
 الأ لف 

  5، ال   ة (2017) 2397ق ار مالم الأم   (34) 

http://www.dw.com/en/despite-un-sanctions-german-research-institute-worked-with-north-korean-scientists/a-63890089
http://www.dw.com/en/despite-un-sanctions-german-research-institute-worked-with-north-korean-scientists/a-63890089
https://undocs.org/ar/S/2023/171
https://undocs.org/ar/S/RES/2397(2017)
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 الشكل الخامم  

تسااااااليمه  إلى جمهوريؤ كوري  الشااااااعبيؤ الديمقراطيؤ  من ك نون عن  ن المنرج ت النفطيؤ المكررة المعل    
   2023الث ني/ين ير إلى نيس ن/أبريل  

 ) دد الب اميل(

 
-http://www.un.org/securitycouncil/sanctions/1718/supply-sale-or-transfer-of-all-refined أالمصدر 

petroleum and the Panel  
  

ناقلة ت ل   لم ومهارية كاريا الشـعب ة  25قدمت إ.دى الد ل الأ ضـاء  ـارال وـاتل ة    انات      - 29
شــــحنة م  المنتاات الن ط ة المك رة إلى المنشــــيت الن ط ة لف نامبا  غي لا، لف    46الديم  اط ة  لف تســــلّم 

ــ (  26)انظ  الم لق    2023أيار/مايا   1كانان اللانف/يناي  إلى  1ال ت ة م   التف ت ل    25 م  الناق ت الــ
د   منها،   التالف كان م  الممك  منعها م    9 لم ومهارية كاريا الشعب ة الديم  اط ة، كان مالم الأم  .دَّ

)م((     12، ال   ة  (2016)  2321دخال الماانئ الأونب ــة لتحميــل المنتاــات الن ط ــة المك رة )انظ  ال  ار  
ــعب ة  ــ   ت ل   لم ومهارية كاريا الشــ ــ ينة إلى أخ ى م  وــ ــي  ال  يق كرلك إلى أن  مل ات الن ل م  وــ  يشــ

  (2017) 2375م  ال  ار  11الديم  اط ة محظارة بماول ال   ة 

قد اوـــتاردت  [  ومهارية كاريا الشـــعب ة الديم  اط ة]م  الم وا أن تكان  ”    حســـل الد لة العضـــا، - 30
ــل م    ت ي م الكم ات التف تم ت  يغها  ند   46]ب مي [ م  الن ل المك ر م  خ ل  781  497 نحا  مل ة تســ
ومـال ـة[، م  المحتمـل أن تكان ]ومهاريـة كاريـا الشــــــــــــــعب ـة الـديم  اط ـة[ قـد تاـا  ت إلف المـائـة ].مالـة    90

ومال ة[،  إلف المائة ].مالة  60ن ســــــــان/أب يل   .تى  ند نســــــــ ة   2 ]ب ميل[ نحا 500  000الســــــــ د ال ال  
ــ د ال ال  ــعب ة الديم  اط ة[ الســ )انظ     “أيار/مايا 1]ب ميل[ بحلال  500  000 تاا  ت ]ومهارية كاريا الشــ

ــا أخ ى أن ومهار 26الم لق   ــتاردت بصـــــــــارة غي   (   قدرت د لة  ضـــــــ ــعب ة الديم  اط ة اوـــــــ ية كاريا الشـــــــ

http://www.un.org/securitycouncil/sanctions/1718/supply-sale-or-transfer-of-all-refined-petroleum
http://www.un.org/securitycouncil/sanctions/1718/supply-sale-or-transfer-of-all-refined-petroleum
https://undocs.org/ar/S/RES/2321(2016)
https://undocs.org/ar/S/RES/2375(2017)
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)انظ     2023ب ميل( م  الن ل المك ر لف ال    الأ ل م   ام    638 400ط  )  80 000مشـــــــــــــ   ة نحا 
  (36) ،(35)(27الم لق  

 
 التف تتم ليها  مل ات الته يل الم اس    

 ا ــل ال  يق تع ل الســ   التف ت ام بالاتاار غي  المشــ  ع لف مناطق تت ق م  المناطق ال ح ية   - 31
 (   28التف قدمتها إ.دى الد ل الأ ضاء لف الشكل السادس )انظ  الم لق 

 
 الشكل السادس  

الاديمقراطياؤ في  منا طق النقال غير المشاااااااااروإ من سااااااااافيناؤ إلى أ رى في جمهورياؤ كوريا  الشاااااااااعبياؤ    
   2023و لال النصف الأول من ع م    2022 ع م 

 
 2023النصد الأ ل م   ام  2022مامل  ام 

 
 إ.دى الد ل الأ ضاء  أالمصدر 

  

__________ 

 ب ميل م  المنتاات الن ط ة المك رة للط  الاا.د  7,98يبل  معدل التحايل الري تعتمدس اللانة  (35) 
ي ى خبي ان أن ب انات لاتي  الد لتي  العضايي  لف ت دي ية،  أن ال  يق غي  قادر .ال ا  لى التمييز بي   مل ات التسل م المش   ة  (36) 

 للمنتاات الن ط ة المك رة التف تبلَّ  بها اللانة   مل ات التسل م غي  المش   ة 
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 أس ليب الرهرب من الجزاءات   

 تغيي  مااق  الاتاار لف الم اس ا قل م ة   

ــعب ة الديم  اط ة  - 32 ــلت ومهارية كاريا الشـــــــ ــتخدام الم اس ا قل م ة  و اء  مل ات ن ل غي    ا ـــــــ اوـــــــ
ــاطا   مشــــــــ   ة، بما لف ذلك لف مناطق تمت م اقبتها .ديلا  ل د لا.ل ال  يق داخل الم اس ا قل م ة للبلد نشــــــ

ــا  ــ ينة إلى أخ ى لف مح ل وزي ة تشـ ــمال بال  ب م  وزي ة   (37)د   -م  وـ  كرلك لف الم اس الااقعة إلى الشـ
(   خارم الم اس ا قل م ة لامهارية كاريا الشـعب ة الديم  اط ة،  ا ـلت وـ    29ري )انظ  الم لق    -وـاكد   

البلد تصــدي  لحما لف الم اس الصــين ة،  .ددت إ.دى الد ل الأ ضــاء منط ة اتّاار وديدة بال  ب م  وزي ة 
 (  76إلى  74  ال   ات تايشان )انظ

 
 تانل الكشد   

 ا ـل ال  يق مشـالدة الاوـتخدام الااوـ  النطا  للتدابي  ال ام ة إلى الالت اف  لى الازاءاتأ إو اء  - 33
 مل ات ن ل غي  مشـــــ   ة تحت ونا الظ م ) ادة  ند ال ا   الغســـــق(ص لت ات أقصـــــ  لعمل ات الن ل م   

ســــ   أثناء  مل ات الن ل   وــــ ينة إلى أخ ىص أوهزة تع يف مزي ةص   قد تشــــغيل النظام الآلف لتحديد لاية ال
 شـملت التدابي  الأخ ى التف أبلغت  نها الد ل الأ ضـاء لتانل الكشـد ما يلفأ اوـتخدام الكلمات الم مَّزةص  

   لرس التدابي  لا يســـــــت عد (38)“مماَّلة”.ال إشـــــــارات النظام الآلف لتحديد لاية الســـــــ  ص  اروـــــــال إشـــــــارات 
م الس ُ  المشبالة مزياا منها     بعضُها الآخَ ،   ادةُ ما تستخدك

 
 الت  ل بالماق    

يســـــتخدم المته  ان م  الازاءات لف ومهارية كاريا الشـــــعب ة الديم  اط ة شـــــك  وديدا م  أشـــــكال   - 34
   الغ ح م  ذلك لا التعت م  لى الأنشــــــــــــطة ب  طاء  (39)الت  ل بالمااق  أ  ما يُعَ ف بالانتحال الاغ الف

(  لعلى وــــــبيل الملال، وــــــالت قا دة ب انات 30الانط اع ب ن الســــــ   ماوادة لف مكان آخ  )انظ  الم لق  
)رقم التســــــايل لدى المنظمة   New Konk (40)ن ســــــان/أب يل وــــــ ينةَ التســــــل م الم اشــــــ  الســــــاب ة 4بح ية لف 

 :المتن لة ال ح ية)لاية الخدمة    F.Lonline  تحت الاوم الا.ت الفل  ت وك   (  لف9036387  :الد ل ةال ح ية  
أنها  ب ت مضيق تاياان  دخلت بح  الصي  الانا ف   قد أكدت  ار السااتل    (، بما يُزَ م312162000

 أن الس ينة كانت لف الااق  لف خل ج وانشا لف الصي   ندما بدأت  مل ات الت  ل  

__________ 

   26،  الم لق 36     35، ال   تان S/2022/668  انظ   2022 أبل  ال  يق    ذلك با ت ارلا منط ة تعامُل تااري وديدة لف  ام   (37) 
)رقم التسـايل لدى   Gold Starلا.ل اوـتخدام لرس الأوـاليل كرلك لف المامـف، بحسـل ما أبلغت  نا د لة  ضـا أخ ى    .الة   (38) 

  35،  الم لق 67إلى  62، ال   ات S/2021/777(  انظ  9146247المنظمة ال ح ية الد ل ةأ 
ــ ينة بنظامها العالمف  (39)  ــااتل الم .ة،  ندما تت  ل وــ ــا بالت  ل بالنظم العالم ة لســ ــل الانتحال الاغ الف، الري يا ــــد أيضــ يحصــ

لســااتل الم .ة بحيث تظه  لف مكان آخ   وــبق أن ُ.ددت .الات انتحال وغ الف لف م اس أم يكا ال تين ة  الشــ   الأ وــل  لكنا 
 /www.nytimes.com/2022/09ه ب الري تماروـا ومهارية كاريا الشـعب ة الديم  اط ة  انظ  أيضـا  ُ.دد لأ ل م ة لف وـ ا  الت

03/world/americas/ships-gps-international-law.html  
يُســـتخدم لرا المصـــطلا لا ـــد الناق ت غي  التابعة لامهارية كاريا الشـــعب ة غي  الديم  اط ة التف وـــلمت الن ل المك ر لف ماانئ  (40) 

 ( 19-الب د قبل وائحة م ح لي  س كار نا )كاليد

https://undocs.org/ar/S/2022/668
https://undocs.org/ar/S/2021/777
http://www.nytimes.com/2022/09/%2003/world/americas/ships-gps-international-law.html
http://www.nytimes.com/2022/09/%2003/world/americas/ships-gps-international-law.html
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تحت اوـم لا  ب  ا روـال الاغ الف  لى مسـار  الانتحالَ تشـغّل   New Konkت السـ ينة  ينما كان   - 35
)انظ  الشــكل الســاب (، بدأت ا بحارَ شــمالا قبل أن تاقد تشــغيل  مل ات   Lifanا.ت الف مع  ف آخ  لا  

 ا روال  ب  النظام الآلف لتحديد لاية الس   بحلال منتصد ن سان/أب يل )انظ  الشكل اللام (   

 
 الشكل الساب   

  New Konk   على أنه     ترسِلLifan    2021في أيلول/سبرمبر وك نون الأول/ديسمبر 

 
 2021أيلال/وبتمب    2021كانان الأ ل/ديسمب   

 
 ، م  إ.دى الد ل الأ ضاء insetلل  يق  الصار الساتل ة  ش ع، م  Windward :المصدر 

  
 الشكل اللام   

 ليج سااا نشااا   وتسااارخدم    في  2023سااافن مشااابوهؤ تسااارخدم أجهزة تعرية ايري ليؤ في ياااب  /فبراير    
 2023النرح ل الجغرافي في ريلاته  في نيس ن/أبريل  

 
ــ    ب  النظام الآلف لتحديد    Planet Labsص الصـــارة المدروة، Windward أالمصدر  ــار السـ ــي  إلى مسـ م    مات لاا ة تشـ

 لل  يق  م  ش ع، Windward لاية الس  ،  معتها
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ــ   21 لف  - 36 ماوادة لف م اس م  المع  ف   New Konkن سان/أب يل، كانت و ينة بطال مماثل لــــــــــــ
الم اشــ  الســاب ة  ناق ت ومهارية كاريا الشــعب ة الديم  اط ة لت  ي  شــحناتها    لســ   التســل مأنها تشــكل ملت ى 

    (41)الن ط ة غي  المش   ة

الانتحال الاغ الف، بدأت وــــ ينة تســــل م م اشــــ   تشــــغيل   New Konk نحا الاقت الري بدأت ف ا   - 37
ــاب ة أخ ى لف   (، تشــــــــــــغيل الانتحال 8514306 أ)رقم التســــــــــــايل لدى المنظمة ال ح ية الد ل ة  Unicaوــــــــــ

(   457106000  أ)لايـة الخـدمـة المتن لـة ال ح يـة   Litonالاغ الف  ب  وهـا  تع ي هـا الا.ت ـالف  لى أنهـا  
( التف ت ل   لم  8355724 أ)رقم التســــــــــــــايـل لـدى المنظمـة ال ح يـة الـد ل ـة  Shundlliكمـا كـانـت الســــــــــــــ ينـة 

ــك (، ت73-71 التف . ق ليها ال  يق أيضــــــا )انظ  ال   ات  تاغا    م  الم وا  (42)لف المنط ة الماا رة ل وــــ
أن تكان التح كات المتزامنة لعدة وـــ   مشـــبالة لف الماق  ن ســـا محا لة  ر اك تعّ ل الســـ   )انظ  الشـــكل  

 التاو ( 

 
 الشكل التاو   

 2023نيس ن/أبريل    4في    Unica  و   New Konkالنرح ل الجغرافي المرزامن من قبل    

 
 ، م  تعل  ات لل  يق Windward أالمصدر 

  
  

__________ 

 (41) S/2023/171 31 الم لق  37، ال   ة  
ا بحارَ شـــــمالا  وـــــل ثغ ات كبي ة    Shundlliتط  ان الا.ت ال الاغ الف لف  قت  ا.د، بدأت    Unica     New Konkبينما كانت  (42) 

 تشاب نظامها الآلف لتحديد لاية الس  ، إلى أن   لت إلى خل ج كاريا 

https://undocs.org/ar/S/2023/171
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 إع دة الشحن غير المشروعؤ للنفط المكرر   

 الساب ة   و   التسل م الم اش  اوتم ار شحنات الن ل غي  المش   ة باوتخدام    

)رقم التســــــايل لدى المنظمة ال ح ية   New Konk   Unica     Diamond 8 ا ــــــلت الســــــ    - 38
( تســـــــــــل م الن ل المك ر لف المنط ة الاقتصـــــــــــادية الخالصـــــــــــة لامهارية كاريا الشـــــــــــعب ة  9132612 أالد ل ة

إلى وانل   ،(43)(   لف ت ام برلك ب وماء مز رة مع  لة وبق أن .ددلا ال  يق31الديم  اط ة )انظ  الم لق 
ــماء وديدة   ت د لف الاد ل  ــتخدمتها   1أوــــــ ثة بهايات الخدمة المتن لة ال ح ية الا.ت ال ة التف اوــــــ قائمة محدَّ

   ي در ال  يق أن م  الم وَّا أن لرس الســـــــ   لف تحت وـــــــ ط ة ومهارية كاريا  2023لرس الســـــــ   لف  ام 
 الشعب ة الديم  اط ة 

ــتُ ا لف أن   - 39 ــبيل الملال، لف أيار/مايا، اشــ المز رة   لت   Lianلاية انتحلت   New Konk لى وــ
، التف كان أُبلَ  ال  يق  Joffa( كان يعاد وـــــــــاب ا إلى الســـــــــ ينة 667001395لاية خدمة متن لة بح ية رقم )

ــان/أب يل  ــابا ت  ي ا ل وــــــم   Lian   الاوــــــم (44)2022ب نا و ى التخلص منها لف ن ســــ ، الاوــــــم Lifanمشــــ
ــتخدمتا الا.ت الف الري  ــ ينة إلى أخ ى م     New Konkاوـــــــــ لف   Joffa ندما أو ت  مل ات ن ل م  وـــــــــ

لف أيار/مايا  .زي ان/يان ا،   Lian)انظ  الشــــكل العاشــــ (   تركّ نا مســــارات    2021كانان الأ ل/ديســــمب   
المامـف، ما يشـي  إلى لف  New Konkوـلكتا الري    بالمسـار لى نحا ما و ى تتّ عها  ب  منصـة بح ية، 

 اوتم ار شحنات الن ل غي  المش   ة إلى ومهارية كاريا الشعب ة الديم  اط ة )انظ  الشكل الحادي  ش ( 

ــل م الن ل المك ر بط ي ة مماثلة   Shundlli، قامت 2022منر كانان الأ ل/ديســـــــمب      - 40 ــا بتســـــ أيضـــــ
 ( 72)انظ  ال   ة   New Konk   Unica لـ

 
 الشكل العاش   

  New Konk   مساااارخدمؤً رقي هويؤ الخدمؤ المرنقلؤ البحريؤ لاااااااااااااا    2023في ع مJoffa   . الري ك ن جرى الرخلص منه
 2021 ديسمبر   ك نون الأول/   30و    29أجرت الن قلر ن عملي ت نقل من سفينؤ إلى أ رى في  

 
 
 
 
 
 
 
 
 
 
 

 ال  يق   أالمصدر 

 منر ذلك الحي   Sky Venus   Hong Hu   Xiang Shun، و ى التخلص م  Joffaإمالة إلى  أم .ظة 

__________ 

 (43) S/2023/171 2، الاد ل  
 (44) S/2022/668 34   32-6   30   28 الم ل ات  46إلى  41، ال   ات  

https://undocs.org/ar/S/2023/171
https://undocs.org/ar/S/2022/668
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 الشكل الحادي  ش   

مساااااااااااا رات     الثاااا ني/يناااا ير    New Konk (“Lifan”)مقاااا رنااااؤ  كاااا نون   New Konkو   2022في 

(“Lian”)  2023في أي ر/م يو ويزيران/يونيه 

 

 
 لل  يق  ش ع ، م Windward  أالمصدر 

  
 1الاد ل   

 ( 45) 2023أي ر/م يو    -   ك نون الث ني/ين ير  المسرخدمؤ في الإرس ل الرعرية اليري ليؤ    بأسم ء جدول    

 
 ال  يق  أالمصدر 

  32انظ  أيضا الم لق  أم .ظة 

  

__________ 

ــتم ار   (45)  ــل م الم اشـــــ   رغم اوـــ ــ   التســـ ــماءوـــ ــال ب وـــ ــاب ة لف ا روـــ ، تم الت  ل ب عض م  لايات الخدمة المتن لة ال ح ية منتحلة  الســـ
 الخا ة بها 
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الساب ة غال ا ما ت وا لف م اس خل ج وانشا    و   التسل م الم اش ، ألاد ال  يق ب ن 2020 منر  ام   - 41
   أثناء  وادلا لناك، نادرا ما ت وـل لرس السـ    (46)(33بي   مل ات الته يل غي  المشـ   ة )انظ  الم لق 

إشـارات  ب  النظام الآلف لتحديد لاية السـ   أ  أنها ت وـل إشـارات ا.ت ال ة )انظ  الشـكل اللانف  شـ (    أي
ومهاريــة كاريــا الشــــــــــــــعب ــة   م  الأمللــة التف تمــت منــاقشــــــــــــــتهــا بــالت صــــــــــــــيــل أدنــاس نــاقلــة كــانــت ت ل   لم

تم تحديث الماق    واب اأ  Diamond 8)  2021لف آب/أغسطم    Nam Dae Bong لى أنها  الديم  اط ة
   لهرا الســــبل،  ندما أبل  ال  يق     (47)(2023الشــــ كف للمنظمة ال ح ية الد ل ة لف لرا الصــــدد ل ل  ام  

ذلك وـــاب ا، كانت الناقلة مملاكة أ ـــ  لأوـــطال ومهارية كاريا الشـــعب ة الديم  اط ة  ندما كانت راوـــ ة لف  
خل ج وــــــانشــــــا   ندما كانت تا ي  مل ات الن ل غي  المشــــــ   ة للاقاد   طلل ال  يق مســــــا دة الســــــلطات  

وــاب ة     أل اد ذ ي  ــلة يســهّلان  مل ات ن ل وــ   تســل م م اشــ   الصــين ة للحصــال  لى معلامات     
ــت بل    ــ   لف المســ ــت يات الن ل التف ت ام بها لرس الســ ــ   ة م  أول التمكي  م  تعطيل مشــ الن ل غي  المشــ

ــة لا تزال تح ق  أن     NEW KONKالنتـائج الأ ل ـة تبي  أن  ” ردت الصــــــــــــــي  بـ ن وــــــــــــــلطـاتهـا المختصــــــــــــ
  UNICA    DIAMOND 8/NAM DAE BONG     SHUNDLLI    ل م لديها وـا ت ت يد   

 ( 25)انظ  الم لق  “2020دخالها الماانئ     خ  وها منها لف الصي  منر  ام 

 
 الشكل اللانف  ش   

 2023ك نون الث ني/ين ير    6ن قلات في  ليج س نش      

  
 إ.دى الد ل الأ ضاء  أالمصدر 

  

__________ 

شــــــا  ال  يق الســــــلطات المختصــــــة التف ر ما تكان لرس الســــــ   قد روــــــت أ  أو ت  مل ات تاارية لف م الها ا قل م ة  لى إو اء  (46) 
  40   39، ال   تان S/2023/171تحق  ات  اب غ ال  يق  انظ أ 

 م ت ام المنظمة ال ح ية الد ل ة بتحديث معلاماتها المتعل ة بعلم الس ينة  لى نحا ما ت دما د لة العلَ  (47) 

https://undocs.org/ar/S/2023/171
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 أنشطؤ الرهرب من الجزاءات   

ومهارية كاريا الشـــــــعب ة الديم  اط ة تلتد  لى الازاءات التف ل مـــــــها مالم الأم   لى لا تزال   - 42
 أ(48)النحا التالف

 الن ل المن ال  ب  الشح   لى م ا.ل متعددة،  مصدرس لف كلي  م  الحالات مضيق تاياانص  )أ(  

الســـ ينة غي  المبيَّ  التعت م  لى تشـــغيل النظام آلف لتحديد لاية الســـ   الاوـــ طة )نشـــاف   )ب( 
خ ل لت ات  دم ا روـــال  ب  النظام الآلف لتحديد لاية الســـ   الري م  شـــ نا أن يســـما بالاتصـــال بميناء 

 ص(49)لل وا أ  للق ام بعمل ات م  و ينة إلى أخ ى(

ل  ب  أوهزة تع يف مز رة  ند ا بحار إلى م اس  وــ   التســل م الم اشــ  الســاب ة )م(  التف ت وــك
 ومهارية كاريا الشعب ة الديم  اط ة لل اء ناق ت ومهارية كاريا الشعب ة الديم  اط ةص

اوـتغ ل ملك ة الشـ كات المسـالة للسـ    التف تتميز بما يلفأ أث  محد د أ  معد م  لى  )د( 
ــائل الب يد  ــال إلا أمناء الشــــــــ كاتص روــــــ ا نت نتص معلامات وــــــــا ت الشــــــــ كات التف لا تارد كاهات اتصــــــ

لة م   نا ي  مؤقتة )لا يمك  التاا ــــــل معها(ص اوــــــتخدا م  نا ي   ا لكت  نف المســــــالة التف يبد  أنها م وــــــَ
 ص  ملك ة مست يدة غي  مع  لة يةب يد “اوت م”

  2023ياما الملالان التال ان الحالات التف . ق ليها ال  يق خ ل  ام  - 43

 
ومهارية    -   Ever Glory – Nam Dae Bong (“Diamond 8/Shunli”)  - الســــــ ينة المارّدة    أ 1الحالة   

 كاريا الشعب ة الديم  اط ة 

  مل ات ن ل ن ل )انظ  الشكل اللالث  ش (أ   

  أ)لاية الخدمة المتن لة ال ح ية   Shunliأثناء ا روــال الانتحالف باوــم   ،Diamond 8(50)غادرت  - 44
شـــــ اف/لب اي ،  أبح ت ونا ا  لى طال مضـــــيق تاياان   17(، م اس خل ج وـــــانشـــــا لف أ  نحا 457111000

 أ ت ل   لم وــــــــــــــي اليان )رقم التســــــــــــــايـل لـدى المنظمـة ال ح يـة الـد ل ـةالتف    Ever Glory الت ـت بســــــــــــــ ينـة 
(  8514435 أ(  ألاد ال  يق وــاب ا أن الســ ينة ال عل ة )رقم التســايل لدى المنظمة ال ح ية الد ل ة9102813

  (51)2021قد و ى التخلص منها بال عل  ام 

م اس   إلى خل ج وــانشــا ثم أبح ت شــمالا،    ــلت إلى   Diamond 8/Shunli  عد الت ائهما،  ادت  -   45
 Diamond آذار/مـارس أ  نحا لـرا التـاري   قبـل الاوتمـاع م    13ومهاريـة كاريـا الشــــــــــــــعب ـة الـديم  اط ـة لف 

8/Shunli الت ت ،Ever Glory   ”( ــ ينة المارّدة   كانان اللانف/  21“( لف أ  نحا Supplier Ship Xبالســــــــــ

__________ 

 (48) S/2022/132   S/2022/668  
للإشــــارة إلى الناق ت الااقعة  لى طال وــــلســــلة ن ل الن ل المتعددة الم ا.ل م  وــــ ينة    “الســــ   الاوــــ طة”يســــتخدم ال  يق مصــــطلا  (49) 

ــ   غي  الم قمة م  المنظمة ال ح ية الد ل ة، أ  ناق ت ومهارية  إلى ــاب ة، أ  الســ ــحناتها الن ط ة إلى ناق ت وــ أخ ى  التف تن ل شــ
 كاريا الشعب ة الديم  اط ة المماَّلة 

مامـــــاع تحق  ات لل  يق بشـــــ ن  دة ت اري   أ  ـــــف بتحديدلا لف ماال التســـــل م غي  المشـــــ  ع للن ل المك ر   Diamond 8كانت  (50) 
  2020   2019ومهارية كاريا الشعب ة الديم  اط ة لف  امف  إلى

 (51) S/2022/668 42، ال   ة  

https://undocs.org/ar/S/2022/132
https://undocs.org/ar/S/2022/668
https://undocs.org/ar/S/2022/668
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.مّلت الن ل لف ميناء مايل ا  قبل يامي     عد تل ف الن ل    Supplier Ship Xيناي    كانت الســـــ ينة المارّدة  
شـ اف/لب اي   ندما    17إلى منط ة ميناء كا شـيان  .يث ب يت .تى    Ever Gloryم  السـ ينة المارّدة،  ادت 

 لف  قت لا.ق م  اليام ن سا    Diamond 8/Shunliأبح ت ونا ا لت وا إلى وانل 

ــ كة  - 46 ــم  Success Regent Development Limited ردّت شـــــــــــ ــار إليها لا. ا باوـــــــــــ )المشـــــــــــ
Success Regent  المســــــــــــالة لف وزر ل و  الب يطان ة،  لف شــــــــــــ كة تاارية م  لا كا شــــــــــــيان ،  لى )

م يي    4ط  م  الن ل )بق مة تنالز   4 100ن لت    Supplier Ship Xاوــــــــت ســــــــارات ال  يق ب ن شــــــــ كة 
 Full Victoryكـانان اللـانف/ينـاي    لف ماـال آخ ، قـامـت شــــــــــــــ كـة    21لف    Ever Gloryد لار( إلى  

Enterprise Co., Ltd  المشــــــــار إليها ف ما يلف باوــــــــم(Full Victory لف ك ان م  س تاينان، بشــــــــ اء  ،)
أن شــــ كتها،    Success Regent  كما أكدت  Success Regentلصــــالا    Ever Gloryشــــحنة الن ل م   

ــ الشـ كة  ــ Supplier Ship Xالمالكة المسـالة لـــــــــــــ  الك ان   Mega Glory Holdings،  المدي  ال نف لـــــــــــــ
  لشحنة الن ل م  ميناء مايل ا  ت   كلها تحت ملك ة مشت كة  Success Regentالشاري لـ 

 
 الشكل اللالث  ش   

  Nam Dae Bong/Shunli  ترساااااااااو إلى جا نابEver Glory    قبال وصاااااااااولها  إلى جمهورياؤ كوريا
 2023آذار/م رس    - الشعبيؤ الديمقراطيؤ  يب  /فبراير  

 
ــاتل ة،   Windward أالمصدر  ــار الســـ ــار المتاق (ص الصـــ ــل المســـ ــ  معلامات  لى   م   Planet Labs)خطاف منّ طة .ســـ  مـــ

 لل  يق ش ع ص م  Windward AISخ يطة 
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ــالت  - 47 ــ ينة المتلق ة   Success Regentوــ ــ ن الســ لف   Ever Gloryأنها أو ت العناية الااو ة بشــ
ل  “ل م لدينا  مل م اشــ ” ذك ت الشــ كة أنا    (52)كانان اللانف/يناي   Everلــــــــــــــــ   ةم  الاهة المالكة المســاَّ

Glory  لف ما  دا أن ،Full Victory ددت. Ever Glory  ــ ينة  با ت ارلا ال متلق ة لن ل شــــــــــــحنات الســــــــــ
لشـــحنة الن ل المطلا ة   ةالمدروالاهة الشـــارية كانت أيضـــا  Full Victory  ال  يق أن شـــ كةالن ل   ي .ل  

( التف 9105279 أ)رقم التسـايل لدى المنظمة ال ح ية الد ل ة Midasإلى الناقلة  Supplier Ship Xم   
  الشكل السادس  ش (  2ت ل   لم منغال ا )انظ  الحالة 

 
 الك انات  الأل اد الم ت طان   

اوـــــتنادا إلى التحق  ات الســـــاب ة،  وـــــا ت الشـــــح  التف تم الحصـــــال  ليها م  مختلد الأط اف   - 48
أنشــــــ  ال  يق   ،(53)الم ابلة،  المعلامات الأ ل ة المســــــت اة م  المصــــــادر، بما لف ذلك  ثائق وــــــال الشــــــ كات

رابطات مختل ة للشـ كات م ت طة بال  د ألد )انظ  الشـكل اللام   شـ (   أواب ال  د ألد، لف وملة أمار،  
ب نا  شــــــ كاتا  شــــــ كاءس يعملان بصــــــ ة وهة .املة لاث  ة الامتلال  لا يشــــــاركان لف نشــــــاف ت ادلف تااري   

 يزال ال  يق ياا ل تحق  اتا (   لا  34 يعكد ال  يق  لى ت ي م المعلامات )انظ  الم لق  

ــ كة     - 49 ــم   Kindom Honor Ltdذك ت شـ ــار إليها ف ما بعد باوـ (،  لف  Kindom Honor)المشـ
أطنان م  شـــــحنات  4  000.مّلت    Ever Glory، لل  يق أن  Ever Gloryالاهة المالكة المســـــالة لـــــــــــــــــــ 

  “الســيد كاي ”كانان اللانف/يناي  تمهيدا لتســل مها إلى  ميلها،   8   4بي   “الم اس الشــمال ة لل لبي ”الديزل لف 
شــــ اف/لب اي ، ا الة م ل  تاينان    عد مزيد م  الاوــــت ســــارات، ت اوعت   18   17غا ر ن  م  لاو ان، لف 

Kindom Honor   ما وـــبق أن ألادت با مامـــحة أنها أوهضـــت  مل ة الشـــ اء م  تاو  الاقاد ال لبينف 
لأن الاهـة  ”  Success Regent    اح ذلـك، أكـدت شــــــــــــــ اء الاقاد م   “ناع ـة الاقاد ال دياـة”نظ ا إلى  
، ما أتاع لها الحصال  “[Success Regent   كانت ت  طها   قة ويدة ودا بــ ] Full Victoryالمالكة لــ 

   لى أوعار ألضل

ــحنة   ردال  - 50 ــ ينة المتلق ة التف .مّلت بعد ذلك شـــ ــال  لى معلامات    الســـ  لى طلل ال  يق الحصـــ
ــ كة   18   17لف   Ever Gloryن ل م     إلى   نظ بال”أنا  Kindom Honorشــــ اف/لب اي ، أ مــــحت شــ

ــاان لي   لم يك  خل ال ؤية ويدا، ل ن ا طان   ــ ينتي  كانتا ت وــــــــــ لم يطبق إو اءات   Ever Gloryأن الســــــــــ
   اد ت أنا نظ ا لعدم  واد  “لتسايل معلامات تحديد لاية الس ينة Kindom Honorالتشغيل المت عة لف 

   لم يشــــت ا أي منهما لف أن الســــ ينة المتلق ة لل ضــــائ  التف   شــــخص يتحدث الكارية  لى مت  الســــ ينتي ”
ــ ]ومهارية كاريا الشعب ة  .ددلا السيد كاي   Kindom”، مض  ة أن  “الديم  اط ة[    كانت لها أي  لة بــــ

Honor تسـتخدم  لمEver Glory    ردا  لى اوـت سـار ال  يق     “للق ام ب ي نشـاف بح ي غي  مشـ  عقل   
أنها وتن ل شحنةَ الن ل إليها، ا ت لت الش كة ب ن بعض الس      Kindom Honorالتف تعت د ش كة  الس ينة  
  “وتخ ف اوم الس ينة”المتلق ة 

__________ 

ذك ت لف مكان آخ  أن ل يق الامتلال التاب  لها بدأ لف برل العناية الااو ة بشـــــ ن الاهة    Success Regentيشـــــي  ال  يق إلى أن  (52) 
ــ     طلل ال  يق مزيدا م  التامــ ا م  شــ كة 2023أيار/مايا   3، لف Ever Glory    Full Victoryالشــارية لشــحنات الن ل لــــــــــــــ

Success Regent  
 معلامات لف .ا ة ال  يق  (53) 
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 أن السـ ينة   Ever Gloryكرلك أنها كانت تسـ ط  بشـكل كامل  لى   Kindom Honor   مت   - 51
لم ت سُ قل إلى وـانـل وــــــــــــــ ينـة   Ever Glory”،  أن  Nam Dae Bong/Diamond 8لم تلتق قل م   

   م  ذلك، أظه  م ط  ليديا نُشــ   ب   وــائل التاا ــل الاوتما ف  مل ة ن ل م  وــ ينة  “Shunliتد ى 
ــدر     Ever Glory     Shunliإلى أخ ى بي     Kindom Honor، الأم  الــري يتنــاقض م  مــا  ـــــــــــــ

ــ (  إن م اوعة اللانة لم اط  ال يديا  تحليل  )انظ  ــكل ال اب   شـــ ــال   AISالشـــ  المعلامات التف تم الحصـــ
،  التف تتاالق م  ما  رد لف  Ever Glory ليها بشـــــــــكل من صـــــــــل م  الط ف الم ابل ملل ونســـــــــ ة طاقم 

 وـائل التاا ـل الاوتما ف، تت ق م  ت ي م ال  يق ب ن السـ ينتي  روـتا لف الااق  ون ا إلى ونل لف منتصـد  
 ش اف/لب اي  

 
 الشكل ال اب   ش   

  Shunli    وEver Glory     2023يب  /فبراير    19جنب  إلى جنب 

 
 لل  يق  ش عم    ارة م تطعة م  م ط  ليديا  رد  ب   وائل التاا ل الاوتما ف، أالمصدر 

  
أيــار/مــايا  مل ــة بــرل العنــايــة   3أن ل ي هــا المعنف بــالامتلــال بــدأ لف    Success Regent ذك ت   - 52

 “ ت ــديم   ادلــا المب مــة م   م ئهــا   ثــائق الشــــــــــــــح  ذات الصــــــــــــــلــة”  Full Victoryالااو ــة  طلــل م   
لف  35الم لق   )انظ  إلا  ردا  يتلق  لم  ــا  م     5(،  لكنــــ ــائق  الاثــــ ــرس  لــــ ال  يق  طلــــــل  ــد  ــا   قــــ تما /يال ــــ

Success Regent  

ــيل   لم ت دّ  - 53 ــ شــــ ــال  وــــ ــا دة م  وزر مارشــــ ــ ل أط الا معن ة أخ ى   تل ت مســــ  كتل ال  يق م اوــــ
 بعد  LW Maritime Service Co. Ltdوي اليان بعد  كما لم ت د 
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دة  2الحالة      ومهارية كاريا الشعب ة الديم  اط ة   -   Midas – Shundlli  - أ الس ينة الماركّ

  مل ات ن ل الن ل )انظ  الشكل الخامم  ش (   

لف الشـــه  التالف، نُ لت شـــحنة ن ل غي  مشـــ   ة أخ ى كانت متاهة إلى ومهارية كاريا الشـــعب ة  - 54
)رقم التســـــايل لدى المنظمة ال ح ية   Midasآذار/مارس، أو ت  9الديم  اط ة بط ي ة مماثلة   لف أ  نحا  

  Shundlliلف مضــيق تاياان   كانت   Shundlli(  مل ة ن ل م  وــ ينة إلى أخ ى م   9105279الد ل ةأ 
.يث أليد أنها وــــــــلمت    2022( مامــــــــاع تح يق إ  مف لف كانان الأ ل/ديســــــــمب   37-34)انظ  ال   ات 

دة ــعب ة الديم  اط ة، مما ياعلها وهةل ما مةل معا ك  كما لا الحال    (54)الن ل المك ر إلى ومهارية كاريا الشــــــ
ماوادة لف منط ة ميناء كا شــــــيان  قبل اوــــــت م ن ل   Midas، كانت الســــــ ينة الاوــــــ طة Ever Gloryم   

، كانت لر الســـــــــ ينة الماركّدة لرس  Midas   قبل م ابلة Supplier Ship X(55)الن ل م  الســـــــــ ينة ن ســـــــــها  
لف   Midasم اس خل ج وــانشــا لم ابلة   Shundlliماوادة أيضــا لف م ل  مايل ا    غادرت الســ ينة الاوــ طة  

ــي  الشــــ قف   لف .ي  أبلغت        Shundlliمضــــيق تاياان، ثم شــــ  ت لف ا بحار شــــمالا  ب  بح  الصــ
الاتااس نحا دال ان، ل نها انعط ت  اح ذلك شــــــ قا لف اتااس م اس ومهارية كاريا الشــــــعب ة الديم  اط ة قبل 

 آذار/مارس  21لف أ  نحا  AISإي اف إروال 

 
 الشكل الخامم  ش   

قباال الإبحاا ر في اتجاا   مياا   جمهوريااؤ كورياا  الشاااااااااعبيااؤ الااديمقراطيااؤ     Midasو    Shundlli  الرقاا ء   
 2023آذار/م رس  

 

 

 

 

 

 

 

 

 

 
  Windward   S&P Global Sea-web أالمصدر 

__________ 

ل لف ن ل الن ل إلى الســـ ينة الأم   (54)  )رقم التســـايل    Mercuryأكدت وـــلطات ومهارية كاريا لل  يق أن التح يق وارة م  شـــخصة تاوـــَّ
الـــــد ل ـــــةأ   ال ح يـــــة  المنظمـــــة  ــا  9262170لـــــدى  أيضــــــــــــــــ انظ     )www.ft.com/content/41e47ba2-3e3b-414b-905b-

df4336f22bed  
  2023م  ش اف/لب اي  إلى أ ائل آذار/مارس  (55) 

http://www.ft.com/content/41e47ba2-3e3b-414b-905b-df4336f22bed
http://www.ft.com/content/41e47ba2-3e3b-414b-905b-df4336f22bed
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 الك انات  الأل اد الم ت طان   

ــ  - 55 لة لــــــــــــــ المســالة لف  Laurel International Co Ltdلف شــ كة   Midasالاهة المالكة المســاَّ
ــم  ــار إليها لا. ا باوـ ــاماا )يشـ ــغلة  Laurel Internationalوـ ــغيلف لف تاينان   الاهة المشـ (،  لها  واد تشـ

ــ ينة لف شـــــــــــ كة   م  لا كا شـــــــــــيان    Navigator Ship Management Ltd الاهة المدي ة ال ن ة للســـــــــ
ت ا ــيل الاتصــال ن ســها م    Navigator Ship(   تشــاط   Navigator Ship)المشــار إليها لا. ا باوــم 

Green Ship Management Ltd  المشـــــار إليها لا. ا باوـــــم(Green Ship لف شـــــ كة  ،)” الاوـــــت م
إلى  Laurel International   أرولت الش كةُ ال انان ة التف تملل Ever Gloryللاهة المالكة لـــ   “الب يدي

Green Ship   نسخا أيضا    الم او ت م  ال  يق بش نMidas  

كان   Success Regentأن شـــــحنة الن ل المشـــــت اة م    Laurel International ذك ت شـــــ كة  - 56
ــ ينة متلق ة   Midas    ندئر يُن ل الن ل م   Midasإلى   Supplier Ship Xم  الم  ر ن لها م    إلى وـــــــ

ــ ل م  م اطعة لاو ان كانتQiu Guo Shuن ابةل      تتعامل معا   Laurel International ،  لا  وـــــــ
ت ــديم معلامــات    الســــــــــــــ ينــة المتلق ــة م     Laurel Internationalمنــر لت ة طايلــة    نــدمــا طُلــل م   

Midas  ط  م   يت الديزل 1  000”أ يد خ لا شــــح     “تســــل ما اوــــتلنائ ا”، اد ت أن الن ل المركار كان “ 
 اح مماروـة نشـاطها التااري المعتاد المتملل لف تسـل م شـحنات الن ل م اشـ ة إلى وـ      “Shundlli”إلى 

إنهـا  هـدت إلى   Laurel Internationalالعم ء   لف مـا يتعلق بتاخف الح ص الااوـل، قـالـت شــــــــــــــ كـة  
ــ ، التف أليد ب نها لم تشـــــــارك بNavigator Shipشـــــــ كة   ،  Midasط ي ة أخ ى لف العمل ات التاارية لـــــــــــــــــــ

ــ   تت ق م     Shundlliبالتح ق م  أن المعلامات التف قدمها الســـــــيد كيا م  الشـــــــ كة المالكة المســـــــالة لـــــــــــــــــــ
لم تك  وـــ ينة ]لامهارية كاريا الشـــعب ة   “Shundlli”المعلامات الماوادة لف وـــال شـــ كة لان  كان ،  أن 

الديم  اط ة[    النســــــ ة إلى وــــــا ت الاتصــــــالات المتعل ة بن ل الن ل، أُبلَ  ال  يق ب ن الســــــيد كيا لا يع ف  
 ك ف ة اوتخدام لاتد ذكف 

ــ كة  - 57 ــا أن   Laurel International ذك ت شــــ ــت اة ”أيضــــ ــحنة الديزل المشــــ  Success   م     شــــ

Regent   كانت[ ب عت بالكامل لســـــــ    ـــــــيد  ـــــــين ة  لســـــــ   تعمل لف   ح     2023لف آذار/مارس[   
ــيد كيا ــحنة الن ل أ يد شــــحنها   “ال ح     ط يق الســ ــ (   ي .ل ال  يق أن شــ ــادس  شــ )انظ  الشــــكل الســ

ت ا ا،   لى النق ض م  ذلك، ل ن المعلامات التف .صـــــــل  ليها ال  يق بشـــــــكل من صـــــــل م  إ.دى الد ل  
 إلى الناقلة   Shundlliط  م  شـحنات الن ل قد نُ لت م    1  800الأ ضـاء تشـي  إلى أنا ي ت ح أن يكان  

Kum Ryong 3    (   73-71( )انظ  ال   ات  8610461)رقم التســــــــــــــايـل لـدى المنظمـة ال ح يـة الـد ل ـةأ
،  لى النحا المــركار لف ال ــاتارة، ت ت ب إلى .ــد  Midas ي .ل ال  يق أن الب اميــل الماوادة  لى مت   

 ط  م  الن ل  1 800كبي  م  
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 الشكل السادس  ش   
 فواتير تبين الكي ن ت المرتبطؤ بعملي ت نقل يحن ت النفط   

 
 Ever Gloryلاتارة ن ل ن ل إلى  Midasلاتارة ن ل ن ل إلى 

 
 ال  يق  أالمصدر 
  

ــة     Success Regent  دت   - 58 ــابـــ ن ـــ  ،Supplier Ship X  ــات ــائق  المعلامـــ ــالاثـــ بـــ ال  يق   ،
مؤرخا   Full Victoryالمطلا ة  طلل ال  يق تامـــــــــــــ حا م  الشـــــــــــــ كة .ال وـــــــــــــبل إروـــــــــــــالها كتابا إلى 

بســــــــــــبل شــــــــــــكاك .ال    Midasت لض ف ا الق ام بمزيد م  الأنشــــــــــــطة التاارية م     2023آذار/مارس   30
ــتندات الم دمة إلى  ــيل    ب   شــــحنات الن ل   36   ي دم الم لق Success Regentالمســ مزيدا م  الت ا ــ

ك ائ /مارّد أ ل  لى أوـــــــاس تســـــــل م وانل الســـــــ ينة  /أ  أوـــــــاس    Supplier Ship Xالتف تعاقدت  ليها 
 ماانف  لى مت  الس ينة 

  يبي  الشكل الساب   ش  تدلق الن ل  الأماال  - 59

 
 الشكل الساب   ش   

 2023  آذار/م رس  2النفط وتدفقه  النقدي للشحن ت في الح لؤ  يحنؤ بض ئع    

 

 
 ال  يق  أالمصدر 
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 ط ي ة العمل   

 Kindom Honor (Ever Glory)     Laurel International ند م ارنة ال د د الااردة م   - 60

(Midas)  لا.ل ال  يق أ وا تشــابا تشــمل ما يلفأ الاوــتعانة بالمكتل ال انانف ن ســاص إروــال نســ     كل ،
ــت ك ) ــ ت التف تا ى إلى ط ف خاروف مشـــ ــابهة لف تاخف العناية Green Shipالم اوـــ (ص ذك  ط   متشـــ

وـ    ـيد ”الااو ةص أوـماء  خلف ة متشـابهة للاوـطاء المعنيي ص   م المشـت ي  النهائيي  لشـحنات الن ل ب نهم 
م  د ن ت ديم أي مسـتندات كدليلص  دم ال درة  لى إب ا  وـا ت اتصـالات مامـاع ة أ  التع يف  “ ـين ة

( لمشـــــت يات شـــــحنات ن ل  Full Victory   لاية الســـــ ينة لف  مل ات ن ل الن لص الك ان الشـــــاري ن ســـــا )
Ever Glory    Midas    مSupplier Ship X  ،ص  اوــــتخدام ط   دل  متشــــابهة   أ مــــحت الشــــ كتان

ــحنات الن ل الااردة م    ــ ة ف ما يتعلق بشـــــــــ ــماوـــــــــ ــ هما للمعام ت المال ة التف قام بها الســـــــــ لف مع ح   ـــــــــ
Ever Glory     Midas  ــاكـــل التحاي ت المـــال ـــة التف يااوههـــا  “ الز ـــائ  الصــــــــــــــينيان ”، أنـــا نظ ا لمشــــــــــــــ

ديدلعان بد لارات الالايات المتحدة، ل ن المدلا ات   الري  ــدَّ ــ ية م   ن دا    ط يق خدما تســــ ــ ف ة وــــ ت مصــــ
ل ط ع    38     37أوـل التعـامـل بـالعم ت المحل ـة   لـرلـك لم تك  ت ـا ــــــــــــــيـل الـدل  متـا.ـة  انظ  الم ل ي   

ــدمـــة م     لى ــة الم ـ ــلـ ،  Kindom Honor     Laurel Internationalتام   مح ر لل د د ذات الصــــــــــــ
  م ارنات ال  يق 

ذكـ ت   - 61 .ـيـ   مـ     Laurel International لـف  ــاشــــــــــــــ ة  مـ ـــــ الـنـ ـل  ــة  شــــــــــــــحـنـــــ اشــــــــــــــتـ ت  ــا  أنـهـــــ
Success Regent  أظه ت المعلامـات المـال ـة أن شــــــــــــــ كـة ،Full Victory   كـانـت .الـت المـدلا ـات إلى
Success Regent     م ابل شـــــــــــحنة الن ل المن الة مSupplier Ship X  إلىMidas    قبل ا امMidas  

 Laurel   ردا  لى اوــت ســارات ال  يق ا مــاف ة، ذك ت شــ كة Shundlliبالن ل م  وــ ينة إلى أخ ى م   

International  تحت إشــــ اف شــــ كتها الأم”أنها تعمل Full Victory“  مســــالم رئ ســــف ”،  أن الأخي ة لف
  Full Victory   ياا ــــل ال  يق التح يق لف شــــ اء شــــ كة “Laurel Internationalلف رأس مال شــــ كة 

، أ يد شــــحنها إلى ومهارية كاريا الشــــعب ة Ever Glory   Midasلشــــحنات ن ل م   لى مت  الســــ ينتي  
   الديم  اط ة   ردت منغال ا  لى اوت سارات ال  يق   ينتظ  ال  يق ردا م  واماا 

 لف الشكل اللام   ش     Midas     Ever Gloryيظه  روم تخط طف لامد ات الك انات الم ت طة بـ   -   62
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 الشكل اللام   ش   

 Ever Gloryو    Midasوالأفراد أثن ء الرحقيق في    ( 56) أوجه الررابط الري لويظت للكي ن ت   

 
 ال  يق  أالمصدر 

  (57)34أيضا الم لق  انظ  م .ظةأ 

  
 بيع ويي زة السفن   

الشــــــــــــــعب ــة الـديم  اط ــة  لى لف ال ت ة بي  كـانان اللــانف/ينــاي   أيـار/مـايا، .ـا ت ومهاريـة كاريـا   - 63
ــ   أ  ب عها أ  ن لها   14 ــلة التف تحظ  تاريد السـ ــتم  ل  ارات مالم الأم  ذات الصـ ــ ينة، لف انتهاك مسـ وـ

ــم  الاد ل   ــا الم لق    2إلى البلد بصـــارة م اشـــ ة أ  غي  م اشـــ ة   يتضـ ــ    39)انظ  أيضـ ( تحديلا ل ائمة وـ
 33م تُدرم م  قبل لف الاد ل  التف ل  2021ومهارية كاريا الشـــــــعب ة الديم  اط ة التف ت ل   لمها منر  ام  

   ياا ــــــــل ال  يق تع ل الســــــــ   الأخ ى التف ي وا أن تكان تحت وــــــــ ط ة البلد S/2023/171م  الاث  ة 
  لكنها لم ت ل   لما روم ا بعد،  يتاق  إمالة مزيد م  الس   إلى ال ائمة 

 لف مـا يلف تحليـل ال  يق لعمل ـات الاوــــــــــــــتحااذ الأخي ة التف قـامـت بهـا ومهاريـة كاريـا الشــــــــــــــعب ـة  - 64
 الديم  اط ةأ

 يادة  دد الســــ   الســــا.ل ة الصــــين ة التف ت ل   لم ومهارية كاريا الشــــعب ة الديم  اط ةأ  )أ( 
  لم يك  لدى (58)2023تملل لرس الســـــــــ   الآن غالب ة الســـــــــ   التف تم الحصـــــــــال  ليها .تى الآن لف  ام 

معظم لرس الســ   رقم تســايل لدى المنظمة ال ح ية الد ل ة، ما يشــي  إلى أنها لم تك  مســالة للق ام ب . ت 
د ل ة   لف ظل الب انات المحد دة أ  المعد مة المتعل ة بهرس السـ   السـا.ل ة وـااء لاهة أرقام التسـايل لدى 

__________ 

 وا ت الش كات  المنظمة ال ح ية الد ل ة  وا ت تسايل الس   اوتنادا إلى  (56) 
  “تل ف الب يد”تشمل الك انات التف و ت م اولتها ش كات  (57) 
كانت   2023لف المائة م  الســــ   التف .صــــلت  ليها ومهارية كاريا الشــــعب ة الديم  اط ة بي  كانان اللانف/يناي   أيار/مايا   80 (58) 

   2022لف المائة لف  ام  50ت ح  واب ا كس   وا.ل ة  ين ة، م ارنة بنحا 

https://undocs.org/ar/S/2023/171
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ــارات الســــــــــــاب ة أ  تاري  الملك ة، لهف لا ت دم أي دليل متاع تااريا  لى   ،المنظمة ال ح ية الد ل ة أ  المســــــــــ
 ص. ا تها إلى أن ت ل  ومهارية كاريا الشعب ة الديم  اط ة  لمها روم ا

 . ا ة و   أ.دث  أكب ص )ب( 

 . ا ة ناق ت الساائل أ  و   ال ضائ /ناق ت الحا ياتص )م( 

أ ادت ومهارية كاريا الشــــــــعب ة الديم  اط ة تســــــــم ة  دد محد د م  وــــــــ نها التف .ا ت  )د( 
)رقم التســــــــــــــايـل لـدى المنظمـة ال ح يـة الـد ل ـةأ    Ryon Phung، بمـا لف ذلـك  2023 ليهـا مؤخ ا لف  ـام  

9154189( )Sin Phyong 11    )ــاب ا )رقم التســـــــــــــايل لدى المنظمة ال ح ية الد ل ةأ   A Bong 1وـــــــــــ
8669589( )Kum Ya Gang 1  )واب ا 

، .دد ال  يق، اوـــــتنادا إلى تت   قا دة الب انات ال ح ية 2023 لف الأشـــــه  الخمســـــة الأ لى م   ام  -   65
وـ   كانت ت ل   لم الصـي  وـاب ا أ  وـ نا مملاكة لك انات  ـين ة نُ لت   10 وـا ت المنظمة ال ح ية الد ل ة،  

ــت 40إلى أوـــطال ومهارية كاريا الشـــعب ة الديم  اط ة )انظ  الم لق   ــلاك ة مختل ة  (   اوـ خدم ال  يق تحلي ت وـ
معلامات   للســــــــــ    تاا عات مختل ة لتحديد لاية لرس الســــــــــ     لف بعض الحالات، التف لا تاود ليها آثار أ  

 تاريخ ة، لا يمك  التع ف إلى الس   إلا  ندما تبدأ ا روال لف م اس ومهارية كاريا الشعب ة الديم  اط ة  

 SHUNCHAO 9   HUI YI    HONG JIE 1   RUNأُلغفَ تســــــايل ”ت الصــــــي أ  ردّ    - 66

HONG 58   XIN HONG XIANG 77   WEN TONG FA ZHAN    XIANGHUI 10 
  2021 تشــــــــــــــ ي  اللانف/نالمب     2022 آب/أغســــــــــــــطم    2023 كانان اللانف/يناي    2022]لف[ أيار/مايا  

،  لى التاالف  لم يُعَد  2018 تشــــــــــ ي  اللانف/نالمب    2023 شــــــــــ اف/لب اي     2022 تشــــــــــ ي  الأ ل/أكتا    
مســـــالة كســـــ     ZHI KUN 6   HUA JIN SHENG 8تســـــايل لرس الســـــ   منر ذلك الحي   لا تزال  

م طلل لـ    ( 25)انظ  الم لق  “لتسايل الانس ة HONG TAI 215 ين ة  لم ي دَّ

ــي   التف أبح ت إلى ومهارية  تع ّ  - 67 ــا.ل ة التف ت ل   لم الصــ ــ   الســ ــا  ددا م  الســ ل ال  يق أيضــ
 كانت لرس الس   أبح ت واب ا والكةل ط قا وا.ل ة  أظه ت لت ات طايلة م      (59)كاريا الشعب ة الديم  اط ة

اللغ ات لف نظام التع ف الآلف قبل   ـالها إلى ومهارية كاريا الشـعب ة الديم  اط ة   م  السـ   التف و ى  
 Xin Yang(    412550950)لايـة الخـدمـة المتن لـة ال ح يـةأ    Bao Ying Hai 18تعّ بهـا، ت ح  الآن  

Hong  ــايل لدى المنظمة ال ح ية الد ل ةأ ــعب ة 8358192)رقم التســـــــــ ــطال ومهارية كاريا الشـــــــــ ( لف أوـــــــــ
بــــاوــــــــــــــم   الــــد ل ــــةأ    Song Nim 9الــــديم  اط ــــة  ال ح يــــة  المنظمــــة  لــــدى  التســــــــــــــايــــل  (  8360248)رقم 

  Nam Pho 5  لى التاالف    ما أن العديد م  لرس الس   السا.ل ة الصين ة لم تك  لديها ت ا يل ملك ة  ،
ــ نها،  مالكيها المنت عي ،   ــي ، بما لف ذلك تســــــايل وــــ متا.ة للامهار، ل د التمم ال  يق معلامات م  الصــــ

لســـــلطات  أيضـــــا م  ا   معلامات وم ك ة،  شـــــ اء الســـــ      عها قبل مغادرتها الم اس الصـــــين ة   طلل ال  يق
  41الصين ة أن تن ل أوالة إلى مالكف الس     ت د الت ا يل لف الم لق  

  BAO YING HAI 18   XIN YANG HONG    QIMING 168”ت الصـــــــــــــي  ب ن ردّ    - 68
  QIMING 168    د تسـايلها منر  عَ    لم يُ    ،  2023 مطل   ام    2022قد أُلغف تسـايلها بي  أ اخ   ام

ــا أنا “   مكان  وادلا بالضــــــــــــ ل”،   التالف لم تك  لناك معلامات  “ذلك الحي     ذك ت الصــــــــــــي  أيضــــــــــ

__________ 

  2023 أيار/مايا  2022تع ل ال  يق للس   كان محصارا مم  ا طار الزمنف بي  أيلال/وبتمب   (59) 
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 أن   “XIN HANG SHUN    LONG XIN 12يُعل   لى وـــــــــــا ت دخال  خ  م الســـــــــــ ينتي   لم”
 ( 25)انظ  الم لق  “معلامات م صلة لديها    لاتي  الس ينتي  لا”

 نظ ال للطاب  المع د لب   الس  ، بما لف ذلك الاوطاء  السماو ة   دم التح ق م  المشت ي، لا.ل   - 69
الســــ   إلى ومهارية كاريا الشــــعب ة الديم  اط ة   للتخف ف م   ال  يق التحديات التف تااوا الكشــــد    ب   

المخاط ، يك ر ال  يق ت كيد ألضـل المماروـات الما ـى بها  اتخاذ خطاات العناية الااو ة أثناء ب   السـ  ،  
  (60) لى النحا الاارد لف أ.دث ت  ي  لا

 
 2الاد ل   
( وق ئمؤ محدثؤ ب لساااافن 2023أي ر/م يو    1  - ك نون الث ني/ين ير    1) الري تمت يي زته   الساااافن  ق ئمؤ   

لؤ لق ئمؤ سااا بقؤ للفريق ب لسااافن الري مكم ِ ال (   2022- 2021المساااجلؤ سااا بق  )  غير الري تمت يي زته   
 S/2023/171تبحر رافعؤً علي جمهوريؤ كوري  الشعبيؤ الديمقراطيؤ في الوثيقؤ  

 

 

 

 
 

__________ 

 (60) S/2023/171 3’‘ إلى 1’ 97، ال   ة ‘ 

https://undocs.org/ar/S/2023/171
https://undocs.org/ar/S/2023/171
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  المنظمة ال ح ية الد ل ة  S&P Globalال  يقص معلامات    الس   مست اة م  وا ت ش كة  أالمصدر 
 معظم قياد الس   مؤرَّخة ب ث  روعف  أم .ظة 

  
)رقم التسـايل لدى  Hai Junاوـتحاذت ومهارية كاريا الشـعب ة الديم  اط ة  لى السـ ينة الاوـ طة  - 70

 لف ت ح  الآن باوـم    2023)انظ  الشـكل التاوـ   شـ ( لف  ام    (61)(9054896المنظمة ال ح ية الد ل ةأ 
A Sa Bong  ) انظ  الشكل العش ي( 

__________ 

 (61) S/2022/132 42   37   36 الم ل ات  58إلى  53، ال   ات   ،S/2022/668 27 الم لق  40، ال   ة  

https://undocs.org/ar/S/2022/132
https://undocs.org/ar/S/2022/668


S/2023/656  

 

23-15418 37/440 

 

 الشكل التاو   ش   
  Hai Jun    كسااااااااافيناؤ وسااااااااايطاؤ بينSky Venus     رقي الرساااااااااجيال لادى المنظماؤ البحرياؤ الادولياؤ(

 2021  أيلول/سبرمبر  Unica( و  9168257

 
 لل  يق  ش ع، م  Windward أالمصدر 

  
 الشكل العش  ن    

  Hai Jun     ب عرب رهA Sa Bong     2023أي ر/م يو    2في ن مبو 

 
  ، م  ش ع لل  يقMaxar Technologiesالد ل الأ ضاء   أالمصدر 
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 الم سّك  ن   

HongKong Great Star Development Ltd/香港偉星發展يح ق ال  يق لف شـــــــ كة  - 71

有限公司   المشـــار إليها لا. ا باوـــم(HKGSD  لف ك ان ي د  راء  دة وـــ   مامـــ  التمام  كانت  ،)
HKGSD    ــ ا تحت  لم ومهارية كاريا آخ  وهة مالكة مســـــــالة  مدي ة وـــــــ   للســـــــ   التال ة قبل أن تصـــــ

 أالشعب ة الديم  اط ة

)رقم التســـايل لدى المنظمة ال ح ية   Puk Chon 2، المع  ف الآن باوـــم Sea Star 5 )أ( 
 ص2022(، ت ل   لم ومهارية كاريا الشعب ة الديم  اط ة ا ت ارا م  تما /يال ا  8864464الد ل ةأ 

المنظمة    )رقم التســايل لدى   Hwang Gum Phyong 3، المع  لة الآن باوــم  Yuko Maru 8 )ب(  
   2022الأ ل/أكتا      (، ت ل   لم ومهارية كاريا الشعب ة الديم  اط ة ا ت ارا م  تش ي  9088031ال ح ية الد ل ةأ  

لة    HKGSD، كانت  2022 امـــــــــــالة إلى ذلك، منر كانان اللانف/يناي    -   72  الاهة  الاهة المالكة المســـــــــــاَّ
ــعب ة الديم  اط ة م     Shundlliلـــــــــــــــــ    لســـ ينةل  المدي ة  لف    Midasالتف ن لت الن ل المتاا إلى ومهارية كاريا الشـ

الشه ية إلى  مل ات ن ل غي     Shundlli(   أشارت أنماف ر. ت  56إلى    54)انظ  ال   ات    2023آذار/مارس  
مشــ   ة إمــاف ة .تى .زي ان/يان ا  لى الأقل )انظ  الشــكل الحادي  العشــ ي (   قدمت إ.دى الد ل الأ ضــاء  

إلى ناق ت ومهارية كاريا الشــعب ة    Shundlliب انات     مل ات التســل م الشــه ية غي  المشــ   ة التف ت ام بها  
 (  42 الم لق    3)انظ  الاد ل    2023 .زي ان/يان ا    2022الديم  اط ة بي  كانان الأ ل/ديسمب   

 
 الشكل الحادي  العش  ن   

   HongKong Great Star Development Ltd  المملوكؤ لشااركؤ  Shundlliعينؤ من ريلات    
 2023أي ر/م يو ويزيران/يونيه  

 
 ، م  ش ع لل  يق Windward أالمصدر 



S/2023/656  

 

23-15418 39/440 

 

 3الاد ل   

 إلى نا قلات جمهورياؤ كوريا  الشاااااااااعبياؤ الاديمقراطياؤ  كا نون الأول/   Shundlliياااااااااحناؤ نفط نقلرها     
 2023يزيران/يونيه    -   2022 ديسمبر 

 
 إ.دى الد ل الأ ضاء  أالمصدر 

قد .ابت إشـارة نظام التع ف الآلف  Shundlliلم ت وـل أي م  ناق ت ومهارية كاريا الشـعب ة الديم  اط ة،  أليد ب ن   أم .ظة 
 ي د التاري   الاقت بالتاقيت المحلف   الخاص بها لف  قت ق يل م   قت الن ل الم ت ح  

  
ــاب ـة  الى   - 73 ردت بنمـا بـ نهـا ألغـت  قـد     HKGSD  وـا ال  يق خطـابـات إلى وــــــــــــــا ت العلَم الســــــــــــ

، بز م ن لها إلى وــال وــ   بالا   غي  أن ومهارية كاريا  2022.زي ان/يان ا  7لف  Sea Star 5تســايل 
ــعب ة الديم  اط ة رلعت  لمها  لى ــه  التالف   Sea Star 5 الشــــــ ــ ن    لف الشــــــ  Yukoلم ت د بالا  بعد بشــــــ

Maru 8التحق  ات يزال ال  يق مستم ا لف إو اء     لا 

 
 جمهوريؤ كوري  الشعبيؤ الديمقراطيؤ من الفحي   ص درات   

  ــــ ا لســــ   ومهارية كاريا الشــــعب ة الديم  اط ة التف تصــــدّر   2019تارد ت اري  ال  يق منر  ام   - 74
شـــــــحنات ال حم المحظارة  ب   مل ات الن ل م  وـــــــ ينة إلى أخ ى لف الم اس ا قل م ة الصـــــــين ة، لف انتهاك  

لديم  اط ة التف وــــــــبق  لل  ارات ذات الصــــــــلة   قام ال  يق م ة أخ ى بتع ل وــــــــ   ومهارية كاريا الشــــــــعب ة ا
ا ب غ ب نها تصـــدر ال حم إلى م اس ل انيان ان  .يث كان يصـــدَّر وـــاب ا ال حم المســـتخ م م  ومهارية كاريا  

ــعب ة الديم  اط ة ــ   (62)الشــ ــعب ة الديم  اط ة المنشــ ــاء أن لحم ومهارية كاريا الشــ    قدرت إ.دى الد ل الأ ضــ
ي  َّغ لناك )انظ  الملال لف الشـــــــكل اللانف  العشـــــــ ي (   تحدد ن م الد لة العضـــــــا الم اس ال  ي ة م  وزي ة 

ــ ينة إلى تايشـــــــان كمنط ة وديدة لتصـــــــدي  لحم ومهارية كاريا الشـــــــعب ة الديم  اط ة    ط يق الن ل م   وـــــ
ومهارية كاريا الشـــــــعب ة   تشـــــــاشـــــــان .يث تامعت  ـــــــادرات -أخ ى   ت   لرس المنط ة وناب م اس نينغبا 

    (63)م  ال حم واب ا الديم  اط ة

__________ 

 (62) S/2020/151  70-67، ال   ات  ، S/2021/777 43 الم لق  85، ال   ة  
  2019أقسام ال حم ال ح ي لف ت اري  ال  يق منر  ام  (63) 

https://undocs.org/ar/S/2020/151
https://undocs.org/ar/S/2021/777
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رة لل حم التابعة لامهارية كاريا الشــــعب ة الديم  اط ة تن ل  - 75  م  أن  ددا محد دا م  الســــ   المصــــدَّ
إشـــارات نظام آلف لتحديد لاية الســـ   بشـــكل مت ط ،  ادة بعد أن ت  غ .مالتها غي  المشـــ   ة، ل ن العديد 

ــ   ة ــال معظم ر. تا غي  المشــ ــ   م  د ن إو اء أي اتصــ ــل الســ ــلطات  (64)منها ياا ــ   بيد أنا ين غف للســ
لف م الها ا قل م ة أن تظل قادرة  لى تع ل  وادلا  نشــاطها م     لرس الســ  ُ ت ح  ال ح ية المختصــة التف 

أوـل تن يـر ق ارات مالم الأم  ذات الصــــــــــــــلـة   يك ر ال  يق د اتـا وــــــــــــــلطـات الماانئ  الامـارك إلى  يـادة 
ــت ا لف أنها تن ل مااد محظارة  انظ    ــ ينة يشــــ ــتندات شــــــحنها  .از أي وــــ التدقيق لف الســــــ   المتلق ة  مســــ

 ط ع  لى .الات إماف ة ل  43الم لق  

 
 الشكل اللانف  العش  ن   

 لرفريغ بضاا ئع  لي نيونغ نغ  ك نون الأول/   أجهزة إرساا له   وهي تبحر مطفئؤً   Hung Bong 3الساافينؤ   
 2023ك نون الث ني/ين ير    -   2022ديسمبر  

  
  ، )أو ل( إ.دى الد ل الأ ضاءMaxar Technologies، م  ش ع لل  يق  الصارأ )أ لى( Windward أالمصدر 

 تشي  الخطاف المت طعة إلى غ اب ا روال  ب  النظام الآلف لتحديد لاية الس    أم .ظة 

  
 طلل ال  يق معلامات م  الصـــي  بشـــ ن تصـــدي  وـــ   ومهارية كاريا الشـــعب ة الديم  اط ة لل حم  - 76

، بما لف ذلك معلامات   أ الشحنات  2023لف م اس ل انيان ان   غي لا م  الم اس ا قل م ة الصين ة لف  ام  
ــ ينة ــعب ة الديم  اط ة    ط يق الن ل م  وـ ــ   ومهارية كاريا الشـ إلى أخ ى لف تلك الم اسص   التف أل غتها وـ

م  الشــحنات م  وــ     ااوــت م أوهزة تع يف الســ  ص الك انات  الأل اد الري  يمتلكان  يشــغلان  يشــت  ن أي
 ومهاريـة كاريـا الشــــــــــــــعب ـة الـديم  اط ـةص   ثـائق الشــــــــــــــح   المعـام ت المـال ـة ذات الصــــــــــــــلـة  بـالنســــــــــــــ ـة إلى 

Hung Bong 3  ــ ينة ــي  أن الســ ــ ّ ”، ذك ت الصــ  ا.د إلى ميناء ل انيان ان  م  نامبا لف   .ت    دخالة  ــ
ل ط ع    25  انظ  الم لق  “لـارغـةبحمالـة             غـادرت   لـارغـةبحمالـة  كـانان اللـانف/ينـاي  م  لـرا العـام  

   لى معلامات    الس   الأخ ى التف طلبها ال  يق

__________ 

 (64) S/2023/171 48، الم لق  

https://undocs.org/ar/S/2023/171
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 تمويه السفن   

 امهارية كاريا الشعب ة الديم  اط ة  تابعة ل و      بي  خداع    

م  أول ماا ــــــلة ا بحار  التاارة، تماّس وــــــ   ومهارية كاريا الشــــــعب ة الديم  اط ة  الســــــ   التف  - 77
   دت إ.دى    (65)تعمل ن ابة  نها رقم ا  ماديا، بما لف ذلك اوـتخدام أشـكال متطارة م  غسـل لاية السـ  

  Puk Dae Bong  للســـــــــــ ينة  2022الد ل الأ ضـــــــــــاء ال  يق بصـــــــــــارة الت طت لف تشـــــــــــ ي  الأ ل/أكتا    
(Hua Fu   ــادرا    المنظمة ــعب ة الديم  اط ة  تحمل رقما  ــــــــ ــاب ا( التف ت ل   لم ومهارية كاريا الشــــــــ وــــــــ

ال ح يـة الـد ل ـة مطل ـا  لى ه كلهـا يخصّ وــــــــــــــ ينـة أخ ى تـابعـة لامهاريـة كاريـا الشــــــــــــــعب ـة الـديم  اط ـة، لف  
Myong Sin    ــ    (66)الشــــكل اللالث  العشــــ ي ()انظ بن ة لاا ة   Myong Sin يبي  تحليل ال  يق أن لــــــــــــــــ

ــ ن   ( 44)انظ  الم لق    Puk Dae Bongمختل ة ودا      ــح  لم تكانا ت وـــ ــ ينتف الشـــ  م  أن أيا م  وـــ
إشـارات  ب  النظام الآلف لتحديد لاية السـ   لف تاري  الت اف الصـارة م  قبل الد لة العضـا، ل ن السـ ينتي   
ت وـ ن أ. انا ب وـماء تع يف خا ـة بسـ   أخ ى  ب  النظام الآلف لتحديد لاية السـ   بي  لت ات الان طاع  

  Puk Dae Bong،  يُ ت ح أن الهدف م  ذلك لا إخ اء مكان  واد  الطايل    الاتصال

 
 الشكل اللالث  العش  ن   
  Puk Dae Bong   الخ ضااااااعؤ للجزاءات تحمل على  يكله  رقم  مخرلف  صاااااا درا عن المنظمؤ البحريؤ

 2022تشرين الأول/أكروبر    27الدوليؤ   

  
 إ.دى الد ل الأ ضاء  أالمصدر 

  
 الأسم كقض ي  مص يد 

 الصادرات المحتملة لامهارية كاريا الشعب ة الديم  اط ة م  ثمار ال ح    

م  قبل ومهارية كاريا الشــــــــــــعب ة الديم  اط ة   (67)يح ق ال  يق .ال ا لف الب   المز ام للمار ال ح  - 78
ــاء، ب عت ثمار ال ح ية المنتَاة لف ومهارية كاريا   ــين ة    حســـــل إ.دى الد ل الأ ضـــ ــاركة شـــــ كة  ـــ بمشـــ

__________ 

 (65) S/2022/132 51-43، ال   ات (New Konk   ـل أنهـا F.Lonline  ،)  S/2021/777  41-29، ال   ات (Subblic   لى أنهـا 
Hai Zhou 168  ، Billions No.18 لى أنها  Apex ) 

  9020003رقم التسايل ال علف لدى المنظمة ال ح ية الد ل ة لا  (66) 
  (2017) 2371م  ق ار مالم الأم   9يحظَّ  ب   ثمار ال ح  التف منشؤلا ومهارية كاريا الشعب ة الديم  اط ة بماول ال   ة  (67) 

https://undocs.org/ar/S/2022/132
https://undocs.org/ar/S/2021/777
https://undocs.org/ar/S/RES/2371(2017)
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ــا  ياناف الغ  ف ــعب ة الديم  اط ة لف وـ ــين ة لف   (68)الشـ ــ كة  ـ   North Korean Seafoodم  قبل شـ

Wholesale(69)،   (   ردت الصــــــــــي  ب ن الشــــــــــ كة لف 45)انظ  الملحق    2022 لى الأقل لف تما /يال ا
لسناات  دة كاويلة لارب الز ائ      North Korean Seafood Wholesaleكانت تستخدم لالتة  ”السا  

 تبيَّ  أن ثمار ال ح  التف كانت ت اع لف الاناع كانت مسـتاردة بال عل م  ر وـ ا  ب  قناات قانان ة،  غي   
   (25)انظ  الم لق  “مستحصل  ليها بصارة غي  مش   ة م  ومهارية كاريا الشعب ة الديم  اط ة

 
 الروصي ت   

لا تزال ومهارية كاريا الشـــــعب ة الديم  اط ة تتاو  لف شـــــكل رئ ســـــف    ط يق الاوـــــائل ال ح ية   - 79
 لف الم ابل، يســــتم  الته ب م  الع ا ات  انتهاكاتها،  تزداد أوــــاليل التحايل تع يدا بم  ر الاقت   لا تزال 

 ة لل  يق بالغة الألم ة التا  ات العديدة المتصلة بالم .ة ال ح ية الااردة لف الت اري  الساب 
 

 الإيص ءات الرج ريؤ والمس ئل الجمركيؤ    

 تحليل ا .صاءات التاارية لامهارية كاريا الشعب ة الديم  اط ة   

  2022التاـارة لف ومهاريـة كاريـا الشــــــــــــــعب ـة الـديم  اط ـة لف  ـام   ل ـا للب ـانـات المتـا.ـة، بل  .ام   - 80
)انظ  الشكل    2020لف المائة م ارنة بعام   50  اد ب كل  م     2021أكل  م  معد ما كان  ل ا لف  ام  

   كان العامل ال ئ ســـــف لزيادة .ام التاارة لا اوـــــتاناف . كة الشـــــح  بالســـــكك (71)  ،(70)ال اب   العشـــــ  ن(
الحديدية بي  لرا البلد  الصــــي ، مللما لا.ل لف الت اري  الســــاب ة ل  يق الخب اء   شــــكلت التاارة م  الصــــي   

    لى  2022لف المـائـة م  التاـارة الخـارو ـة لامهاريـة كاريـا الشــــــــــــــعب ـة الـديم  اط ـة لف  ـام    90أكل  م   
ا ت، ت  ي ا  ند مســــــــــــتاى ثلث .ام  ال غم م  لرس الزيادة، ظل إومالف .ام تاارة البلد، المدرم لف الســــــــــــ

  2019التاارة قبل الاائحة لف  ام 
 

__________ 

 (68) 延吉西市场  
 (69) 北朝鲜海鲜批发  

   وـــــتظل لرس الب انات تتغي  م  إب غ  2022اوـــــتنادا إلى ا .صـــــاءات التاارية المحدثة لامهارية كاريا الشـــــعب ة الديم  اط ة لعام  (70) 
التاارة التابعة لم كز التاارة الد ل الأ ضــــــــاء    تاارتها اللنائ ة لدى منصــــــــات ا .صــــــــاءات التاارية ذات الصــــــــلة، ملل خ يطة 

 الد ل ة 
(، الري ين غف تصــح حا م  85لناك .الات لف الأرقام التاارية المنشــارة ناومة    الاوــتخدام الخاطئ ل ما  البلدان )انظ  ال   ة   (71) 

 قبل السلطات الام ك ة لف الد ل الأ ضاء 
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 الشكل ال اب   العش  ن   
 2022- 2019الرج رة المسجلؤ لجمهوريؤ كوري  الشعبيؤ الديمقراطيؤ   لال الفررة    

  )بم يي  د لارات الالايات المتحدة(

 
  2023تما /يال ا  9خ يطة التاارة الصادرة    م كز التاارة الد ل ة، التف تم الاط ع  ليها لف  أالمصدر 
  

 تُبيّ  ا .صــاءات التاارية أنّ الســل  المعلنة الل ث الأ لى التف  ــدرتها ومهارية كاريا الشــعب ة  - 81
م     27( تتملــل لف الاقاد المعــدنف  الزيات )ال مز  46)انظ  الم لق    2022الــديم  اط ــة كــانــت لف  ــام  

م  النظام المنســــــــــــق(،  الحديد  الصــــــــــــلل    26المنســــــــــــق(،  الخامات  خبث المعادن  الأرمدة )ال مز  النظام 
م  النظام المنسق(،  كانت السل  الأواو ة الل ث الأ لى المعلنة التف اوتاردتها ومهارية كاريا    72 )ال مز

ــعب ة الديم  اط ة لف اللدائ  )ال مز   ــق(  الدلان الحياان ة أ  الن ات ة )ال مز    39الشـ م    15م  النظام المنسـ
  غي  أن أرقام .ام الت ادل التااري لرس مسـت اة  (72)م  النظام المنسـق( 40النظام المنسـق(  المطاف )ال مز  

م  السـا ت الام ك ة للبلدان الشـ يكة لف التاارة، التف يتم ا ب غ  نها بشـكل خاطئ لف بعض الحالات   
كما لا تشـــمل ا .صـــاءات الســـل  التف تصـــدرلا  تســـتاردلا ومهارية كاريا الشـــعب ة الديم  اط ة بصـــارة غي   

   (73)(76إلى  74   30   23لن ل المك ر )انظ  ال   ات مش   ة، ملل ال حم  ا

  اد الحام ا ومــالف للتاــارة لف ومهاريــة كاريــا الشــــــــــــــعب ــة الــديم  اط ــة تــدريا ــا خ ل ال ت ة م   - 82
)انظ  الشــــــــــــــكـل الخـامم  العشــــــــــــــ ي (   رغم أن  اردات البلـد   2023إلى آذار/مـارس    2022.زي ان/يان ـا  

لف بعض الأ. ان،  الشه ية ظلت أقل مما كانت  ل ا قبل الاائحة، ل نّ  ادراتا الشه ية بلغت، أ  تاا  ت  

__________ 

ــعب ة الديم  اط ة لعام  48انظ  الم لق  (72)  ــاءات التاارة لف ومهارية كاريا الشــــــــ ، .ســــــــــل 2022ل ط ع  لى ال ائمة الكاملة  .صــــــــ
 السلعة الأواو ة 

قدمت إ.دى الد ل الأ ضــاء ت دي اتها بشــ ن الاتاالات المســالة مؤخ ا لف  ــادرات ال حم غي  المشــ   ة لامهارية كاريا الشــعب ة   (73) 
 ( 47الديم  اط ة )انظ  الم لق 
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مســــــتايات ما قبل الاائحة   لف مــــــاء الاتااس نحا تطب   التاارة م  الصــــــي ، م  الم وا أن يشــــــهد .ام  
   2023التاارة الشه ي المزيد م  الارت اع لف  ام 

 
 الشكل الخامم  العش  ن   

الإيصاااااا ءات الرج ريؤ المسااااااجلؤ لجمهوريؤ كوري  الشااااااعبيؤ الديمقراطيؤ  لال الفررة من يزيران/يونيه    
 )يهري (   2023إلى آذار/م رس    2022

 )بم يي  د لارات الالايات المتحدة(

 
  2023تما /يال ا  9خ يطة التاارة الصادرة    م كز التاارة الد ل ة، التف تم الاط ع  ليها لف  أالمصدر 
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 م اا ة الحظ  ال طا ف   

ــادرات  الااردات المحظارة - 83 ــد الصـــ ــل ل يق الخب اء ر ـــ التف ت ام بها ومهارية كاريا الشـــــعب ة   ا ـــ
ــتخدمة لهرا الغ ح لف الم لق     (74)الديم  اط ة ــق المســــــــــ    تتط   ال   ات (75)50 ت د رما  النظام المنســــــــــ

  (77) ،(76)2023 مارس  2022التال ة بشكل أواوف إلى ال ت ة ال ا لة بي  تش ي  الأ ل/أكتا    

ــتنادا إلى وـــــا ت م كز التاارة الد ل ة الخا ـــــة بب انات التاارة الاطن ة، كانت بعض الســـــل    - 84  اوـــ
د لة  ضــــــاا      15مندروة مــــــم  ال اات الخامــــــعة للازاءات   قد وــــــ ل ل يق الخب اء  الأوــــــاوــــــ ة تبد  

معـام تهـا م  ومهاريـة كاريـا الشــــــــــــــعب ـة الـديم  اط ـة، بمـا لف ذلـك    ت ـا ــــــــــــــيـل رلض طل ـات التخل ص  
  (78)الام كف أ  مصادرة السل 

تااري مسال م  ومهارية كاريا إلى  دم  واد أي نشاف   15 أشار الكلي  م  الد ل الأ ضاء الــــ - 85
الشــــعب ة الديم  اط ة،  الى أن ا .صــــاءات تعزى أوــــاوــــا إلى الاوــــتخدام الخاطئ ل ما  البلدان أثناء  مل ة  
التصـــــــــــ يا الام كف، أي أن ال مز الُ ط ي الخاص بامهارية كاريا الشـــــــــــعب ة الديم  اط ة قد أدخل بدلا م   

ــاء بـ ن المعـام ت التف أُو يـت كـانـت ال مز ال ط ي الخـاص بامهاريـة كاريـا   أ لـادت إ.ـدى الـد ل الأ ضــــــــــــ
ــاء ر مـا لا يزال (79)متاال ـة م  نظـام وزاءات الأمم المتحـدة    ي .ل ل يق الخب اء أن بعض الـد ل الأ ضــــــــــــ

يااوا تحديات لف تحديد ما إذا كانت بعض الأ ـناف محظار ن لها إلى ومهارية كاريا الشـعب ة الديم  اط ة  
    /أ  منها 

  ا ــل ل يق الخب اء طلل معلامات م  وــلطات الامارك لف الد ل الأ ضــاء    تن يرلا العملف  - 86
ل لتزامات المتعل ة بالازاءات، ملل اشـــــــــــت اف ت ت ش وم   الشـــــــــــحنات ال ادمة م  ومهارية كاريا الشـــــــــــعب ة  

ــادرتها  التخلص منها  ند العلار  لى مااد محظارة   51 ي د لف الم لق    الديم  اط ة  المتاوهة إليها،  مصـ
   ملال  لى تن ير ق ارات مالم الأم   لى الصعيد الاطنف م  قبل ولطات الامارك السنغالارية 

 

__________ 

ــان/أب يل إلى  (74)  ــعب ة الديم  اط ة لف ال ت ة م  ن ســـ ــاءات التاارية لامهارية كاريا الشـــ ــار ل يق الخب اء    ا .صـــ ــت ســـ ف ما يتعلق باوـــ
، أوابت كندا  الســــــل اد ر ب ن ا .صــــــاءات التاارية غي  دا  ة بســــــبل الأخطاء لف ال ما  الخا ــــــة بالبلدان  2022أيلال/وــــــبتمب   

لف .الة الســــل اد ر، كان بلد المنشــــ  الري اوــــتاردت منا الســــل  لا ومهارية كاريا  انظ  أيضــــا الم لق مــــم  الب انات الام ك ة    
  57، الم لق S/2023/171   ل ط ع  لى ا .صاءات، انظ  48

  78تاارة ومهارية كاريا الشعب ة الديم  اط ة لف المنتاات السمك ة، انظ  ال   ة ل ط ع  لى  (75) 
ل ط ع  لى ود ل الم ارنة الخا ــــــة با .صــــــاءات التاارية لامهارية كاريا الشــــــعب ة الديم  اط ة،   لى ال د د   49انظ  الم لق  (76) 

 الم دمة م  الد ل الأ ضاء بش ن التاارة م  لرا البلد 
ــعب ة الديم  اط ة المتا.ة لف  (77)  ــاءات التاارية ا ومال ة لامهارية كاريا الشــــــ ال ت ة .تى آذار/  2023.زي ان/يان ا    30تغطف ا .صــــــ

  2023مارس 
 15 د لة  ضاا    تعام ت تاارية م  ومهارية كاريا الشعب ة الديم  اط ةص  كانت معام ت  23 ل ا للإ.صاءات المتا.ة، أبلغت   (78) 

 م  لرس الد ل تشمل السل  الأواو ة التف تندرم تحت رما  النظام المنسق الخامعة لل ياد 
  52ل ط ع  لى رد د الد ل الأ ضاء، انظ  الم لق  (79) 

https://undocs.org/ar/S/2023/171
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 الروصي ت   

 يشدد فريق الخبراء على توصي ته الس بقؤ بأن  - 87

ترخذ المنظمؤ الدوليؤ لروييد المق ييس والدول الأعض ء الردابير المن سبؤ  بم  في ذلك  )أ( 
  أنشطؤ التص ل ب لسلط ت الجمركيؤ المعنيؤ  لمنع السرخدام الخ طئ لرموز البلدان؛

تقوم الدول الأعضااا ء بربسااايط قوائمه  لمراصبؤ الصااا درات والواردات  ب سااارخدام الق ئمؤ  )ب( 
 (؛50غير الرسميؤ للسلع المحظورة )انظر المرفق 

الأعض ء الق ئمؤ المذكورة أعلا  كمصدر للمعلوم ت  تسرعمل السلط ت الجمركيؤ للدول   )م( 
يسااااارعين به الوكلاء الرج ريون الع ملون دا ل ولي ته  القضااااا ئيؤ في بذل العن يؤ الواجبؤ  ل سااااايم  عند 
من ولؤ مثل هذ  الساااااالع في المن طق المج ورة للولي ت القضاااااا ئيؤ الخ ضااااااعؤ للجزاءات  ومنه  جمهوريؤ  

  اطيؤ؛كوري  الشعبيؤ الديمقر 

تنظر اللجنؤ في الضااااااااطلاإ بأنشااااااااطؤ في مج ل الروعيؤ  عندم  يرعلق الأمر ب لدول   )د( 
  الأعض ء الري تحر ج إلى مس عدة في مسألؤ تطبيق الحضر القط عي.

  
عملي ت الحظر والكي ن ت والأفراد المدرجؤ أسام ههي في ق ئمؤ الجزاءات  والعم ل  -  رابع   

 في الخ رج 

 عملي ت الحظر   

 ش كة الاتصالات العالم ة )غلاكام(    

، خلُص ل يق الخب اء إلى أنّ ش كة غلاكام، التف كانت تتخر آنراك م  ماليزيا م  ا 2017لف  ام  - 88
ــ كة   ــك ية، كانت بملابة شـــ ــ ا العســـ ــك ية  شـــ ــلك ة للمنظمات العســـ ــالات ال وـــ لها  تعل   تب   معدات الاتصـــ

  اط ــة   ــــــــــــــاريــة تــابعــة ل  ع شــــــــــــــ كــة بــان وــــــــــــــ ســــــــــــــتمز بيان  يــان  لف ومهاريــة كاريــا الشــــــــــــــعب ــة الــديم 
(Pan Systems Pyongyang Branch  ) (   يسـه   “بان وـ سـتمز بيان  يان ”)يُشـار إليها ف ما يلف باوـم

، الري يشـكل  كالة الاوـتخ ارات (KPe.031)المكتلُ العام ل وـتط ع   بان وـ سـتمز بيان  يان لى تشـغيل 
  (80)ال ئ س ة لف البلد

 . ق ل يق الخب اء بعد ذلك لف شـحنتي  مز امتي  لمعدات لاوـلك ة م  شـ كة الاتصـالات العالم ة  - 89
  ل ا  .دى الد ل الأ ضـــاء، نابت   (81)2022إلى مدي ية   ارة الدلاع الاطنف لف إثيا  ا لف .زي ان/يان ا 
،     (Advanced Technology Facility)إ.دى الشــ كات ا ند ن ســ ة، لف م لق التكنالاو ا المت دمة 

ــتمز بيان  يان  لف تز يد قاات الدلاع الاطنف ا ثيا  ة بالتدريل لف كانان الأ ل/ديســـــمب    ــ ســـ شـــــ كة بان وـــ
  لى ك ف ة اوتخدام أوهزة ش كة غلاكام ل تصالات ال ولك ة   2022

__________ 

 (80) S/2017/150 85   79   77، ال   ات  
 (81) S/2023/171 115، ال   ة  

https://undocs.org/ar/S/2017/150
https://undocs.org/ar/S/2023/171
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التكنالاو ا المت دمة قد أ لنت  لى   ا مــــــالة إلى ذلك، ت طّ  ل يق الخب اء إلى أنّ شــــــ كة م لق   - 90
 م  خ ل    (82)مـا يبـد     معـدات يعت ـد أنهـا م  منتاـات غلاكام  لى ماقعهـا الشــــــــــــــ كف  قـامـت بب عهـا

التحليل الم ارن للصار ال اتاغ اف ة  لى الماق  الش كف لش كة م لق التكنالاو ا المت دمة، قدّر ل يق الخب اء 
، المع  ح  ER-310المنتَج   أنّ المعدات كانت لف الأ ل م   ن  ش كة غلاكام      ة  لى ذلك، كان
ــالات م  ط ا    الري   Glocom’s GR-310 لى الماق  الشــــ كف، لا  لى الأروا ن م ناع وها  الاتصــ

(   لم ت ـدم بعـد إنـد ن ســــــــــــــ ـا  لا إثيا  ـا 53تســــــــــــــتخـدمـا مـدي يـة   ارة الـدلـاع الاطنف لف إثيا  ـا )انظ  الم لق  
  ش كة م لق التكنالاو ا المت دمة أي رد بهرا الش ن  لا
 

 الحالة المز امة المتعل ة بالسمس ة لف أولحة ومهارية كاريا الشعب ة الديم  اط ة  ما يتصل بها م  أ تدة   

ل   - 91 يح ق ل يق الخب اء لف معلامات م ادلا أن مااطنا وـلالاك ا، لا أشـات مك ت شـ ف، .ا ل التاوـّ
ــلحة أ  أ تدة م  ومهارية كاريا الشــــعب ة الديم  اط ة ــلة بي  نهاية  ام   لف ب   أوــ   2022خ ل ال ت ة ال ا ــ

 ائمة لف آذار/مارس     قد أدروت إ.دى الد ل الأ ضـــــاء اوـــــم الســـــيد مك ت شـــــ ف  لى ال2023 أ ائل  ام  
 مل مك ت شـــــــ ف م  مســـــــؤ لف  ”(    ل ا للب ان الصـــــــح ف الصـــــــادر    الد لة العضـــــــا،  54)انظ  الم لق 

ــلحة  الرخائ  ل ائدة  ]ومهارية كاريا الشـــــــعب ة الديم  اط ة[ للحصـــــــال  لى أكل  م   شـــــــ ي  نا ا م  الأوـــــ
ــ ا لف م ابل مااد تت ا ع بي  طائ ات تاارية  مااد خا ــالها إلى ]ومهارية كاريا الشــــعب ة ر وــ م  وــــل  يتم إروــ

الديم  اط ة[    ردت لف م ا مــــــات مك ت شــــــ ف م  ]ومهارية كاريا الشــــــعب ة الديم  اط ة[  م  المســــــؤ لي   
     ال  س ت ا ـيل تعا ن مت ادل المن عة بي  كاريا الشـمال ة  ر وـ ا يشـمل مدلا ات مال ة  ت تي ات م ايضـة

ــل م إلى ]ومهارية كاريا   ــ ة للتســــ  قد  مل مك ت شــــــ ف م  شــــــخص ر وــــــف لتحديد ماق  طائ ة تاارية مناوــــ
  “الشعب ة الديم  اط ة[

ــات المز امـة التف أو الـا  ” قـد رد الاتحـاد ال  وــــــــــــــف بمـا يلفأ   - 92 إنّ المعلامـات المتعل ـة بـالم ـا مــــــــــــ
ــعب ة الديم  اط ة إلى  ــلحة  ذخائ  م  ومهارية كاريا الشــ ــ ن تاريد أوــ ــ ف بشــ ــلالاكف أ  مك ت شــ المااط  الســ
ــل  لف معلامات  ارية م  الصــــحة، م دلا إلى ما تهمز با الالايات المتحدة م  د ن ق ينة  ــ ا م ابل وــ ر وــ

(   قدمت الالايات المتحدة معلامات    واا  وـــــــ   الســـــــيد مك ت شـــــــ ف )انظ   55)انظ  الم لق   “أ  دليل
  د بعد  ي(  أما ولالاك ا لها لم 56الم لق  

 
 ت اري      ادرات الأولحة م  ومهارية كاريا الشعب ة الديم  اط ة   

ن ســان/أب يل مزا م ب نّ قاذلات  ــااري  متعددة م  ط ا     28واءت لف ت  ي  إ  مف  ــادر لف  - 93
BM-11  ومهاريـة كاريـا الشــــــــــــــعب ــة الـديم  اط ــة،  قنــابـل منزل ــة م  ط ا     لف، مصــــــــــــــنا ـةAGP-250  ،

ــااري  ماوهة م  ع ار   ــادان  122  ــــ ــتخدامها لف الســــ    أق  الت  ي  ب ن التع ف  لى  (83)ملمت  يا ي اوــــ
غي  أن ل يق الخب اء ي .ل أنا قد قيل إنّ ومهارية كاريا الشــعب ة الديم  اط ة  ص(84)الأوــلحة لم يت كد روــم ا

__________ 

لناك منتاان  لى الأقل مع  مـــــــــان  لى ماق  شـــــــــ كة م لق التكنالاو ا المت دمة يتطاب ان ت  ي ا لف المظه  م  المنتاات المعل   (82) 
ــ ات متماثلة  انظ أ   ــاف  ماا ـــــ ــاركان معها لف أ  ـــــ ــ كة غلاكام  يتشـــــ  /www.armscontrolwonk.com نها لف كتالام شـــــ

archive/1205992/not-your-usual-game-of-whack-a-mole   
-www.nknews.org/2023/04/north-korean-weapons-could-be-contributing-to-bloodshed-in-sudanانـظـ    (83) 

experts-say  
  لا تاود معلامات    تاري  الح ا ة المز امة لهرس الأولحة م  ومهارية كاريا الشعب ة الديم  اط ة  (84) 

http://www.armscontrolwonk.com/archive/1205992/not-your-usual-game-of-whack-a-mole
http://www.armscontrolwonk.com/archive/1205992/not-your-usual-game-of-whack-a-mole
http://www.nknews.org/2023/04/north-korean-weapons-could-be-contributing-to-bloodshed-in-sudan-experts-say
http://www.nknews.org/2023/04/north-korean-weapons-could-be-contributing-to-bloodshed-in-sudan-experts-say
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ملمت     نابل م     122با.دات للتحكم لف الصــــــااري  الدا  ة التاو ا م  ع ار    2013  دت الســــــادان لف 
  لم ي دم السادان بعد ردا بهرا الش ن      AGP(85)-250ط ا   

أيـار/مـايا، أقّ   ع م باركينـا لـاوــــــــــــــا، إب اه م ت ا ري، خ ل م ـابلـة م  التل زيان الاطنف،    2 لف   - 94
ب مار م  بينها أنّ و ش بلدس ينشـــــــــ  أوـــــــــلحة م  ومهارية كاريا الشـــــــــعب ة الديم  اط ة تم شـــــــــ اؤلا لف   د  

ــف ــاف ة م   (86)اللمانينات م  ال  ن المامـــــ ــلحة إمـــــ ــ اء أوـــــ ــيد ت ا ري    التماما ب مكان ة شـــــ    أ  ب الســـــ
   لم ت دم ب  كينا لاوـا بعد (87)ومهارية كاريا الشـعب ة الديم  اط ة لأنّ بلدس يعمل  لى تاديد الع قات معها

ا بهرا الش ن   ردًّ

)يشــار   شــ كة ر يال شــان لف المحد دة ياا ــل ل يق الخب اء التّح يق م  شــ كة م  م انمار، لف  - 95
اوــــتي اد أوــــلحة لا ش م انمار م  مؤوــــســــة كاريا تاوــــطت لف   ،(88)(“ر يال شــــان لف”إليها ف ما يلف باوــــم 

التف أدروتها الأمم المتحدة  لى قائمة الازاءات )يشار إليها ف ما يلف (  KPe.001التعدي  )  التاارية لتطاي 
ــة   ــسـ ــم مؤوـ ــان لف    KOMID“)(89)”باوـ ــ كة ر يال شـ ــاء ب ن شـ قد  ملت لف ” ألادت إ.دى الد ل الأ ضـ

م   نا ـــ  م  ]ومهارية كاريا الشـــعب ة الديم  اط ة[، مدروة أوـــماؤلم م  قبل ]الأمم المتحدة[   2022  ام
،  ذلك م  أول شـــــ اء ماما ات م  ال نابل ذات التاو ا الااي   يعمل رئ م شـــــ كة  “ لى قائمة الازاءات

  ر يال شـان لف لف الاقت ن سـا ك ئ م لشـ كة ي   م  لا لف تاي ند، لف شـ كة ماما ة تف أم آي المحد دة
(TMA Network Group Co., Ltd   م  الممك  أيضـا أن تكان شـ كة ر يال شـان لف قد  ملت م   )

الماوادة لف م انمار   لم ت د بعد أية (، Chromo Science Co Ltdشـــــــ كة ك  ما وـــــــ انم المحد دة )
 رد د م  م انمار  تايلند بهرا الش ن   

  ا ــل ل يق الخب اء التح يق لف الاد اءات المتعل ة بتصــدي  ومهارية كاريا الشــعب ة الديم  اط ة  - 96
تسـل م   2022لع  ة  لى الاد اء ال ائل ب نا قد تم لف تشـ ي  اللانف/نالمب      (90)أوـلحة إلى الاتحاد ال  وـف

الرخي ة )قرائد مدلد ة   ـــــــااري  مشـــــــاة  قرائد( بالســـــــكك الحديدية، ذك ت الالايات المتحدة أن مؤوـــــــســـــــة  
KOMID   ّــ  ة   رد الاتحاد ال  وـــف بال ال إن إ.دى  “ الصـــار التف قدمتها” ماما ة لاغن  كانا  راء الصـ

ل ســــت دلي  شــــام   لا تظه  انتهاكا للتدابي  الت ييدية الد ل ة الم   مــــة  لى بيان  يان    ” الد ل الأ ضــــاء
لح كة الســـــــــل  م  ومهارية كاريا الشـــــــــعب ة الديم  اط ة  اليها تتم  لق م ا اة متطل ات ق ارات مالم الأم   

زاءات المالم   لم تعل   المتعل ـة بهـرا البلـد   يا ي الامتلـال لأنااع الحظ   ال ياد الم   مـــــــــــــــة بماوـل و
(   لم يحصــــــل ل يق الخب اء  لى أدلة 57)انظ  الم لق   “الســــــلطات ال  وــــــ ة المختصــــــة  لى أي انتهاكات

مة ــار الم دَّ ــاف ة،  لا ما يزال غي  قادر  لى الت كد م  أن ال طار الظال  لف الصـ ــتخدم لف  (91)إمـ كان يُسـ
 ن ل الرخائ  

 
__________ 

 (85) S/2017/150 106، ال   ة  
   www.youtube.com/live/7aEgXcmzPvE?feature=share&t=2760انظ   (86) 
  www.youtube.com/watch?v=7aEgXcmzPvE&t=2760sانظ   (87) 
  Bahosi Housing, Lanmadaw Township, Yangon, Myanmarالعناانأ  (88) 
 (89) S/2023/171 124، ال   ة  
 (90) S/2023/171 123   122، ال   تان  
 (91) S/2023/171 68، الم لق  

https://undocs.org/ar/S/2017/150
http://www.youtube.com/live/7aEgXcmzPvE?feature=share&t=2760
http://www.youtube.com/watch?v=7aEgXcmzPvE&t=2760s
https://undocs.org/ar/S/2023/171
https://undocs.org/ar/S/2023/171
https://undocs.org/ar/S/2023/171
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 شبهات التعا ن العسك ي م  ومهارية كاريا الشعب ة الديم  اط ة   

واء لف أ.د الت ـاري  ا   م ـة أن الحكامة الانت ـال ـة لف مالف شــــــــــــــ  ت لف تن ير مشــــــــــــــ  ع لبناء   - 97
ــعب ة الديم  اط ة ــن  للرخي ة بد م م  ومهارية كاريا الشـ ــيي  م  ومهارية (92)مصـ    ذك  الت  ي  أنّ دبلاماوـ

 كاريا الشعب ة الديم  اط ة مق مي  لف غين ا  ار ا مالف   لم ت د بعد م  مالف  غين ا أية رد د بهرا الش ن   
 

 الأولحة الصغي ة  الأولحة الخف  ة   

أ.اف ل يق الخب اء  لما بت ي م أو اس م كز لك  م ادس أن .ظ  الأوــلحة الري ل مــا مالم الأم   - 98
  ، (93)قد قلّل م  تاارة ومهارية كاريا الشــعب ة الديم  اط ة لف الأوــلحة الصــغي ة  الأوــلحة الخف  ة بشــكل  ام

اوــتاردتها بالندا م    “أوــلحة  أ تدة ذات  ــلة” . ق م  ذلك لف معلامات    ا.تمال  واد معام ت لف  
د لار  ل ـا ل ـا ـدة ب ـانـات   5 492)بمبل  إومـالف قـدرس   2022ومهاريـة كاريـا الشــــــــــــــعب ـة الـديم  اط ـة لف  ـام  
   ردّت بالنــدا بــ نّ  (94)((https://comtradeplus.un.org)الأمم المتحــدة  .صـــــــــــــــاءات التاــارة الــد ل ــة  

ــن ة تحت  تحليل قاا د الب انات الاطن ة” ــل  مصـــــ ــتي اد لســـــ    لا يُظه  خ ل ال ت ة المعن ة  واد  مل ات اوـــــ
م  النظام المنســق أ  لأي وــل  أخ ى ذات  ــلة بالأوــلحة م  ]ومهارية كاريا    9306 ال مز    9305ال مز  

 ( 58)انظ  الم لق   “الشعب ة الديم  اط ة[ إلى بالندا
 

 تنفيذ الحظر المفروض على السلع الكم ليؤ   

،  ادةَ تاارة التازئة للظهار لف ماما ة  2023أتاع لتا الحد د ماددا   شـــــــــكل وزئف، لف  ام   - 99
ــلعا كمال ة،   ــل  التف يمك  ا ت ارلا وـ ــل  الأونب ة، بما لف ذلك بعض السـ ــملكبي ة  متنا ة م  السـ ــل    تشـ السـ

ذات الع مات التاارية العالم ة،  أيضــــا الم ك ات الاديدة الأونب ة الصــــن ،  ذلك  ل ا ل  ايات شــــهاد ع ان  
 لت اري   وـــائل ا   م   تعكم ا .صـــاءات التاارية لامهارية كاريا الشـــعب ة الديم  اط ة  يادة لف أ.اام  

  43   33   24م المنســـــــــــــق، منها ال ما   الســـــــــــــل  الاوـــــــــــــته ك ة المســـــــــــــتاردة تحت طائ ة م  رما  النظا
   (95)  أيضــا وــلعا يمك  تصــن  ها  لى أنها كمال ة،  لرس الماما ات الســلد ة ر ما تتضــم91   60-66  

  لا تزال التحق  ات بهرا الش ن وارية 

__________ 

-https://netafrique.net/cooperation-mali-coree-du-nord-un-projet-de-construction-dune-usine-deانـــظـــ    (92) 

munitions-a-bamako  
-www.38north.org/2022/09/north-koreas-trading-of-small-arms-and-light-weapons-open-sourceانــظــ    (93) 

information-analysis-of-sanctions-implementation ــناف ــبق لا أن تع ف  لى معام ت لف أ ــــــــــ   بيد أن ال  يق وــــــــــ
بي  ومهارية كاريا الشـــعب ة الديم  اط ة   دة د ل أ ضـــاء  انظ   “الأوـــلحة  الأ تدة ذات الصـــلة”يمك  ا ت ارلا مندروة مـــم  لاة  

S/2023/171 121-118، ال   ات  
ي .ل ل يق الخب اء أنّ بالندا كانت البلد الا.يد الري تل ى بحســـــل الب انات الام ك ة  ـــــادرات أوـــــلحة  ـــــغي ة  أوـــــلحة خف  ة م   (94) 

  لف لرا الســــــــــــــ ـا ، ذك  خبي  خاروف ل  يق الخب اء ث ثة أوــــــــــــــ ـاب محتملـة 2022ومهارية كاريا الشــــــــــــــعب ـة الديم  اط ـة م   ام 
لفأ )أ( أنّ ومهارية كاريا الشـعب ة    “ واد ما يشـي  إلى  ـادرات مز امة م  ]ومهارية كاريا الشـعب ة الديم  اط ة[ إلى ر وـ ا لعدم”

ــا بالكامل      ــف، لا ت صــــ ــاء، بما ليها الاتحاد ال  وــــ ــطتها التااريةص )ب( أنّ الد ل الأ ضــــ الديم  اط ة لا تبل  الأمم المتحدة ب نشــــ
 الب انات المتعل ة بتاارتها الد ل ةص )م( أنّ ومهارية كاريا الشعب ة الديم  اط ة لم ت م ب ي تصدي  

  82-80انظ  ال   ات  (95) 

https://comtradeplus.un.org/
https://netafrique.net/cooperation-mali-coree-du-nord-un-projet-de-construction-dune-usine-de-munitions-a-bamako
https://netafrique.net/cooperation-mali-coree-du-nord-un-projet-de-construction-dune-usine-de-munitions-a-bamako
http://www.38north.org/2022/09/north-koreas-trading-of-small-arms-and-light-weapons-open-source-information-analysis-of-sanctions-implementation
http://www.38north.org/2022/09/north-koreas-trading-of-small-arms-and-light-weapons-open-source-information-analysis-of-sanctions-implementation
https://undocs.org/ar/S/2023/171
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ــنغالارية لف إ.اطة إ  م ة قدمتها ل  يق الخب اء لف شــــه  .زي ان/يان ا أن   - 100 ــلطات الســ  ذك ت الســ
شـــــــــــ كات قد انخ طت لف تاارة محظارة م  ]ومهارية كاريا الشـــــــــــعب ة الديم  اط ة[  9التحق  ات أثبتت أن ”

   تضــم لرس الشــ كات وهات با ت ال ضــائ  للتصــدي ،  وهات  2018إلى  ام    2013خ ل ال ت ة م   ام 
أل اد  لى د رلم    7 ش كات    3أل اد، لتتم إدانة   9  ش كات    5شاركت لف الد ر اللاوستف   تمت م اماة 

)انظ  الم ل ي    “لف لرس التاارة   لناك قضـايا مـد شـ كة  ا.دة أخ ى  اثني   م  الأل اد يا ي التح يق ليها
ل  العاب ة أ  إ ادة الشــح   ند تن ير ق ارات مالم الأم   (   ي .ل ل يق الخب اء ألم ة ر ــد الســ60   59

 المتعل ة بالازاءات الم   مة  لى ومهارية كاريا الشعب ة الديم  اط ة 

 Land Rover دأ ل يق الخب اء لف إو اء التحق  ات بناء  لى  ــار لســ ارة لاند ر ل  دي ندر )   - 101

Defenderرد الصـان   لى ل يق الخب اء 2023تسـل مها .ديلا لف بيان  يان  لف كانان اللانف/يناي    ( تم   
ــ ـــارة لف   ــ ـــارة لانـــد ر ل  دي نـــدر  ”بـــال ال إن لـــرس الســــــــــــ   “2020،  لف  لى الأروا م  ماديـــل  110وــــــــــــ

 (   لا تزال التحق  ات وارية  61الم لق  )انظ 

  ا ـــــــــــل ال  يق تحق  اتا لف آلة ب انا كبي ة لا.ظت لف ومهارية كاريا الشـــــــــــعب ة الديم  اط ة لف  - 102
 ردت شـــ كة     (96)(Steinway،  قد   مت  وـــائل ا   م أنها م  الع مة التاارية وـــتاينااي )2021  ام

Steinway Musical Instruments Inc  أن ت ط  ب نّ الب انا م  ناع وـــتاينااي  ”إنها لا تســـتط    بال ال
ــلف )إن  ود( ــلســــ ــا ماديا  ت او  رقما التســــ ــات المتعددة لف مظه   ”،  لك   “إن لم تتمكّ  م  لحصــــ التناقضــــ

    (97)(62)انظ  الم لق   “الب انا تشي  إلى أنا  لى الأروا ل م م  ط ا  وتاينااي
 

 الروصي ت   

يكرر الفريق توصااايره بأن تنظر الدول الأعضااا ء في تحديم قوائمه  الخ صاااؤ بمراصبؤ الصااا درات  - 103
لرعكس قوائمه  الخ صاؤ ب لسالع الكم ليؤ المحظورة  وذلك على نحو يرساق مع أهدار قرارات مجلس الأمن  

  مع تجناب (2016)  2321  و  (2016)  2270  و  (2013)  2094  و  (2009)  1874  و  (2006)  1718
توساااااايع نط ق هذ  القوائي بلا ضاااااارورة يرى ل يري تعطيل توريد الساااااالع غير المحظورة لف ئدة السااااااك ن  

  المدنيين أو إيداث تأثير إنس ني سلبي.

يوصاااااااي فريق الخبراء بأن تشاااااااجع الدول الأعضااااااا ء كي ن ته  الرج ريؤ ورع ي ه  المنخرطين في  - 104
تصاااااادير الساااااالع الكم ليؤ على إدراج يكي تع قدي يمنع تحويل الشااااااحن ت إلى جمهوريؤ كوري  الشااااااعبيؤ 

  الديمقراطيؤ.
 

 (  KPe.031المكرب الع م للاسرطلاإ )   

 ا ــــل ل يق الخب اء ال  ــــد  التح ي بشــــ ن الهامات الســــيب ان ة المنســــا ة إلى الاهات ال ا لة لف  - 105
ماال التهديد الســــــيب انف التابعة للمكتل العام ل وــــــتط ع داخل ومهارية كاريا الشــــــعب ة الديم  اط ة،  منها  

ــنـــــة   ال   ــــــــــــ ــات    “ بلانار ف”     (Lazarus Group)“لا ار س”     Kimsuky))  “ك مســــــــــــــاكف”ماما ـــ

__________ 

  www.nknews.org/2021/06/kim-jong-uns-new-favorite-band-lives-life-of-luxury-in-new-music-videosنظ   ا (96) 
 (97) S/2022/132 148، ال   ة  

https://undocs.org/ar/S/RES/1718(2006)
https://undocs.org/ar/S/RES/1874(2009)
https://undocs.org/ar/S/RES/2094(2013)
https://undocs.org/ar/S/RES/2270(2016)
https://undocs.org/ar/S/RES/2321(2016)
http://www.nknews.org/2021/06/kim-jong-uns-new-favorite-band-lives-life-of-luxury-in-new-music-videos
https://undocs.org/ar/S/2022/132
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(BlueNoroff)(98)،  (99)  ــ ة لهرس الاهات ال ا لة لف تحديد الألداف ــاب ا، تتملل المهام ال ئ ســ    كما ذُك  وــ
 مهاومتها م  أول الحصـــال بالا.ت ال  لى معلامات ذات ا مة لامهارية كاريا الشـــعب ة الديم  اط ة،  م   

 ( 144-139أول تاليد إي ادات غي  مش   ة )انظ  ال   ات 

 قـد ل مـــــــــــــــت العـديـد م  الـد ل الأ ضـــــــــــــــاء   ا ـات  لى الاهـات ال ـا لـة ذات الع قـة بـالتهـديـد  - 106
ــتط ع  الا.دات المعن ة داخلا ــيب انف الري ين رس المكتل العام ل وـــ ــ اف/لب اي   أيار/مايا،     (100)الســـ ل ف شـــ

  (101)قامت اثنتان م  الد ل الأ ضـــــاء ب درام اوـــــم مكتل ال  ـــــد )الاوـــــتط ع( الت نف  لى قاائم الازاءات
 أ ـدرت الد ل الأ ضـاء تحري ات  ارشـادات تال  معلامات  تنبيهات م صـلة    العمل ات التف تن رلا لرس  

   (102)الاهات ال ا لة لف ماال التهديد السيب انف

  ماما ة   ل ا لت اري  شــــ كات الأم  الســــيب انف  للمعلامات الااردة م  الد ل الأ ضــــاء،  ا ــــلت   - 107
ــيّد الا.ت الف،  نشــــــــــــ  الب امج الخبيلة م  خ ل أنااع مختل ة م  مل ات    “ك مســــــــــــاكف” تن ير .م ت التصــــــــــ

مضـــــــــــللة م  أول وم  الب انات الخا ـــــــــــة    URLs)الم ل ات،  انشـــــــــــاء مااق   يل   نا ي  ماارد ماّ.دة )
بحم ت خبيلة مـد الشـ كات العاملة لف قطا ات العم ت    “لا ار س”بالاهات المسـتهدلة   قامت ماما ة  

المشـــــ  ة  الدلاع  الطاقة  الطل   لف إ.دى الحالات، لا.ل لأ ل م ة  واد انتهاك مزد م لســـــلســـــلة التاريد  
.م ت التصــــــــــــيّد الا.ت الف  نشــــــــــــ ت لأّ ل م ة ب امج خبيلة لاوــــــــــــتهداف    “بلانار ف”  ا ــــــــــــلت ماما ة  

الات تنطاي  لى روـــــــــائل ب يد إلكت  نف   م  ذلك، كانت إ.دى الح   macOSنظام التشـــــــــغيل  مســـــــــتخدمف  
لدلها اوـتغ ل غ لة المسـتاا ي  لف تاويههم نحا  ـ حة تسـت ف منهم ب اناتهم الشـخصـ ة   كان لرا بملابة 

 المعهادة لف نش  الب امج الخبلة  “بلانار ف”خ  م    ت ن ة ماما ة  
 

   ( 104)   ، ( 103) ( Kimsuky) “  ك مساكف ”   ماما ة ال   نة   

ــيب انف أن ماما ة   - 108 ــ كات الأم  الســ ــاكف”ألادت إ.دى شــ ــارة   “ك مســ كانت تا ع م ل ات مل ات مــ
،  مل ــات تعل مــات بلغــة التمييز الت ابط ــة Word)ع ــارة    مســــــــــــــتنــدات مــاك   بب اما ــة   رد )  -م نَّعــة  

__________ 

، ل ط ع  لى أد ار المكتل العام ل وــتط ع لف العمل ات الســيب ان ة التف تن رلا ومهارية كاريا 48، الم لق S/2020/840انظ   (98) 
 الشعب ة الديم  اط ة 

الأوـماء المعتمدة لف لرا ال  ع للاهات ال ا لة لف ماال التهديدات السـيب ان ة  لحم تها مسـتخدمةل  لى نطا   اوـ  لف قطاع الأم    (99) 
 السيب انف 

، الشــــكل الســــاب   الل ثان الري يامــــا الاهات ال ا لة لف ماال التهديدات الســــيب ان ة داخل اله كل التنظ مف  S/2023/171انظ   (100) 
 للمكتل العام ل وتط ع 

 _https://home.treasury.gov/news/press-releases/jy1498    www.mofa.go.kr/www/brd/mانــــــــــــــــظــــــــــــــــ    (101) 

4080/view.do?seq=373338&page=53  
  63(،  لى وبيل الملال، انظ  الم لق Kimsuky) “ك مساكف”ف ما يتعلق بماما ة ال   نة  (102) 
( APT43)أُشي  إليها باوم    “ك مساكف”، أ درت إ.دى ش كات الأم  السيب انف ت  ي ا م ص     ماما ة 2023لف آذار/مارس  (103) 

غــال ــا مــا يتم تت عهــا  لنــا    APT43   يــرك  الت  ي  أن  https://mandiant.widen.net/s/zvmfw5fnjs/apt43-reportانظ   
لف ماما ة أخ ى   تشـي  شـ كة أخ ى م   APT43، غي  أنّ شـ كة الأم  السـيب انف لرس تعت د أن “ك مسـاكف” لى أنها ماما ة 

(، التابعة لامهارية كاريا الشــــــعب ة  ARCHIPELAGO)  “أرشــــــيب غا”شــــــ كات الأم  الســــــيب انف إلى ماما ة التهديد الســــــب انف  
ـــ ـــــ -https://blog.google/threat-analysis-group/how-were  انظ  APT43الديم  اط ة،  لى أنّها ماما ة ل ع ة تابعة ل

protecting-users-from-government-backed-attacks-from-north-korea  
  65، انظ  الم لق “ك مساكف”ل ط ع  لى .الات أخ ى بش ن ماما ة  (104) 

https://undocs.org/ar/S/2020/840
https://undocs.org/ar/S/2023/171
https://home.treasury.gov/news/press-releases/jy1498
http://www.mofa.go.kr/www/brd/m_%204080/view.do?seq=373338&page=53
http://www.mofa.go.kr/www/brd/m_%204080/view.do?seq=373338&page=53
https://mandiant.widen.net/s/zvmfw5fnjs/apt43-report
https://blog.google/threat-analysis-group/how-were-protecting-users-from-government-backed-attacks-from-north-korea
https://blog.google/threat-analysis-group/how-were-protecting-users-from-government-backed-attacks-from-north-korea
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(،  OneNote،  مل ات  ان نات )(Microsoft Compiled HTML Helpبم ك  وــــــــــالت )الخا ــــــــــة  
ت ام  ند تشـغيلها بتسـ يل الب انات م  .اوـاب الضـح ة، بما لف ذلك المعلامات    النظام   -إلى ذلك   ما

    ب امج مكالحة ال ي  وـــــات الملبتة ف ا   لف .الة أخ ى، أنشـــــ ت الماما ة ماق  ب يد إلكت  نف شـــــ كف  
الماواد لف ومهارية   )انظ  الشـــــكل الســـــادس  العشـــــ ي ( كان يبد  مطاب ا لماق  معهد ال حاث ذي الصـــــلة

كاريا الشــعب ة الديم  اط ة،  اوــتخدمت روــائل التصــيّد الا.ت الف لف اوــتدرام الضــحايا نحا تســايل الدخال،  
    (105)لتحصل  لى معلامات تسايل الدخال

 
 الشكل السادس  العش  ن   

إنشااااا ء صااااافحؤ لرساااااجيل الد ول إلى البريد الإلكرروني من أجل اسااااارهدار الب يثين من ذوي العلاقؤ   
 بجمهوريؤ كوري  الشعبيؤ الديمقراطيؤ 

 
  (ASECم كز آن ب لل د  لى .الات الطاارئ الأمن ة ) أالمصدر 

  
مع  لة أوـــــــاوـــــــا بتن ير لامات الهندوـــــــة الاوتماع ة م  خ ل  “ك مســـــــاكف” ماما ة ال   ـــــــنة   - 109

ــ   ل ف   ــكل م اشـــ ــتهداف خاادم الايل بشـــ ــا باوـــ ــيّد الا.ت الف ذي الألداف المحددة،  لكنها قامت أيضـــ التصـــ
لاومت خاد م  يل تابعا لشــــــــــ كة    “ك مســــــــــاكف”آذار/مارس، أ ردت إ.دى شــــــــــ كات الأم  الســــــــــيب انف أنّ 

إنشــــاءات  مخصــــصــــا لخدمات معلامات ا نت نت، كانت تعت يا ن اف مــــعد بســــبل  دم تنزيلا للتحديلات  
ــتهدلة، أتا.ت لك مســـــــــــاكف    Meterpreter قام الهاام بتلبيت ب اما ة خبيلة م  ناع  داخل الأنظمة المســـــــــ

ك مســــــــــــــاكف اوــــــــــــــتخـــدمــت تــدلق ب ـــانــات بــديــل       لف .ــالــة أخ ى، قيـــل إنّ (106)التحكم لف خــاد م الايــل
(Alternate Data Stream)  تشــــــــــــــغيــل   لف إخ ــاء الب امج الخبيلــة التف تام  الب ــانــات،  ذلــك م  خ ل

كـانـت مضــــــــــــــمنــة داخـل ملد بلغــة التمييز الت ابط ــة   (Visual Basic Script)ب اما ــة ف اا ل ب ســـــــــــــــك  
(HTML)(107)    

__________ 

 لمع لة    ت الن اذ إلى الت اري  ذات الصلة  64انظ  الم لق  (105) 
دة     Meterpreterالب اما ة الخبيلة   (106)  لف باب خل ف يت ا تن ير العديد م  السـلاك ات الضـارة  ب  تل ف أ ام  م  الاهة ال ا لة المهدكّ

 الم تا.ة المصدر، التف تُستخدم ك طار لاخت ار  مل ة الاخت ا      Metasploit يتم تالي  لرس الب اما ة بااوطة أداة 
 لمع لة    ت الن اذ إلى الت اري  ذات الصلة     64انظ  الم لق  (107) 
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، قامت ماما ة ”ك مســـــــاكف“  ( 108) ،    د لتي   ضـــــــاي  2023لف آذار/مارس     ـــــــادر   ل ا لتحري    - 110
لأول التسلل   Google Chromeبحملة تصيّد انطات  لى اوتخدام خطاف ل ع ة خبيلة ملح ة بمتص ا الايل  

ــائل الب يد ا لكت  نف لف    Chromeالتطب  ات ،  ذلك م  خ ل اوـــــــــتغ ل  اوهة ب ماة Gmailإلى روـــــــ

DevTools  ــائل الب يد ا لكت  نف  وـــ قتهالف ــا تنبيها إلى    (109)تســـهيل ا ت اح روـ ــمّ  التحري  أيضـ  تضـ
    FastFire   FastViewer    FastSpy(110)تستخدم ب اما ات آند ريد الخبيلة   “ك مساكف”أنّ ماما ة  

ــيّد  وّهت   - 111 ــنّت .ملة تصـــــ ــاكف شـــــ ــيب انف أن ك مســـــ ــ كات الأم  الســـــ  لف أيار/مايا، ذك ت إ.دى شـــــ
بماوبها د اةل إلى إبداء ال أي لف قضايا وياو او ة رالنة،  ذلك م  أول اوتدرام أط الا مستهدلة  لى مستاى 

ــتط ع وديدة، لف أداة  ــ  أداة اوـــــــ ــاوـــــــــة  ReconSharkالعالم،  وعلها ت ام بنشـــــــ ، التف تام  الب انات الحســـــــ
.الما ت تا الاهة المســــــــتهدلة    ReconShark   يتم تنشــــــــ ل الب اما ة الخبيلة ( 111)  تتاا    ــــــــمّامات الأمان 

، تمـت وــــــــــــــ قة الب ـانات م  الأنظمـة  ReconSharkمســــــــــــــتنـدا منزّلا  ت ام بتلبيـت  .دات المـاك       ضــــــــــــــل 
ـــــــــــــــــــمُصـــــابة، كيل ات الكشـــــد    ن طة النهاية  الاوـــــتاابة لها)    (، endpoint detection and responseال

نظــــــام  ينــــــد     داخــــــل  التحكم  ــ ــــــة  خــــــا ــــــــــــ الق ــــــادة  التحكم  ب   ماــــــال  لف  خــــــاد م  إلى  ــالهــــــا   اروـــــــــــــــــ
Windows Management Instrumentation    

 تل ى ل يق الخب اء معلامات م  إ.دى الد ل الأ ضــــــاء ت يد ب ن ك مســــــاكف مســــــؤ لة أيضــــــا      - 112
اوـــــتهدلت روـــــائل ب يد إلكت  نف تابعة لطائ ة م  ماظ ف   ReconShark مل ات تصـــــيّد ا.ت الف بااوـــــطة  

الأمم المتحدة   أخ ت ك مسـاكف مصـدر روـائل التصـيد الا.ت الف لتظه   لى أنّها  ـادرة     كالات أن اء 
ــادرة    العنااني  التاليي  ــائل ك ماوــــــكف  ــــ ــالمات مكتا ة   كانت روــــ  : م اكز لك  تطلل تعل  ات  مســــ

andersonj@rfa.ink   ashraf@ipinst.online   

 

__________ 

-www.verfassungsschutz.de/SharedDocs/publikationen/EN/prevention/2023-03-20-joint-cyberانــــــظــــــ    (108) 

security-advisory-korean.html      
   www.nis.go.kr/resources/synap/skin/doc.html?fn=NIS_FILE_1679299138913انظ   (109) 
ــة   (110)  ــ ـــــ ــ ـ الـــاثـ لـــف  ــة  ــيـــلـــــ ــبـ الـــخـ ــد  ــد ريـــــ آنـــــ ــات  بـــ امـــاـــ ـــــ الـــخـــبـــ اء  ـــ   لـــ يـــق  ــلـــ   الـــمـــ لـــق  S/2023/171أبـ أيضـــــــــــــــــــــا 79،  انـــظـــ     

https://medium.com/s2wblog/unveil-the-evolution-of-kimsuky-targeting-android-devices-with-

newly-discovered-mobile-malware-280dae5a650f  
-www.sentinelone.com/labs/kimsuky-evolves-reconnaissance-capabilities-in-new-globalانــــــــــــــــــظــــــــــــــــــ    (111) 

campaign   

mailto:andersonj@rfa.ink
mailto:ashraf@ipinst.online
http://www.verfassungsschutz.de/SharedDocs/publikationen/EN/prevention/2023-03-20-joint-cyber-security-advisory-korean.html
http://www.verfassungsschutz.de/SharedDocs/publikationen/EN/prevention/2023-03-20-joint-cyber-security-advisory-korean.html
http://www.nis.go.kr/resources/synap/skin/doc.html?fn=NIS_FILE_1679299138913
https://undocs.org/ar/S/2023/171
https://medium.com/s2wblog/unveil-the-evolution-of-kimsuky-targeting-android-devices-with-newly-discovered-mobile-malware-280dae5a650f
https://medium.com/s2wblog/unveil-the-evolution-of-kimsuky-targeting-android-devices-with-newly-discovered-mobile-malware-280dae5a650f
http://www.sentinelone.com/labs/kimsuky-evolves-reconnaissance-capabilities-in-new-global-campaign
http://www.sentinelone.com/labs/kimsuky-evolves-reconnaissance-capabilities-in-new-global-campaign
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لف آذار/مــارس، اخت   ق ا ــــــــــــــنــة الحااوــــــــــــــيــل  - Lazarus (112 )  113)) “  لا ار س ” ماما ة ال   نة    
،  قاماا  macOS العاملة بنظام التشـــغيل  يند    نظام التشـــغيل   3CXبشـــ كة  التطب  ات المكتب ة الخا ـــة 

بتنزيـل    3CX نت اــة لــرلــك،     غي  قصـــــــــــــــد، قــام  م ء   (113)بتام   لــرس التطب  ــات م  ب اما ــة خبيلــة
إ ـــدارات مـــارة م  ب نامج الاتصـــال بالصـــات  الصـــارة التاب  للشـــ كة    اوـــتخدام ا  ـــدارات الضـــارة م   

   واء لرا  ةوهزة الضــــــح الأالب اما ة، تمكّ  ال  ا ــــــنة م  تنزيل  تشــــــغيل تعل مات ب ما ة  شــــــاائ ة  لى 
 Tradingالهاام  لى وـــــــــلســـــــــلة التاريد كنت اة لهاام وـــــــــابق  لى وـــــــــلســـــــــلة التاريد الخا ـــــــــة بشـــــــــ كة  

Technologies  ــان  .يـد ي ام بتن يـر لاام    -ماـال الب ما ـات المـال ـة   العـاملـة لف  لا ملـال نـادر ل   ــــــــــــ
ــلة تاريد ب ما ات ثم يت عا بهاام آخ  ــلسـ ــ ة (114) لى وـ ــاوـ ــتهدلة اله اكل الأوـ    كان م  بي  الاهات المسـ

    (115)الحياية ل طاع الطاقة   قد نسبت ش كات الأم  السيب انف لرا الهاام إلى ماما ة لا ار س

.ااوــيل   207ن ســان/أب يل، أ لنت إ.دى الد ل الأ ضــاء أن ماما ة لا ار س اخت قت  18 لف  - 114
ــ كات    61داخل  ــ كات للتكنالاو ا الأ. ائ ة  ث ث شـــ م  المنظمات  الاكالات المحل ة، بما لف ذلك أر   شـــ

   اوـــــــــــتهدلت ماما ة لا ار س  واد ثغ ة أمن ة لف ب اما ة أوـــــــــــاوـــــــــــ ة للخدمات (116)ذات  ـــــــــــلة بالدلاع
ا خبيلة ما  ة م  خ ل مااق    المصــــــــــــــ ف ة  ب  ا نت نت  الخدمات المال ة ا لكت  ن ة،  اوــــــــــــــتخدمت أكاادل

   (117)(“watering hole”)  “مارد الســـــــــ اية”إ  م ة مخت قة   تم لف لرس العمل ة اوـــــــــتخدام لامة م  ناع 
 م  خ ل وهاد الاوـتاابة المشـت كة بي  الاكالات، اوـتطا ت الد لة العضـا من    ـال الاناة إلى المزيد 

 م  الأوهزة  

__________ 

  67.الات أخ ى تتعلق بماما ة لا ار س، انظ  الم لق  لى ل ط ع  (112) 
 (113) 3CX   شــــ كة د ل ة لتطاي   تا ي  ب امج ب  تاكال ن ل الصــــات با نت نت، ت ام بتالي  خدمات نظام الهاتد للعديد م  المنظمات

مليان مســــــــــــــتخـدم لف شــــــــــــــتى ال طـا ـات،   12 ميـل    600  000  ل ـا لماقعهـا  لى ا نت نـت، ياوـد لـدى لـرس الشــــــــــــــ كـة أكل  م   
ــ ا الايل  تطب  ات الااال  لف بما ــتخدام أنظمتها  ب  متصـــــ ــ كة ب اما ة العميل لاوـــــ ــح ة   تال  الشـــــ ــاء  ال  اية الصـــــ ذلك ال ضـــــ
 تطب  ات وطا المكتل  أ 

،  لف شــــــــــــــ كة  دارة تكنالاو ا المعلامات، أنّ وهة لا لة لف ماال التهديد  JumpCloud، أ لنت شــــــــــــــ كة 2023لف تما /يال ا   (114) 
ــغي ة   ــتهداف ماما ة  ـــ ــال د ن إذن إلى نظامها م  أول اوـــ ــتطا ت الا ـــ ــعب ة الديم  اط ة اوـــ ــيب انف لف ومهارية كاريا الشـــ الســـ

ــا )انظ    ــددة م   م ئهــ -www.sentinelone.com/labs/jumpcloud-intrusion-attacker-infrastructure-links محــ

compromise-to-north-korean-apt-activity     https://jumpcloud.com/blog/security-update-incident-

details ددت شـ كات الأم  السـيب انف ماما ة لا ار س  لى أنها الاهة التف ت د  راء لاام وـلسـلة التاريد،   لى أنّ وـ قة.   )
ــ  ة كان الهدف م   راء ذلك )انظ   -www.reuters.com/technology/n-korea-hackers-breached-us-itالعم ت المشـــ

company-bid-steal-crypto-sources-2023-07-20 ) 
-www.crowdstrike.com/blog/crowdstrike-detects-and-prevents-active-intrusion-campaignانـــــــــــــــظـــــــــــــــ    (115) 

targeting-3cxdesktopapp-customers     www.welivesecurity.com/2023/04/20/linux-malware-

strengthens-links-lazarus-3cx-supply-chain-attack     www.mandiant.com/resources/blog/3cx-

software-supply-chain-compromise     https://symantec-enterprise-blogs.security.com/blogs/threat-

intelligence/xtrader-3cx-supply-chain  
 ل ط ع  لى الت ا يل  66انظ  الم لق  (116) 
، يُصـــــــيل المهاوم ماقعا م  مااق  الايل الكل  ة الز ار، أ  التف تُســـــــتخدم  ادة م  قبل الاهات “مارد الســـــــ اية”م  خ ل لامات  (117) 

ــتهدلة م  الأل اد أ  المنظمات   الهدف لا اخت ا  أوهزة  ــاب، المســـ ــحايا  ند  يارتهم لماق  الايل المصـــ ــة بالضـــ الحاوـــــاب الخا ـــ
  ذلك بااوطة تلبيت ب ما ات خبيلة إماف ة 

http://www.sentinelone.com/labs/jumpcloud-intrusion-attacker-infrastructure-links-compromise-to-north-korean-apt-activity
http://www.sentinelone.com/labs/jumpcloud-intrusion-attacker-infrastructure-links-compromise-to-north-korean-apt-activity
https://jumpcloud.com/blog/security-update-incident-details
https://jumpcloud.com/blog/security-update-incident-details
http://www.reuters.com/technology/n-korea-hackers-breached-us-it-company-bid-steal-crypto-sources-2023-07-20
http://www.reuters.com/technology/n-korea-hackers-breached-us-it-company-bid-steal-crypto-sources-2023-07-20
http://www.crowdstrike.com/blog/crowdstrike-detects-and-prevents-active-intrusion-campaign-targeting-3cxdesktopapp-customers
http://www.crowdstrike.com/blog/crowdstrike-detects-and-prevents-active-intrusion-campaign-targeting-3cxdesktopapp-customers
http://www.welivesecurity.com/2023/04/20/linux-malware-strengthens-links-lazarus-3cx-supply-chain-attack
http://www.welivesecurity.com/2023/04/20/linux-malware-strengthens-links-lazarus-3cx-supply-chain-attack
http://www.mandiant.com/resources/blog/3cx-software-supply-chain-compromise
http://www.mandiant.com/resources/blog/3cx-software-supply-chain-compromise
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/xtrader-3cx-supply-chain
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/xtrader-3cx-supply-chain
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 أبلغت إ.دى ش كات الأم  السيب انف ل يقَ الخب اء لف .زي ان/يان ا ب نّها قد لا.ظت أنّ ماما ة   - 115
ــ ي  اللانف/نالمب    ــه ي أيار/مايا  تشــ ــلة بي  شــ ، باوــــتهداف  2022لا ار س كانت ت ام، خ ل ال ت ة ال ا ــ

ت ال حاث الطب ـة منظمـات أبحـاث م  ال طـا ي  العـام  الخـاص تـابعـة  .ـدى الـد ل الأ ضـــــــــــــــاء،  قطـا ـا
ــاء   ركزت لرس الحملة، التف أُطلق  ليها    الطاقة  وـــ وـــل التاريد الخا ـــة بهما داخل إ.دى الد ل الأ ضـ

 لى وم  المعلامات الاوــتخ ارات ة، .يث تم البدء بالهاام  لى شــ كة   ،No Pineapple“(118)،  (119)”اوــم  
التعل مــــات الب ما ــــة    بعــــد(    CVE-2022-27925ا و اء   اوــــــــــــــتغ لهــــا بااوــــــــــــــطــــة     ا و اء )تن يــــر 

CVE-2022-37042  )يمب ا    لمـا ثغ تـان تؤث ان  لى منصـــــــــــــــة التعـا ن ال قمف  -)تاـا   م .لـة التح ق 
(Zimbra)(120)     ــناديق الب يد  م  خ ل الا ـــال إلى  يمب ا، قامت ماما ة لا ار س بســـ قة محتايات  ـ

 وم  المعلامات  ثم انت لت الماما ة بشـــكل وانبف إلى وها  مـــد ف آخ   لى ن م الشـــ كة  اوـــتخدمت  
، التف لف ع ـارة    بـاب خل ف لســــــــــــــ قـة المعلامـات، لتســــــــــــــ   لف الأخي  كم ـة  Dtrackالب اما ـة الخبيلـة 

  (121)و اابايت 100ب انات بحام 
 

 BlueNoroff)) “  بلانار ف ” ماما ة ال   نة    

، التف لف ع ارة TA444أن  ذك ت إ.دى شــــــ كات الأم  الســــــيب انف    ،(122)لف كانان اللانف/يناي  - 116
   ماما ـة تهـديـد مســــــــــــــتم  متطار ت  ـالـا ومهاريـة كاريـا الشــــــــــــــعب ـة الـديم  اط ـة،  تتـداخـل م  ماما ـة  

روـائل تصـيّد ا.ت الف إلكت  ن ة إلى   2022، قد أروـلت لف أ اخ  كانان الأ ل/ديسـمب  “بلانار ف”ال   ـنة 
كلي ة منها    “قطا ات”ماما ة  اوـــعة م  الألداف داخل العديد م  الد ل الأ ضـــاء،  شـــملت لرس الألداف 

ــالة إلى الشـــــــؤ ن المال ة ــتدرام تُغ ي    (123)التعل م  الحكامة  ال  اية الصـــــــح ة، با مـــــ ــائل الاوـــــ  كانت روـــــ
، لت ام لرس الا ـلة ب  ادة تاو ا الضـحايا نحا  “SendGrid URL”المسـتخدمي  بالن    لى   ـلة بعناان  

ــة ــ حة ت خر ب اناتهم الخا ــــ ــكل لرا العمل خ  وا، بحســــــل ما قيل،     (124) ــــ   TA444 مل ات     قد شــــ
 ، التف كانت تتضم   ادة النش  الم اش  للب ما ات الخبيلة الساب ة

 لف ن ســــــــان/أب يل، لا.ظت ماما ة بلانار ف  لف ت ام لأّ ل مّ ة باوــــــــتهداف مســــــــتخدمف نظام   - 117
،  RustBucketم  خ ل ب اما ة خبيلة وديدة خا ـــــــة بهرا النظام يُطلق  ليها اوـــــــم   macOSالتشـــــــغيل 

   (125)، مما يارب الضــحايا لتنزيل التطبيق  لتحاPDF ت ام بالتنكّ   لى شــكل ب اما ة   ح المســتندات  
__________ 

-https://labs.withsecure.com/content/dam/labs/docs/WithSecure-Lazarus-No-Pineapple-Threatانـــــــظـــــــ    (118) 

Intelligence-Report-2023.pdf  
 (119) ”No Pineapple“   لف روــــالة خط  لا.لَ أنّ ب اما ةل خبيلة، تت ا الا ــــال    بعد، كانت تُ وــــلها  ند تحميل الب انات المســــ  قة

 إلى الخاد م التاب  لماما ة لا ار س 
ــري  الأم  الســــــــــــــيب انف    www.cisa.gov/news-events/cybersecurity-advisories/aa22-228aانظ    (120)  ل ط ع  لى تحــ

 بش ن اللغ ات  المخاط  الأمن ة الشائعة المتعل ة بزيمب ا 
  Dtrack، للحصال  لى ت ا يل    الب اما ة الخبيلة 119، ال   ة S/2020/151 ،  171، ال   ة S/2023/171انظ   (121) 
  www.proofpoint.com/us/blog/threat-insight/ta444-apt-startup-aimed-at-your-fundsانظ   (122) 
ــطة   (123)  ــته  لرس الماما ة بحملة   TA444أنشــ ــبيل الملال، تشــ    “ Snatchcrypto campaign”كانت دائما ذات د ال  مال ة  لعلى وــ

  127، ال   ة S/2022/668انظ  
 (124) SendGrid  لف أداة تسايق وحاب ة بالب يد ا لكت  نف تسا د المساقي   المطاري  لف إدارة الحم ت  الت ا ل م  الامهار 
  www.jamf.com/blog/bluenoroff-apt-targets-macos-rustbucket-malwareانظ   (125) 

https://labs.withsecure.com/content/dam/labs/docs/WithSecure-Lazarus-No-Pineapple-Threat-Intelligence-Report-2023.pdf
https://labs.withsecure.com/content/dam/labs/docs/WithSecure-Lazarus-No-Pineapple-Threat-Intelligence-Report-2023.pdf
http://www.cisa.gov/news-events/cybersecurity-advisories/aa22-228a
https://undocs.org/ar/S/2023/171
https://undocs.org/ar/S/2020/151
http://www.proofpoint.com/us/blog/threat-insight/ta444-apt-startup-aimed-at-your-funds
https://undocs.org/ar/S/2022/668
http://www.jamf.com/blog/bluenoroff-apt-targets-macos-rustbucket-malware
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لي  س .صان ط  ادة، بما يت ا للماا ة تن ير أ مال م  قبيل و قة   بعد ذلك بنش  RustBucketثم ت ام 
المعلامات الحســــاوــــة  .رف المل ات أ  تعديلها  تلبيت ب ما ات خبيلة إمــــاف ة  التحكم    بعد لف النظام  
المختَ     لف .زي ان/يان ا، اكتشــــ ت شــــ كة أخ ى م  شــــ كات الأم  الســــيب انف  واد إ ــــدار محدث م   

نة تت ا لا الل ات  تانل الكشد RustBucketب اما ة      (126)لا قدرات محسَّ
 

 الع ملون في الخ رج   

ياا ـــــل ل يق الخب اء تحق  اتا بشـــــ ن مااطنف ومهارية كاريا الشـــــعب ة الديم  اط ة الري  يكســـــبان   - 118
   (2017)  2397م  ق ار مالم الأم     8دخ  لف الخارم )العمال لف الخارم(  ينتهكان برلك أ.كام ال   ة  

 ي .ل ال  يق أن إغ   .د د البلد لا يزال ياعل م  الصعل  لى الد ل الأ ضاء إ ادة مااطنف ومهارية  
 كاريا الشعب ة الديم  اط ة إلى أ طانهم  م  بم تض ات ال  ار   

 
   ( 127) العاملان لف ماال تكنالاو ا المعلامات   

ــا باوـــم وينيان     ــينيان  للتعا ن لف ماال تكنالاو ا المعلامات )المع  لة أيضـ للتعا ن لف ماال    شـــ كة تشـ
 ( تكنالاو ا المعلامات 

ــينيان  للتعا ن لف  - 119 ــ كة شـــ ــدر، ت ام شـــ ــاء  المعلامات الم تا.ة المصـــ  ل ا لمعلامات الد ل الأ ضـــ
ــينيان  آي تف”ماال تكنالاو ا المعلامات )المشـــــــــار إليها ف ما يلف باوـــــــــم   (، التف لف ك ان تاب  لا ارة “تشـــــــ

ــلحة   ــعب ة )ال اات المســ ــم   ارة الدلاع    ارة الدلاع الاطنف(  (  KPe.054الشــ ــا باوــ بتاظ ف  ”)المع  لة أيضــ
لف بلـدان    “ لاد م  العـاملي  ]لف ماـال تكنالاو ـا المعلامـات بامهاريـة كاريـا الشــــــــــــــعب ـة الـديم  اط ـة[ للعمـل

ــان  مان،   ــعب ة الديم  اط ة يد ى ك م وـــ ــا م  ومهارية كاريا الشـــ متعددة      ة  لى ذلك، قيل أن شـــــخصـــ
 وــف،    نّا المدي  العام لشــ كة تشــينيان  آي تف، متارّفل لف   يُع ف ب نا مق م لف ل دي اوــتاك، الاتحاد ال  

، 2021ب    ن ل معدات تكنالاو ا المعلامات لامهارية كاريا الشـــــــــــعب ة الديم  اط ة،  لا قد تل ى، لف  ام 
تحاي ت بالعملة المشــــ  ة م   مال لف قطاع تكنالاو ا المعلامات ماوادي  لف الصــــي   الاتحاد ال  وــــف   

 ك م وــــان    (128)ومهارية كاريا الشــــعب ة الديم  اط ة ك م كف لياك  وان يان غان  نّ المااطني  م  ي ال إ
ــعب ة  الصـــي ،   ــينيان  آي تف لف الاتحاد ال  وـــف  ومهارية لا  الديم  اط ة الشـ إيل،  لم ممللان لشـــ كة تشـ
ــة  ــا الشــــــــــــــعب ـ ــة كاريـ ــدة ومهاريـ ــائـ ــة ل ـ ــة غي  مشــــــــــــــ   ـ ــد إي ادات أونب ـ ــد انخ طاا لف تاليـ  لى التاالف، قـ

 قد أدروت د لتان  ضـــاان اوـــم شـــ كة تشـــينيان  آي تف  اوـــم ك م وـــان  مان  لى ال ائمة    (129)الديم  اط ة

__________ 

ــ    (126)  ــظــــــــــــــــــــــــــــــــــ   www.elastic.co/security-labs/DPRK-strikes-using-a-new-variant-of-rustbucketانــــــــــــــــــــــــــــــــــ
  www.sentinelone.com/blog/bluenoroff-how-dprks-macos-rustbucket-seeks-to-evade-analysis-and-

detection  
-www.state.gov/guidance-on-the-democratic-peoples-republic-of-korea-information-technologyانــظــ    (127) 

workers     www.mofa.go.kr/eng/wpge/m_25525/contents.do   ــاء ل ط ع  لى تاويهـات/تحـري ات الـد ل الأ ضــــــــــــ
بشـــ ن الأل اد م  ومهارية كاريا الشـــعب ة الديم  اط ة العاملي  لف ماال تكنالاو ا المعلامات لف الخارم   أو ى ال  يق م اب ت م   

ــتنتاواتا، انظ  الم لق  ــ ن لؤلاء العمال )ل ط ع  لى اوـــــــــــ يات التاويهات/التحري ات  (   تت ق النتائج م  محتا 68 دة خب اء بشـــــــــــ
 الم دَّمة م  الد ل الأ ضاء 

 ت يد ب ن وان يان غان قد غادر ومهارية لا  الديم  اط ة الشعب ة  2023تل ى ل يق الخب اء معلامات لف .زي ان/يان ا  (128) 
 معلامات    الأل اد التابعي  لامهارية كاريا الشعب ة الديم  اط ة  المركاري  لف لرس ال   ة ل ط ع  لى  69انظ  الم لق  (129) 

https://undocs.org/ar/S/RES/2397(2017)
http://www.elastic.co/security-labs/DPRK-strikes-using-a-new-variant-of-rustbucket
http://www.sentinelone.com/blog/bluenoroff-how-dprks-macos-rustbucket-seeks-to-evade-analysis-and-detection
http://www.sentinelone.com/blog/bluenoroff-how-dprks-macos-rustbucket-seeks-to-evade-analysis-and-detection
http://www.state.gov/guidance-on-the-democratic-peoples-republic-of-korea-information-technology-workers
http://www.state.gov/guidance-on-the-democratic-peoples-republic-of-korea-information-technology-workers
http://www.mofa.go.kr/eng/wpge/m_25525/contents.do
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ومهارية كاريا الشـعب ة الديم  اط ة، لم ك م كف لياك   لف أيار/مايا،  قامت إ.دالما ب درام أوـماء أل اد م 
    (130) وان يان غان  ك م وان  إيل،  لى ال ائمة لف أيار/مايا

ــينيان  آي تف قد أو ت معام ت   - 120 كما أبلغت إ.دى الد ل الأ ضـــــــاء ل يق الخب اء ب ن شـــــــ كة تشـــــ
،  لف تحت ل بعش ات الحسابات  2022إلى  ام    2017مليان د لار خ ل ال ت ة م   ام    50بق مة تزيد     

لف بلد ثالث،  المصــــــ ف ة لغســــــل ا ي ادات غي  المشــــــ   ة    ل ا للد لة العضــــــا، ت ام شــــــ كةل، ياود م  لا  
بالمشـاركة الم اشـ ة لف غسـل الأماال ن ابةل    شـ كة تشـينيان  آي تف   قدمت الد لة العضـا معلامات تُ يد 
ب ن شــــــ كة تشــــــينيان  آي تف اوــــــتخدمت  ددا م  الحســــــابات المصــــــ ف ة  خدمات تحايل الأماال لف إو اء 

ــعب ة خ ل ال ت ة مليان د لار ل ائدة ل يق الشـــ ك 20معام ت بق مة ت ا    ة لف ومهارية لا  الديم  اط ة الشـ
م يي  د لار   5،  أيضــــــــا لف إو اء معام ت بق مة ت ا   2022 أ ائل  ام    2020ال ا ــــــــلة بي  أ ائل  ام  

    لا تزال التحق  ات وارية  2022لأل قة الش كة لف كلةّ م  الصي   الاتحاد ال  وف لف منتصد  ام  

ل ســــــــت لديا ب انات    مااطني  كاريي  شــــــــماليي  تعت د أط اف  ” ردّ الاتحاد ال  وــــــــف بال ال إنّا   - 121
ثاللة أنهم ماواد ن لف ر وــ ا  يشــت ا لف انتهاكهم للازاءات المال ة الم   مــة م  قبل مالم الأم  بالأمم 

لم تعل   لى  ”   ردت الصــــــــي  ب نها “المتحدة،  ب  الانخ اف لف أنشــــــــطة محددة داخل ال ضــــــــاء الســــــــيب انف
  ( 25)انظ  الم لق    “أنشـــــطة مال ة وـــــيب ان ة غي  قانان ة قام بها الأل اد المعنيان داخل الحد د الصـــــين ة أي

  لم ي د بعد م  ومهارية لا  الديم  اط ة الشعب ة أي رد بهرا الش ن   

 
 ومهارية لا  الديم  اط ة الشعب ة   

أَبل  لف  قت وـــــــابق    أ س تشـــــــان  وـــــــان ،  لا  امل لف ماال تكنالاو ا كان ل يق الخب اء قد  - 122
ــة للعمل الح ، ب امج   ــ ، م  خ ل منصـ ــعب ة الديم  اط ة أليد ب نا قد  مـ المعلامات م  ومهارية كاريا الشـ

   قد انت ل السـيد أ س، م  ثمان ة أل اد آخ ي  (131)لف ماال تكنالاو ا المعلامات    د بها  ددا م  الشـ كات
ــديم  اط ــة، م  دبف، بــا مــارات الع   ــة المتحــدة، إلى ليينت ــان لف   ــا الشــــــــــــــعب ــة ال م ت طي  بامهاريــة كاري

   ردت ومهارية لا  الديم  اط ة الشــعب ة ب ن الســيّد أ س قد غادر، م  شــخصــي   2021الأ ل/ديســمب   كانان 
،    نّ الأل اد الســـتة المت  ي   2023آخ ي  )لما ك م إيل لياك  ك م ميان  تشـــال(، لينت ان لف شـــ اف/لب اي   

ــُ عـاد ن إلى بلـدلم”    لف  “وــــــــــــــيتم إط ع ]ل يق الخب اء[  لى وــــــــــــــا تهم بما د تن يـر لرا ا و اء”    “وــــــــــــ
.زي ان/يان ا، .صـــــل ال  يق  لى معلامات ت يد ب ن الأل اد اللمان ة قد غادر ا لينت ان   ينتظ  ل يق الخب اء 

 الحصال م  ومهارية لا  الديم  اط ة الشعب ة  لى معلامات الها ة الخا ة بهؤلاء الأل اد 

 قـدمـت إ.ـدى الـد ل الأ ضـــــــــــــــاء معلامـات إلى ل يق الخب اء ت يـد بـ ن شــــــــــــــ كـة تانغميان  لتاـارة   - 123
(، التف ي ال إنها شــــــــــــــ كة م  لا ومهارية لا   “تانغميان  ت ك”التكنالاو ا )المشــــــــــــــار إليها ف ما يلف باوــــــــــــــم 

، قد أ لَدت إلى الخارم  مالا لف ماال  (KPe.028)الديم  اط ة الشــعب ة  لف تابعة  دارة  ــنا ة الرخائ  
تكنالاو ـا المعلامات م  ومهارية كاريا الشــــــــــــــعب ـة الديم  اط ـة    ل ـا للـد لة العضــــــــــــــا، ل ن ك م ليا د ن ،  
المااط  م  ومهارية كاريا الشـعب ة الديم  اط ة، لا مملل شـ كة تانغميان  ت ك التف تتخر م  ومهارية لا   

ة إلى ذلك، أُليد ب ن اثني  م  مااطنف ومهارية كاريا الشــــــــــــعب ة لها    ا مــــــــــــالالديم  اط ة الشــــــــــــعب ة م  ا 
__________ 

 /https://home.treasury.gov/news/press-releases/jy1498    www.mofa.go.kr/www/brd/m_4080انــــــــظــــــــ    (130) 

view.do?seq=373689&page=17  
 (131) S/2023/172 153، ال   ة   ،S/2022/668 142، ال   ة  

https://home.treasury.gov/news/press-releases/jy1498
http://www.mofa.go.kr/www/brd/m_4080/%20view.do?seq=373689&page=17
http://www.mofa.go.kr/www/brd/m_4080/%20view.do?seq=373689&page=17
https://undocs.org/ar/S/2023/172
https://undocs.org/ar/S/2022/668
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ــان  إيل، كانا   ــان  لياك  يان وـــــــــ ــعب ة، لما يا وـــــــــ الديم  اط ة، مق مي   لف ومهارية لا  الديم  اط ة الشـــــــــ
ــعب ة الديم  اط ة، ال ا.لي       ــا دان العاملي  لف ماال تكنالاو ا المعلامات م  ومهارية كاريا الشــــــــــ يُســــــــــ

الأ ــال الالت امــ ة المختلســة   أماك  مكتب ة  أماك  إقامة،  كانا يتاوــطان م  الســماوــ ة الأوانل لصــ ف  
لف ومهارية لا   (132) يدي  لران الشــــــــــخصــــــــــان أيضــــــــــا مطعما تابعا لامهارية كاريا الشــــــــــعب ة الديم  اط ة

 لهرس الأوــــ اب، أدروت الد لة العضــــا اوــــم شــــ كة تانغميان    (133)(124الديم  اط ة الشــــعب ة )انظ  ال   ة 
   ( 134)2023ت ـك  أوــــــــــــــمـاء ك م ليا د ن   يا وــــــــــــــان  لياك  يان وــــــــــــــان  إيل  لى ال ـائمـة لف أيار/مايا  

 لهف لم ت دم بعد أي رد   لا تزال التحق  ات وارية   ومهارية لا  الديم  اط ة الشعب ة أما
 

  مال المطا م   

ــابق بـ نّ أر عـة مطـا م  وــــــــــــــاقـا ليل ـة  ا.ـدة كـانـت تاظد   - 124 كـان ل يق الخب اء قـد أبل  لف  قـت وــــــــــــ
  مااطني  م  ومهارية كاريا الشــــعب ة الديم  اط ة بعد أن كان يتعيّ  إ ادتهم إلى  طنهم بحلال كانان الأ ل/

اثني  م  لرس المطا م قد نُ لت ملكيتهما ”   ردت ومهارية لا  الديم  اط ة الشــعب ة ب نّ (135)2019ديســمب  
،  “ تشـــــغيلهما إلى مااطني  م  لا ،  أ يد لتحهما بن م الأوـــــماء الســـــاب ة،  اوـــــتم ا لف ت ديم الطعام الكاري 

 أ مـحت أنّ المطا م مملاكَة  مسـيَّ ة بالكامل  لق اللاائا ال  ية،   رلك لم تعد تتعارح م  ق ارات مالم  
الأم    ي .ل ل يق الخب اء أن ومهاريـة لا  الـديم  اط ـة الشــــــــــــــعب ـة لم ت ـدم معلامـات     مـال المطـا م  

اوــــــــــــــتم  مااطنا ومهارية كاريا الشــــــــــــــعب ـة ال ـادمي  م  ومهارية كاريا الشــــــــــــــعب ـة الديم  اط ـة  كمـا أنّا إذا 
الديم  اط ة لف الســ ط ة  لى المطعم أ  الاوــت ادة منا، ل ن تغيي  الملك ة أ  التشــغيل بشــكل روــمف إلى ل د 

     لا تزال التحق  ات وارية (136)محلف يمك  أن يكان منا رة للتهّ ب م  الازاءات
 

 العمال الطبيان   

 ليب ا   

ــعب ة  - 125  ل ا للمعلامات التف .صــــــــــــل  ليها ل يق الخب اء، كان ل يق طبف تاب  لامهارية كاريا الشــــــــــ
الديم  اط ة يعمل لف مستش ى لف ليب ا لف كانان اللانف/يناي    أشارت المعلامات إلى أن ال  يق الطبف نُ ل 

ه  تحق  ات ل يق الخب اء أن  إلى الكُ  ة  لى مت  طائ ة مســــــــــت و ة تدي لا شــــــــــ كة ن ل واي م  لا ليب ا   تظ
__________ 

 Donchan Road, Thatkhao)مطعم طاكيا واشف  تي ان اكف )العناانأ ط يق د نشان، ق ية ثاتكا ، منط ة و ساتاناك، لينت ان (132) 

Village, Sisattanak District, Vientiane) ) 
 ل ط ع  لى معلامات    الأل اد م  ومهارية كاريا الشعب ة الديم  اط ة المركاري  لف لرس ال   ة  71انظ  الم لق  (133) 
  www.mofa.go.kr/www/brd/m_4080/view.do?seq=373689&page=1انظ   (134) 
 (135) S/2022/132 82 الم لق  174، ال   ة  
ــة  لى ومهارية كاريا  (136)  ــطة التهّ ب م  الازاءات الم   مـــــ ــاركة لف أنشـــــ ــاب ة أظه ت أنا م  أول التّعم ة  لى المشـــــ التحق  ات الســـــ

ــعب ة غي  الديم  اط ة   ــعب ة الديم  اط ة  م  غي  ومهارية كاريا الشــ ــعب ة الديم  اط ة، ي ام أل اد  ك انات م  ومهارية كاريا الشــ الشــ
ل م  أول إيااد  ـ غة للإنكار بشـكل مع ال،   تغيي  تسـايل الشـ كات  الطائ ات  السـ  ، بما لف ذلك     باوـتخدام م سـ ي  أوان

ــماء مااطنف د ل أخ ى، ف ما يظل مااطنا ومهارية  ــعب ة الديم  اط ة ب وـ ــماء مااطنف ومهارية كاريا الشـ ــة    أوـ ــتعامـ ط يق الاوـ
 78، ال   تان S/2013/337ســت يد ن بط ي ة أخ ى  انظ ،  لى وــبيل الملال، كاريا الشــعب ة الديم  اط ة محت ظي  بالســ ط ة  /أ  ي

ــ     110   ص  189، ال   ة  S/2018/171ص 154، ال   ة S/2017/150ص 132    131، ال   تان S/2015/131 الم لق اللالث  شـــــــ
S/2019/171  ص   47    46، الم ل انS/2022/668  ل ط ع  لى التحق  ات الســــــاب ة بشــــــ ن المطا م 39 الم لق   64، ال   ة   

  133، ال   ة S/2020/840التابعة لامهارية كاريا الشعب ة الديم  اط ة  الماوادة لف ومهارية لا  الديم  اط ة الشعب ة، انظ  

http://www.mofa.go.kr/www/brd/m_4080/view.do?seq=373689&page=1
https://undocs.org/ar/S/2022/132
https://undocs.org/ar/S/2013/337
https://undocs.org/ar/S/2015/131
https://undocs.org/ar/S/2017/150
https://undocs.org/ar/S/2018/171
https://undocs.org/ar/S/2019/171
https://undocs.org/ar/S/2022/668
https://undocs.org/ar/S/2020/840
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   ( 137)2020     2019م  العمـــال كـــاناا يعملان لف الســــــــــــــنغـــال لف ال ت ة بي   ـــامف    10لا ي ـــل      مـــا
 ( 72طلل ل يق الخب اء إلى ليب ا ت ديم معلامات إماف ة   لا تزال التحق  ات وارية )انظ  الم لق    قد
 

 ما امبيق   

.صل ل يق الخب اء  لى معلامات ت يد ب نّ ما لا ي ل    ث ثة م  العاملي  الطبيي  م  ومهارية  - 126
كاريا الشــعب ة الديم  اط ة يعملان  لى ما يبد  لف مســتشــ يي  لف ما مبيق ا ت ارا م  كانان الأ ل/ديســمب   

   باقد تاظ ف أط ــاء وــدد ]م  ومهاريــة كاريــا   تــدرك ال  ار ال ــامــــــــــــــف”   ردت ما امبيق بــ نهــا  2022
معن ــة بــالأط ــاء المؤللي  تــ لي   ــال ــا  ”،  أمــــــــــــــــالــت أنهــا  “ال ــائمــةالشــــــــــــــعب ــة الــديم  اط ــة[  الغــاء الع اد  

 (   73)انظ  الم لق  “ المتخصصي  لأول تلب ة .اوة دائ ة الصحة الاطن ة
 

 السنغال   

لف الســـــــــــنغال،  مل ل يق طبف تاب  لامهارية كاريا الشـــــــــــعب ة الديم  اط ة داخل  دة مااق   ذلك  - 127
   ردت المنظمـة غي  الحكام ـة  لى  2020    2019.كام ـة لف ال ت ة بي   ـامف  بـالتعـا ن م  منظمـة غي   

ل دا قد   30اوـــت ســـار ل يق الخب اء بال ال إنّ ل ي ا طب ا تابعا لامهارية كاريا الشـــعب ة الديم  اط ة يت لد م   
قُدّم إلى المنظمة م  قبل و ي  ومهارية كاريا الشعب ة الديم  اط ةص  انّ ال  يق الطبف قد  مل معها لف  دة  

ف ذلك خ ل مناوـ ات دين ة  محل ةص  لا قد  مل  لى أوـاس تطا ف   طلل ل يق الخب اء مناوـ ات، بما ل
ــ ن أي أوار قد يكان تل الا ال  يق الطبف )انظ  الم لق   ــاف ة بشــــ ــنغال أن ت دم معلامات إمــــ (   74إلى الســــ

 تزال التحق  ات وارية   لا

 
  مال الانشاء   

وـــــبق ل  يق الخب اء أن كتل إلى  دد م  الد ل الأ ضـــــاء  م  الك انات بشـــــ ن ت اري  ت يد باواد  - 128
ــي ات ط ب ــعب ة الديم  اط ة يعملان لف الخارم بت شــ  تل ى م  إ.دى   ،(138)مااطني  م  ومهارية كاريا الشــ

  (139)الد ل الأ ضاء ت كيدا باواد ملل لرس المماروة

 قـد . ق ل يق الخب اء لف .ـالـة  مـال، يشــــــــــــــت ـا أنهم م  ومهاريـة كاريـا الشــــــــــــــعب ـة الـديم  اط ـة،  - 129
ــخالي ، بالاتحاد ال  وـــف،  ذلك لف   ــاكاف، وـ ــكنف لف كاروـ ــييد مبنى وـ ــاا إلى .ادث داخل ماق  لتشـ تع مـ

ــان/أب يل  ــ كة المعن ة،    2020ن ســــــــ ــاكاف أن الشــــــــ -LLC Euro ق ر مكتل المد ف العام لمدينة كاروــــــــ

Standard،   قد وــــمحت للمااطني  الأوانل بالعمل لف ماق  لتشــــييد مبنى وــــكنف متعدد الطاابق،  ذلك لف
المااطني   م  ومهارية كاريا الشــعب ة  ”   رد الاتحاد ال  وــف بال ال إنّ (140)انتهاك لتشــ يعات العمل  الها ة

للحصــال  لى خب ة  مل ة لف  الديم  اط ة اللري  أ ــي ا أثناء تشــييد المبنى الســكنف كانا يُتابعان د رة دراوــ ة 

__________ 

 م  أول .ماية الخصا  ة، قام ل يق الخب اء بتح ي  الصار الأ ل ة للأل اد، الااردة لف الم ل ات     (137) 
 (138) S/2020/151  ص  39 الم لق    146، ال   ةS/2020/840  ص  54 الم لق    139-137     108، ال   اتS/2021/211  130، ال   ة 

  83 الم لق  177   176، ال   تان S/2022/132ص   67 الم لق 
 (139) S/2020/840 139، ال   ة  
 (140) ООО “Евро-Стандарт”  

https://undocs.org/ar/S/2020/151
https://undocs.org/ar/S/2020/840
https://undocs.org/ar/S/2021/211
https://undocs.org/ar/S/2022/132
https://undocs.org/ar/S/2020/840
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ــة التعل م العالف الممالة   ــســ ــخالي  الحكام ة، مؤوــ ــتهما لف وامعة وــ ــنا ف،  ذلك لف إطار دراوــ الماال الصــ
 (   75)انظ  الم لق   “اتحاديا

 
 الروصيؤ   

ر فريق الخبراء الدول الأعضاااا ء بأنه ل يوجد إعف ء لأسااااب ب إنساااا نيؤ أو لأغراض الخدم ت  - 130 يُذك 
الق ضااي بأن تُعيد الدول جميع مواطني  (2017)  2397من قرار مجلس الأمن   8الصااحيؤ من ياار  الفقرة 

جمهوريؤ كوري  الشااااااعبيؤ الديمقراطيؤ الذين يكساااااابون في الخ رج د لًا دا ل إط ر الوليؤ القضاااااا ئيؤ لكل 
منه   وجميع الملحقين الر بعين لجمهوريؤ كوري  الشاااااعبيؤ الديمقراطيؤ المكلفين ب لإيااااارار على سااااالامؤ  

لؤ العضاااااو أن أيد رع ي  جمهوريؤ كوري  الشاااااعبيؤ الديمقراطيؤ هو من  العم ل في الخ رج  م  لي تقرر الدو 
رعا يا  تلاك الادولاؤ العضاااااااااو أو من رعا يا  جمهورياؤ كوريا  الشاااااااااعبياؤ الاديمقراطياؤ الاذين تُحظر إعا دتهي إلى  

  الوطن  طبق  لأيك م القوانين الوطنيؤ والدوليؤ الس ريؤ.
  

 المس ئل الم ليؤ   -     مس   

ي ى ل يق الخب اء أن ومهارية كاريا الشــــــعب ة الديم  اط ة ما الت تســــــت يد م  النظام المالف الد لف  - 131
  تشارك لف  مل ات مال ة غي  مش   ة، منتهكة برلك ق ارات مالم الأم    

 
 ممثلو مص رر جمهوريؤ كوري  الشعبيؤ الديمقراطيؤ في الخ رج   

بــــالتح ق م  معلامــــات م ــــادلــــا أنّ المااط  م  ومهاريــــة كاريــــا الشــــــــــــــعب ــــة   - 132 ي ام ل يق الخب اء 
)يشـار إليها ( KPe.025)  (141)الديم  اط ة، وـ م ليان وـاب، لا مملل لشـ كة كاانغسـان المصـ ف ة الكارية

(،  م  س لف بلد ثالث .تى  قت ق يل، لكنا ماواد الآن لف داند ن ،  “(KKBC”)ف ما يلبف باوــــــــم شــــــــ كة  
إلى شـه  آذار/مارس    2021  ل ا  .دى الد ل الأ ضـاء، تل ى السـيد وـ م لف ال ت ة م   ام     (142)بالصـي 
مليان    12مليان د لار م  العم ت الالت ام ة المغسالة، منها ما لا ي ل       24ما ا متا أكل  م    2023

بامهارية   (KPe.028)د لار تل الا م   مال لف ماال تكنالاو ا المعلامات تابعي   دارة  ـنا ة الرخائ   
كاريا الشـــــــعب ة الديم  اط ة   أُليد ب ن ال عض م  لؤلاء العاملي  لف ماال تكنالاو ا المعلامات قد .صـــــــلاا  
 لى  مل بصـــــــارة غي  مشـــــــ   ة م  شـــــــ كات م  الالايات المتحدة  طلباا أوارا بالعملة الالت امـــــــ ة  لى  

( ب روـــال المدلا ات  142 اشـــ  )انظ  ال   ة  ملهم   قيل أيضـــا إنّ الســـيد وـــ م قد أ  ز إلى تاار الب   الم
إلى شـ كات  ـارية    ماال مسـتمدة م   م ت الت امـ ة مسـ  قة، .تى تتمك  تلك الشـ كات الصـارية م   
تســـــــــديد مدلا ات بالعملة الارا ة م ابل وـــــــــل    الن ابة    ومهارية كاريا الشـــــــــعب ة الديم  اط ة   قد قامت  

   ردت الصــي  بال ال إنّها (143)ب درام اوــم الســيد وــ م  لى ال ائمة  2023ن/أب يل  د لتان  ضــاان لف ن ســا
 “ لم تعل   لى أي أنشــــــــــــــطة مال ة وــــــــــــــيب ان ة غي  قانان ة قام بها الأل اد المعنيان داخل الحد د الصــــــــــــــين ة”

 (   25الم لق  )انظ 

__________ 

 ( KPe.047ش كة تابعة لمص ف التاارة الخارو ة ) (141) 
  www.justice.gov/usao-dc/press-release/file/1581281/downloadانظ   (142) 
 /https://home.treasury.gov/news/press-releases/jy1435    www.mofa.go.kr/www/brd/m_4080انــــــــظــــــــ    (143) 

view.do?seq=373600&page=1  

https://undocs.org/ar/S/RES/2397(2017)
http://www.justice.gov/usao-dc/press-release/file/1581281/download
https://home.treasury.gov/news/press-releases/jy1435
http://www.mofa.go.kr/www/brd/m_4080/%20view.do?seq=373600&page=1
http://www.mofa.go.kr/www/brd/m_4080/%20view.do?seq=373600&page=1
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،  KKBC  ل ا لمعلامات م  إ.دى الد ل الأ ضــــــاء، قام الســــــيد وــــــ م أيضــــــا، ن ابة    شــــــ كة   - 133
بالعمل م  أل اد آخ ي  للحصـــــــــال  لى وـــــــــل  ل ائدة ومهارية كاريا الشـــــــــعب ة الديم  اط ة،  ذلك باوـــــــــتخدام 
شـ كات  ـارية  وـا ت شـح  مز رة  غي  ذلك م   وـائل الخداع   قدّرت الد لة العضـا أن لرس الأنشـطة 

ديم  اط ة   يُزَ م أيضــــــا أن  مليان د لار ل ائدة ومهارية كاريا الشــــــعب ة ال  700أوــــــ  ت    إي ادات بحاالف 
ــت  ا لف  ام  ــ كاءس قد اشــ ــ م  شــ ــيد وــ ــعب ة   2019الســ طائ ة لل كا ت  م  بلد ثالث ل ائدة ومهارية كاريا الشــ

     لا تزال التحق  ات وارية (144)الديم  اط ة،  ذلك لف انتهاك لل  ارات
 

 الوصول إلى النظ م الم لي الدولي   

 Green Pine)ألادت إ.دى الد ل الأ ضـــــــــاء ب نّ شـــــــــ كة غ ي  باي  أوـــــــــاشـــــــــيتد كار اريشـــــــــ   - 134

Associated Corporation (KPe.010)  )  للحصــــــــــــــال  لى خـــدمـــات تعمـــل م  مااط  م  بلـــد ثـــالـــث
مصـ ف ة   ت .ل الد لة العضـا كرلك أن شـ كة غ ي  باي  أوـاشـيتد كار اريشـ  مع  لة أيضـا ب نها تسـتخدم 

   لا تزال التحق  ات  (145) ددا م  أوـــــــماء الشـــــــ كات الصـــــــارية التابعة لامهارية كاريا الشـــــــعب ة الديم  اط ة
 وارية   م  بي  الش كات الصارية ما يلفأ

 ص(Jihyang Associated Corporation) ش كة ويه ان  أواشيتد )أ( 

 (صJihyang Technology Trade Companyش كة ويه ان  لتاارة التكنالاو ا ) )ب( 

 (صHaegumgang Trading Corporationش كة ويه ان  للتاارة ) )م( 

 & Korea Constructionشـــــــــ كة كاريا للإنشـــــــــاءات  معدات ال ا ات ال يامـــــــــ ة ) )د( 

Gym Equipment Corporationص) 

 (صGym Equipment Corporationش كة معدات ال ا ات ال يام ة ) )ه( 

 (صGym Equipment Associated Corporationش كة معدات ال ا ات ال يام ة ) ) ( 

 (صGymnastic Equipment Corporationش كة معدات الام ا  ) ) ( 

 Korea Construction and Sportsشـ كة كاريا للبناء  المعدات ال يامـ ة المتحدة ) )ع( 

Equipment United Corporationص) 

 (  Sports Equipment United Corporationش كة المعدات ال يام ة المتحدة ) )ف( 

 مــا الــت ت د إلى ل يق الخب اء معلامــات ت يــد بــ ن أل ادا  ك ــانــات م  ومهاريــة كاريــا الشــــــــــــــعب ــة  - 135
(   أ ردت د لة  ضـــا  120الديم  اط ة يســـتخدمان بصـــارة غي  مشـــ   ة النظام المالف الد لف )انظ  ال   ة 

يســـــتخدم  شـــــ ات الحســـــابات المصـــــ ف ة  ( KPe.054)أيضـــــا أنّ ك انا تابعا لا ارة ال اات المســـــلحة الشـــــعب ة 
 التابعة لبلدان ثاللة لف تحايل ا ي ادات إلى و ط ة م  س ال ئ سف   لا تزال التحق  ات وارية 

 

__________ 

  www.justice.gov/usao-dc/press-release/file/1584251/downloadانظ   (144) 
  120، ال   ة S/2022/668 رد ذك  الش كات الل ث الأ لى لف الاث  ة  (145) 

http://www.justice.gov/usao-dc/press-release/file/1584251/download
https://undocs.org/ar/S/2022/668
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 المش ريع المشرركؤ والكي ن ت الرع ونيؤ والأنشطؤ الرج ريؤ غير المشروعؤ   

ــ ن شـــــ كة الت مي  الاطن ة الكارية ) - 136 ــار  KPe.048شـــــ ع ل يق الخب اء لف إو اء تح يق بشـــ ( )المشـــ
ــم شــــ كة ) ــ ة،   حســــل ما ذك تا KNICإليها ف ما يلف باوــ ــناات ال ليلة المامــ (، التف  ادت كلي ا خ ل الســ

إ.دى الد ل الأ ضـــــــاء، م  تعام تها م  شـــــــ كات ت مي   ا ادة ت مي   شـــــــ كات قانان ة  ب  العالم بشـــــــ ن  
تســـــــــــــاية المطال ات ال ديمة  المشـــــــــــــاركة لف  ثائق ت مي  وديدة    خ اء لايتها  التهّ ب م  الازاءات التف 

بحســـــل الت اري  تحت أوـــــماء شـــــ كاتها الصـــــارية أ  شـــــ كاتها    KNICها مالم الأم ، تعمل شـــــ كة ل مـــــ
 Polestar،  شـــ كة  Samhae Insurance،  شـــ كة Rainbow Intermediariesالتابعة،  منها شـــ كة 

Insurance  أوـــــماء مملليها لف الخارم ) كلي  منهم ”تحت غطاء دبلاماوـــــف“ يعملان بســـــ ارات ومهارية  ،
، بحســـل ما ذك تا إ.دى الد ل الأ ضـــاء  ت اري   وـــائل  لديها  KNICكاريا الشـــعب ة الديم  اط ة(   شـــ كة  

ا   م، تاري  م  التارف لف الا.ت الات الت مين ة،  لناك شـــــــبهات ب نّ شـــــــ كاتها التابعة متارطة بالملل لف  
   قيل إنّها قد اوـــتخدمت شـــ كات محل ة كاهات  وـــ طة لتل ف المدلا ات أ  إروـــالها،  (146)أنشـــطة ا.ت ال ة

ــ كات يحتمل أن تكان  لى    ذلك م  أول التحايل  لى الازاءات   قد طلل ل يق الخب اء معلامات م  شــــــــ
بشــــــــــــــ كــــة   تزال   KNIC  قــــة  ال د م  معظمهــــا   لا  ينتظ   ــا ال  مــ لهــــا،  لكنــــا  التــــابعــــة    ــــالك ــــانــــات 

  وارية  التحق  ات

  ل ا لما ذك تا إ.دى الد ل الأ ضـــاء، تاا ـــل ومهارية كاريا الشـــعب ة الديم  اط ة إقامة مشـــاري   - 137
ــت كة  ك انات تعا ن ة لأول الته ب م  الازاءات،    ــتخدامشــــــ ــارية اوــــــ ــ كات الصــــــ ــ كات الااوهة  الشــــــ م شــــــ

 الالم ة   يح ق ل يق الخب اء لف معلامات وديدة  اردة م  د لة  ضــــــا ت ال ب نّ أ.د الأل اد،  لا تشــــــاي 
لف منغال ا شــــ كة  ــــارية ل ائدة ومهارية كاريا الشــــعب ة الديم  اط ة،    2019تشــــان غان، قد أنشــــ  لف  ام 

(، اوـتخدمها لف شـ اء Hanne Ulaan)يشـار إليها ف ما يلف باوـم شـ كة   Hanne Ulaan LLCلف شـ كة 
،  Hanne Ulaanالســــيد تشــــاي   شــــ ن شــــ كة الســــل  لبيان  يان    قد وــــبق ل  يق الخب اء أن . ق بشــــ ن  

 كانت السـلطات المنغال ة قد أبلغتا .ينها ب ن  ثائق تسـايل الشـ كة قد أ.يلت إلى  ناان لف ماوـكا يطابق  
 ناان وــــــــــــــ ـارة ومهاريـة كاريـا الشــــــــــــــعب ـة الـديم  اط ـة   كـانـت ت ـدي ات منغال ـا لف البـدايـة ت ى أن شــــــــــــــ كـة 

Hanne Ulaan  ارية تابعة لامهارية كاريا الشعب ة الديم  اط ة، لدلها الته ب م  الازاءات،  لف ش كة 
    لف .زي ان/(147)ثم أبلغت بعد ذلك بتاميد أماال لف .سـابات مصـ ف ة م ت طة بهرس الشـ كة   السـيد شـاي 

 اوم السيد تشاي، لضلا هما   Hanne Ulaanش كة يان ا، أدروت إ.دى الد ل الأ ضاء  لى ال ائمة اوم 

__________ 

-www.theguardian.com/uk-news/2017/apr/23/uk-freezes-assets-of-north-koreanانظ   لى وـــــــــــــبيل الملالأ  (146) 

company-in-south-london-insurance-nuclear-weapons     www.washingtonpost.com/wp-

dyn/content/article/2009/06/17/AR2009061703852.html?wpisrc=newsletter  
  https://lloydslist.maritimeintelligence.informa.com/ID013001/KNIC-refutes-new-fraud-allegations  

   https://go.recordedfuture.com/hubfs/reports/cta-2020-0209.pdf ألادت الد لة العضــــــــــــا ب ن شــــــــــــ كة   KNIC 
 .كامة ومهارية كاريا الشـــــــــعب ة الديم  اط ة .ا لتا ارتكاب الا.ت ال الت مينف م  خ ل ا ل اف لف الت مي   لى مصـــــــــان  ومهارية 
كاريا الشعب ة الديم  اط ة أ  غي لا م  الم انف،  ذلك باوتصدار بال صة ت مي   /أ  تضخ م مبل  الخسارة الن دية،  أيضا م  خ ل 

 كاارث  لى الأروا تل يق مطال ات ال
 (147) S/2021/211 89 الم لق  152، ال   ة  

http://www.theguardian.com/uk-news/2017/apr/23/uk-freezes-assets-of-north-korean-company-in-south-london-insurance-nuclear-weapons
http://www.theguardian.com/uk-news/2017/apr/23/uk-freezes-assets-of-north-korean-company-in-south-london-insurance-nuclear-weapons
http://www.washingtonpost.com/wp-dyn/content/article/2009/06/17/AR2009061703852.html?wpisrc=newsletter
http://www.washingtonpost.com/wp-dyn/content/article/2009/06/17/AR2009061703852.html?wpisrc=newsletter
https://lloydslist.maritimeintelligence.informa.com/ID013001/KNIC-refutes-new-fraud-allegations
https://go.recordedfuture.com/hubfs/reports/cta-2020-0209.pdf
https://undocs.org/ar/S/2021/211
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   لا تزال  (148)ومهاريــة كاريــا الشــــــــــــــعب ــة الــديم  اط ــة لف  ــــــــــــــ  ــات مــال ــة غي  مشــــــــــــــ   ــة بــالن ــابــة   
 وارية  التحق  ات

 ي .ل ال  يق أن لتا ومهارية كاريا الشـعب ة الديم  اط ة مؤخ ا لحد دلا بشـكل وزئف قد يزيد م    - 138
ــال ي  م    ــال م ال  ن دية  مااد  ال ة الق مة   م  المع  ف أن ال عض م  المســ .الات ا ام مااطنيها ب يصــ

لف ذلك ن اد  ذلل  منتاات   مااطنف البلد إلى الخارم يحملان معهم أشـــــــــــــ اء  ال ة الق مة لف أمتعتهم، بما
معلامـات ت يـد بـ ن ومهاريـة     قـدمـت إ.ـدى الـد ل الأ ضــــــــــــــاء  (149)الح ـاة الب يـة،  ذلـك ته  ـا م  الع ا ـات

  كاريا الشعب ة الديم  اط ة ما تزال تمارس  مل ات ته يل الن د   لا تزال التحق  ات وارية 
 

 توليد الإيرادات غير المشروعؤ من  لال الأنشطؤ السيبرانيؤ   

ــ اف/لب اي  - 139 ــيب انف أنّ الاهات    ،(150)لف شــــه  شــ ــيب ان ة  ذك ت إ.دى شــــ كات الأم  الســ ال ا لة الســ
كانت مســـــؤ لة       ،(151)التف ت  الا الد لة لف ومهارية كاريا الشـــــعب ة الديم  اط ة، ملل ماما ة لا ار س

، أي أكل  م  ث ثة أمعاف المبل   2022مل ار د لار م  العم ت المش  ة لف  ام    1,7و قة ما ي  ب م   
ــ قتا تلك الاهات لف  ام  ــ كة كرلك أنّ البلد   2021الري وـــ ــ  ن(   تُ دّر الشـــ ــاب   العشـــ ــكل الســـ )انظ  الشـــ

   م  إومالف المبل  الري  “م  أول تمايل ب امج أوـــــلحتا النا ية”يعطف الأ لاية لاخت ا  العم ت المشـــــ  ة  
ــيب انف لف ومهارية كاريا الشــــعب ة الديم  اط ة لف  ام  ، 2022وــــ قتا الاهات ال ا لة لف ماال التهديد الســ

مل ار د لار( لا الهامات التف اوـــــــتهدلت منصـــــــات التمايل  1,1كان مصـــــــدر ما ي  ب م  اللللي  ).االف  
 Harmonyبمنصــــــة ت شــــــ كة وــــــلســــــلة الكتل الخا ــــــة ال م كزية،  منها  مل ات ال   ــــــنة التف اوــــــتهدل

Bridge(152)   اللد ة ا لكت  ن ة Axie Infinity(153)، (154)     ،ل ا لت  ي  إ  مف  ــــــــــادر لف أيار/مايا  
 يسـتند إلى تحليل م  إ.دى شـ كات الأم  السـيب انف، تسـتهدف ومهارية كاريا الشـعب ة الديم  اط ة الأ ـال 

بغ ة الحصـال  لى العملة الأونب ة التف تسـتخدمها لف  ”الالت امـ ة للعديد م  شـ كات الد ل الأ ضـاء  ذلك 
  2017مل ار د لار م  العم ت المشــ  ة خ ل ال ت ة م     2,3،  وــ قت برلك ما ا متا “ب ناماها الصــار خف

__________ 

  www.mofa.go.kr/www/brd/m_4080/view.do?seq=373848&page=1انظ   (148) 
،  ( 2013)  2094،  37، ال   ة  (2016)  2270،  35، ال   ة  (2016)  2321انظ ،  لى وــــــــــــــبيــل الملــال، ق ارات مالم الأم    (149) 

-https://static.rusi.org/OP-embassies-and-elephants-north-koreas-involvement-in-the-IWTص    14 الــ ــ ــ ة

final-web.pdf   
  https://blog.chainalysis.com/reports/2022-biggest-year-ever-for-crypto-hackingانظ   (150) 
  115-113   107-105(ص انظ  ال   ات KPe.031تابعة للمكتل العام ل وتط ع )ماما ة  (151) 
ــت   (152)   ملت وـــلطات الد ل الأ ضـــاء م  بار ـــات العم ت المشـــ  ة  شـــ كات الأم  الســـيب انف م  أول اوـــت داد الأماال التف تع مـ

ــة  انظ    -https://hub.elliptic.co/analysis/elliptic-collaborates-with-binance-and-huobi-to-freezeلل   ــــــــــــــنـ

lazarus-group-hack-proceeds  
 (153) S/2022/668 148   147، ال   تان  ،S/2023/171 165، ال   ة  
، أ لنـت الهياـة الاطن ـة للتح يق لف الا ائم الاقتصــــــــــــــاديـة  البيا ـة  م . تهـا أمـام ال ضــــــــــــــاء لف الن  يج 2023لف شــــــــــــــ ـاف/لب اي   (154) 

((Økokrim    اوــــــــــــــت داد .االف تم  يعـــــادل    60أنـــــا  )مـــــا  ن  يا ـــــة  ك  نـــــة  المشــــــــــــــ  ة    5,8مليان  العم ت  م   د لار(  مليان 
  www.okokrim.no/record-cryptocurrency-seizure-in-the-axie-case.6585495-549344.html انظ 

http://www.mofa.go.kr/www/brd/m_4080/view.do?seq=373848&page=1
https://undocs.org/ar/S/RES/2321(2016)
https://undocs.org/ar/S/RES/2270(2016)
https://undocs.org/ar/S/RES/2094(2013)
https://static.rusi.org/OP-embassies-and-elephants-north-koreas-involvement-in-the-IWT-final-web.pdf
https://static.rusi.org/OP-embassies-and-elephants-north-koreas-involvement-in-the-IWT-final-web.pdf
https://blog.chainalysis.com/reports/2022-biggest-year-ever-for-crypto-hacking
https://hub.elliptic.co/analysis/elliptic-collaborates-with-binance-and-huobi-to-freeze-lazarus-group-hack-proceeds
https://hub.elliptic.co/analysis/elliptic-collaborates-with-binance-and-huobi-to-freeze-lazarus-group-hack-proceeds
https://undocs.org/ar/S/2022/668
https://undocs.org/ar/S/2023/171
http://www.okokrim.no/record-cryptocurrency-seizure-in-the-axie-case.6585495-549344.html
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   أ رد مســؤ ل لف د لة  ضــا ت دي ات لف أيار/مايا م ادلا أنّ الأنشــطة الحاوــا  ة الخبيلة  (155)2022إلى 
  (157)  ،(156)لامهارية كاريا الشعب ة الديم  اط ة تماّل نصد ب نامج البلد لف ماال ال رائد

 
 الشكل الساب   العش  ن    

إجم لي العملات المشااافرة المساااروقؤ في كل سااانؤ من قبل الجه ت الف علؤ في مج ل الرهديد السااايبراني    
 2022- 2016الر بعؤ لجمهوريؤ كوري  الشعبيؤ الديمقراطيؤ   

 )بم يي  د لارات الالايات المتحدة(

 
  Chainalysisش كة  أالمصدر 
  

ــل   - 140 ــعب ة الديم  اط ة  تاا ـــ ــيب انف التابعة لامهارية كاريا الشـــ الاهات ال ا لة لف ماال التهديد الســـ
اوـتهداف م دمف خدمات الأ ـال الالت امـ ة  قطاع الأ ـال الالت امـ ة  لى نطا  أ وـ ،  ذلك م  أول  

المــال ــة، التف   الته ب م  وزاءات الأمم المتحــدة   مــا ال ل يق الخب اء يح ق لف لــرس الانتهــاكــات للازاءات
  ت ام بها ومهارية كاريا الشعب ة الديم  اط ة 

 

__________ 

ــظــــــــــ    (155)  -https://asia.nikkei.com/Spotlight/Cryptocurrencies/North-Korean-crypto-thefts-target-Japanانــــــــ

Vietnam-Hong-Kong  
ــ    (156)  ــظـــــــــــــــ  /https://edition.cnn.com/2023/05/10/politics/north-korean-missile-program-cyberattacksانـــــــــــــــ

index.html   www.youtube.com/watch?v=fz_3PZq8gXs  
ذلبت د ل أ ضاء أخ ى أيضا إلى ال ال  لنا ب نّ ومهارية كاريا الشعب ة الديم  اط ة تستخدم أنشطتها الحاوا  ة الخبيلة لف تمايل   (157) 

ــال،   الــمــلـــــ ــل  ــبــيـــــ وـــــــــــــ انــظــ ،  ــلــى  ــة   الــنــا يـــــ ــة  ــلــحـــــ الأوـــــــــــــ ــرائــد  /أ   ــالــ ـــــ بـــــ ــة  الــمــتــعــلــ ـــــ ــا   /https://en.yna.co.krبــ امــاــهـــــ

view/AEN20230719008400320  
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https://asia.nikkei.com/Spotlight/Cryptocurrencies/North-Korean-crypto-thefts-target-Japan-Vietnam-Hong-Kong
https://asia.nikkei.com/Spotlight/Cryptocurrencies/North-Korean-crypto-thefts-target-Japan-Vietnam-Hong-Kong
https://edition.cnn.com/2023/05/10/politics/north-korean-missile-program-cyberattacks/%20index.html
https://edition.cnn.com/2023/05/10/politics/north-korean-missile-program-cyberattacks/%20index.html
http://www.youtube.com/watch?v=fz_3PZq8gXs
https://en.yna.co.kr/view/AEN20230719008400320
https://en.yna.co.kr/view/AEN20230719008400320
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 قطاع العم ت المش  ة   

ــيب انف - 141 ــ اف/لب اي    (158)ذك ت إ.دى شــــــــــ كات الأم  الســــــــ أنّ شــــــــــ كة مزم العم ت    2023لف شــــــــ
  ل ا    Blender.io(159)لف  لى الأروا إ ادة تســــــم ة لشــــــ كة  Sinbad)) “وــــــندباد”الالت امــــــ ة الاديدة  

مليان د لار م  البيتكاي  المكتسـ ة م  الاخت اقات المنسـا ة    100بغسـل ما ي  ب م    وـندبادللت  ي ، قامت 
   شــــ كة  2022.زي ان/يان ا  لف   Harmony Bridgeإلى ماما ة لا ار س، بما لف ذلك اخت ا  منصــــة 

   تشـــغيلها،  المحالل الم ت طة ب .د المشـــغلي     “ن م ال  د المســـؤ ل أ  الماما ة المســـؤ لة”لديها  وـــندباد
ــ كة  ــ  ة نحا تُظه    Blender.ioالمحتملي  لشــــــ ــا تحاي  للعم ت المشــــــ ــندبادأيضــــــ    ي ال إن نمل (160)وــــــ

السلاك  لى السلسلة متشابا ودا بي  الش كتي ، بما لف ذلك تاخف الخصائص المحددة للمعام ت  اوتخدام  
ــ كة المزم ”الخدمات الأخ ى للتعت م     ة  لى ذلك،  ــندبادل نّ الط ي ة التف تعمل بها شــــ مماثلة لط ي ة   وــــ

م   دة أ وا، بما لف ذلك رما  المزم المكانة م   شـــ ة أرقام،  خطابات الضـــمان   Blender مل شـــ كة 
   لا تزال التحق  ات “الماقعة م   ناان الخدمة،  الت خي  لف إناا  المعاملة لمدة وــــــــــ عة أيام كحد أقصــــــــــى

 بهرا الش ن وارية  

ــ ن يا  لايهاي،  لا مااط    - 142 ــاء بشــــــــــ  يح ق ل يق الخب اء لف معلامات م  إ.دى الد ل الأ ضــــــــــ
 ــــــينف  تاو   م ت الت امــــــ ة بالب   الم اشــــــ ، ي ام بتســــــهيل تحايل العم ت الالت امــــــ ة التف وــــــ قتها  

شـين  لان  مان،  الاهات ال ا لة السـيب ان ة لف ومهارية كاريا الشـعب ة الديم  اط ة إلى  ملة  را ة،   شـ ن ت
 لا تاو  بالب   الم اشـ  م  بلد ثالث  م  س لف لان  كان ،  مل م  السـيد يا  م  أول تحايل المدلا ات  
إلى الشـ كات لف م ابل العم ت الالت امـ ة   ي ال إن السـيد تشـين  اوـتخدم شـ كات  ـارية لتمكي  الاهات  

ــعب ة الديم  اط ة ــات المال ة  لى   ال ا لة لف ومهارية كاريا الشــ ــســ ــها المؤوــ ــاابل التف ت  مــ م  تاا   الضــ
التمايل غي  المشـ  ع   قد أدروت إ.دى الد ل الأ ضـاء اوـم السـيد يا   اوـم السـيد تشـين   لى ال ائمة لف  

   كان يدي لما لف لرس الأنشــطة شــخص ثالث م  ومهارية كاريا الشــعب ة الديم  اط ة، لا (161)ن ســان/أب يل
ــ م ليان وـــاب )انظ  ال   تي   ــيد  133   132وـ ــيد يا   السـ ــار ل يق الخب اء بشـــ ن السـ ــت سـ (   ردا  لى اوـ

لم تعل   لى أي أنشــــــطة مال ة إلكت  ن ة غي  قانان ة م  قبل الأل اد المعنيي   ”تشــــــن ، أوابت الصــــــي  ب نها 
ــين ة ــيب ان ة التف ذك لا ال  يق لا تندرم مـــــم  النطا  الري تحظ س   داخل الحد د الصـــ       نّ الأنشـــــطة الســـ

 (  25)انظ  الم لق   “ال  ارات

 لف مح ظــة لام كزيــة غي  ا.تاــا يــة ،  Atomic Wallet.زي ان/يان ــا، أكــدت مح ظــة    3 لف   - 143
   ذلبت إ.دى شـ كات (162)تتخر م  إوـتان ا م  ا لا، أنها تل ت ت اري     تعّ ح بعض المحالل ل خت ا 

ــ  ة   ــال المشــ ــل الأ ــ ــارت إلى أن  مل ة غســ ــؤ لة،  أشــ ــيب انف إلى أنّ ماما ة لا ار س لف المســ الأم  الســ
__________ 

ــ    (158)  ــظـــــــ -https://hub.elliptic.co/analysis/has-a-sanctioned-bitcoin-mixer-been-resurrected-to-aid-northانـــــــ

korea-s-lazarus-group  
   Tornado Cash شـــــــــ ك المزم    Blender.io، أدروت إ.دى الد ل الأ ضـــــــــاء  لى ال ائمة اوـــــــــم شـــــــــ كة المزم  2022لف  ام  (159) 

  161، ال   ة S/2023/171 ،  147، ال   ة S/2022/668 انظ 
ــ ة  (160)  ــيب انف )انظ  الحاشــ ــنة الم ت طي  بكاريا  ”أ  س( أنها   150تُ يد شــــ كة أخ ى م  شــــ كات الأم  الســ لا.ظت محالل تابعة لل  ا ــ

  “الشمال ة ت ول الأماال إلى خدمة ]وندباد[
  https://home.treasury.gov/news/press-releases/jy1498انظ   (161) 
  https://atomicwallet.io/blog/june-3rd-event-statementانظ   (162) 

https://hub.elliptic.co/analysis/has-a-sanctioned-bitcoin-mixer-been-resurrected-to-aid-north-korea-s-lazarus-group
https://hub.elliptic.co/analysis/has-a-sanctioned-bitcoin-mixer-been-resurrected-to-aid-north-korea-s-lazarus-group
https://undocs.org/ar/S/2022/668
https://undocs.org/ar/S/2023/171
https://home.treasury.gov/news/press-releases/jy1498
https://atomicwallet.io/blog/june-3rd-event-statement
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ــ  قة اتّ عت   ــل  ائدات الاخت اقات ”المســـ ــتخدمة لغســـ ــلة م  الخطاات التف تتطابق تماما م  تلك المســـ ــلســـ وـــ
  وــــندباد   قد تم غســــل الأ ــــال المســــ  قة م  خ ل منصــــة  (163)“الســــاب ة التف ارتكبتها ماما ة لا ار س

 5 500مليان د لار قد وــــُ قت م  أكل  م    100 أ مــــحت ت اري  إمــــاف ة م  ن م الشــــ كة أنّ أكل  م   
ــنة  (164)مح ظة مخت قة ــا إلى أنّ ال  ا ــــــــ ــيب انف أيضــــــــ ــ كة الأم  الســــــــ ــة  ”   ذلبت شــــــــ قد تحالاا إلى منصــــــــ

Garantex  ( 165)“]للعم ت المشــــــ  ة[، التف ياود م  لا لف ر وــــــ ا، م  أول غســــــل الأ ــــــال المســــــ  قة   
ــة   قد    ردا  لى (166)2022 لى ال ائمة لف ن ســـان/أب يل   Garantexقامت د لة  ضـــا ب درام اوـــم منصـ

   اوت سار ل يق الخب اء، ذك ت إوتان ا ب ن ال ض ة قيد التح يق 
 

 ب ما ات انتزاع ال دية   

ي .ل ل يق الخب اء أن د لتي   ضــاي  أ ــدرتا تحري ا لف شــ اف/لب اي  بشــ ن  واد .ملة  الم ة  - 144
لب امج انتزاع ال دية تشنعها ومهارية كاريا الشعب ة الديم  اط ة مدّ ألداف لف ماال ال  اية الصح ة  اله اكل  

الق ام برلك لا يضـــــــم  اوـــــــتعادة  ”   نّ ا التحري  الضـــــــحايا إلى  دم دل  ال دية لأنّ  (167)الأوـــــــاوـــــــ ة الحياية
ا ت  قد يشــكّل خط ا م  .يث الازاءات    يتضــم  التحري  تا ــ ات بشــ ن مااوهة .اادث  “المل ات  الســّ

ب ما ات انتزاع ال دية  التّخف ف م  .دتها،  ت ا ـــــيل بشـــــكل اللغ ات  المخاط  الأمن ة الشـــــائعة  مؤشـــــ ات  
    ل ا للتحري ، تســـتخدم ومهارية (168)لرس الب ما اتم   H0lyGh0st لصـــند   Mauiلصـــند  التع ح 

كاريـا الشــــــــــــــعب ـة الـديم  اط ـة ا ي ادات المتـ ت ـة م  لامـات ب ما ـات ال ـديـة لف تمايـل العمل ـات الســــــــــــــيب ان ـة  
 الخبيلة الأخ ى  تمايل أ لايات البلد  ألدالا 

 
 الروصي ت   

ع فريقُ الخبراء الادول الأعضااااااااا ء على تو ي اليقظاؤ  يما  يرعلق  - 145 برهر ب جمهورياؤ كوريا   يُشاااااااااج 
الشااااعبيؤ الديمقراطيؤ من الجزاءات الم ليؤ عبر اساااارخدام الشاااارك ت الصااااوريؤ والشاااارك ت الر بعؤ من قبل 

ويشاجع فريق الخبراء أيضا  الدول الأعضا ء على تقديي أسام ء    كي ن ته  المدرجؤ على ق ئمؤ الأمي المرحدة.
 الشرك ت وغيره  من البي ن ت الرعريفيؤ إلى الفريق و/أو إلى اللجنؤ  يسب القرض ء.

__________ 

-https://hub.elliptic.co/analysis/north-korea-s-lazarus-group-likely-responsible-for-35-millionانــــــــظــــــــ    (163) 

atomic-crypto-theft  
  https://hub.elliptic.co/analysis/north-korea-linked-atomic-wallet-heist-tops-100-millionانظ   (164) 
ت خ صــــها لف ماال ت ديم خدمات  2022، لكنها ل دت لف شــــ اف/لب اي   2019لف إوــــتان ا لف  ام   Garantexتم تســــايل منصــــة   (165) 

بمعظم  مل ات العم ت الالت امـ ة لف ماوـكا  وـان   Garantexالعم ت الالت امـ ة    ل ا  .دى الد ل الأ ضـاء، ت ام منصـة 
 بط وب غ، بالاتحاد ال  وف 

  https://home.treasury.gov/news/press-releases/jy0701انظ   (166) 
أ لامـات ب ما ـات انتزاع ال ـديـة  لى البن ـة  StopRansomware#”ل ط ع  لى التحـري  المشــــــــــــــت ك المعنان    76انظ  الم لق   (167) 

  “الحياية تماّل الأنشطة السيب ان ة الخبيلة لامهارية كاريا الشعب ة الديم  اط ةالتحت ة 
الاهة ال ا لة لف ماال التهديد الســــــــــيب انف، التابعة لامهارية كاريا الشــــــــــعب ة الديم  اط ة، التف ت د  راء الهامات بب ما ات انتزاع   (168) 

  164   163، ال   تان S/2023/171  انظ  Andarielال دية يُشار إليها باوم 

https://hub.elliptic.co/analysis/north-korea-s-lazarus-group-likely-responsible-for-35-million-atomic-crypto-theft
https://hub.elliptic.co/analysis/north-korea-s-lazarus-group-likely-responsible-for-35-million-atomic-crypto-theft
https://hub.elliptic.co/analysis/north-korea-linked-atomic-wallet-heist-tops-100-million
https://home.treasury.gov/news/press-releases/jy0701
https://undocs.org/ar/S/2023/171
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ويكرر فريق الخبراء توصايره بأن تنفذ الدول الأعضا ء في أقرب وقت ممكن توجيه ت فرقؤ العمل  - 146
المعنيؤ ب لإجراءات الم ليؤ بشاااأن الأصاااول الفرراضااايؤ ومقدمي  دم ت الأصاااول الفرراضااايؤ  بم  في ذلك  

 (.“ق عدة السفر” المنقحؤ )و 15الرنفيذ الك مل للروصيؤ 

ويوصاي فريق الخبراء كذلك بأن تنظر الدول الأعضا ء في تكثية التصا ل الفع ل بقط إ الأصاول  - 147
الفرراضااااايؤ للرأك د من ساااااعؤ نط ق الوعي بسااااارق ت الأصاااااول الفرراضااااايؤ الري تقوم به  جمهوريؤ كوري   

من هذ  الهجم ت الشاااعبيؤ الديمقراطيؤ عبر الإنررنت  ويوصااايه  كذلك بأن ترخذ الردابير المن سااابؤ للوق يؤ 
 والرصدي له .

  
 الآث ر الإنس نيؤ غير المقصودة للجزاءات  -   س دس   

أنّ وزاءات الأمم المتحـدة ، يؤكـد مالم الأم  م  وـديـد  (2017)  2397م  ال  ار    25لف ال   ة   - 148
لا ي صـد بها إلحا  أمـ ار إنسـان ة بالسـكان المدنيي  لف ومهارية كاريا الشـعب ة الديم  اط ة،  يشـدد  لى أن  
البلد يتحمّل المســـــــــــــؤ ل ة    تلب ة الا.ت اوات المد شـــــــــــــ ة للناس،   لى أنّ البلد م   او ا تلبيتها بالكامل   

ت المتا.ة المتعل ة بالحالة ا نسـان ة   المسـا دات ا نسـان ة الم دمة إلى   ا ـل ل يق الخب اء ر ـد المعلاما
    ال  ارات الأخ ى ذات الصلة  (2017) 2397م  ال  ار   25   24البلد  م  بال   تي  

، الري اتخرس مالم الأم  مؤخ ا  شــدد ف ا  لى مــ  رة (2022)  2664 يشــي  ال  يق إلى ال  ار  - 149
الت ليل إلى أدنى .د م  الآثار ا نسـان ة الضـارة غي  الم صـادة للازاءات  اقت ع ف ا وملة م  التدابي  لبلاغ 

ــا إلى التحديث الري أدخلتا اللانة لف  ــا دة  لى   2023.زي ان/يان ا   2لرس الغاية،  أيضــــ  لى مرك ة المســــ
 شـــــــ .ا لتطبيق لرا ال  ار    (2022)  2664،  الري تضـــــــمّ  العنا ـــــــ  ذات الصـــــــلة م  ال  ار  7قم التن ير ر 

   (169)مم  و ا  المسا دة ا نسان ة الم دمة إلى ومهارية كاريا الشعب ة الديم  اط ة

 
 الح لؤ الإنس نيؤ   

ما ال ل يق الخب اء يسـلّم بعدم  واد ب انات ماثاقة    الحالة ا نسـان ة لف ومهارية كاريا الشـعب ة  - 150
الـديم  اط ـة،  ذلـك م د بـالأخص إلى إغ   .ـد د البلـد  مـا نام    ذلـك م   از معظم الم اقبي  الأوـانـل  

أيضــا  دم  واد منها ة ت صــل   المنظمات ا نســان ة    ا ب غ    الأ مــاع داخل البلد   ي .ل ال  يق
ــة المتمللة لف   ــتم  ال  يق لف العمل بالمماروــ نتائج الازاءات المتعددة الأط اف    العاامل الأخ ى   قد اوــ

ال د د م   لى لرا   79(، .يث ت د لف الم لق 78إروــــال اوــــتب انا إلى المنظمات ا نســــان ة )انظ  الم لق  
   ها الاوتب ان غي  ذك  أوماء أ حاب

ــان ة  - 151 ــاء  المنظمات غي  الحكام ة تصـــد الحالة ا نسـ  لا تزال ك انات الأمم المتحدة  الد ل الأ ضـ
لف ومهارية كاريا الشـــــعب ة الديم  اط ة ب نها آخرة لف التدلار، .يث تشـــــي  مصـــــادر الأمم المتحدة إلى أنّ  

  (170)ن م  ن ص التغريةلف المائة م  السـكا  45,5مليان شـخص يحتاوان إلى المسـا دة ف ما يعانف   11,3

__________ 

  7ل ط ع  لى تحديلات مرك ة المسا دة  لى التن ير رقم  77انظ  الم لق  (169) 
  www.fao.org/documents/card/en/c/cc3017enانظ   (170) 

https://undocs.org/ar/S/RES/2397(2017)
https://undocs.org/ar/S/RES/2397(2017)
https://undocs.org/ar/S/RES/2664(2022)
https://undocs.org/ar/S/RES/2664(2022)
http://www.fao.org/documents/card/en/c/cc3017en
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 قد شــهدت قطا ات الأم  الغرائف  تغرية الأط ال  التغط ة بالتمن    الحصــال  لى الم اس النظ  ة  خدمات  
    (171)الص ف الصحف  النظالة الصح ة الأواو ة كلها تدلارا

 م  الممك  أن يكاد م دّ الحالة ا نســـــــــــــان ة لف ومهارية كاريا الشـــــــــــــعب ة الديم  اط ة إلى  اامل   - 152
ــادية للبلد، التف تعطف   ــات الاوتماع ة  الاقتصـ ــ اوـ ــمل لرس العاامل السـ ــال ة    ت تيل تنا لف، تشـ  ديدة متضـ

(  ما نتج  19-الأ لاية لأوـلحة الدمار الشـامل  للصـااري  ال ال سـت ة، ثم وائحة م ح لي  س كار نا )كاليد
 نهـا م  إغ   للحـد د، لالكاارث الطب د ـة، لالدروة المتـدن ـة  لى وــــــــــــــلم الأ لايات التف يضــــــــــــــ  ليهـا البلـد 

  (172)المسا دات ا نسان ة،  كرلك الآثار غي  الم صادة للع ا ات

م  وـــــــــــ اوـــــــــــات إغ   الحد د  قياد الحا  الصـــــــــــحف،   2023  عد التخف ف قلي  لف ر     ام   - 153
ــهد  ــ  يشــــــــ ــتُؤن ت بعض  اردات الحباب  المنتاات الغرائ ة الأخ ى  المنتاات الطب ة، مما وعل الامــــــــ اوــــــــ
بحلال الصــــــــــ ف بعض التحســــــــــ   لى الأقل   قد يكان م  ر  الســــــــــ اوــــــــــات لف ومهارية كاريا الشــــــــــعب ة  

  (173)  اط ة بصدد  يادة منا الأ لاية للإنتام الزرا ف  انتام الحبابالديم

 ي .ل ل يق الخب اء أنّا ما م  شـك ت  ي ا لف أن وزاءات الأمم المتحدة  تطب  ها قد ألضـ ا، .تى  - 154
  19-كاليدومهارية كاريا الشـــــعب ة الديم  اط ة للحد د بســـــبل  م  ت او  الت ثي  النســـــبف للازءات منر إغ    

، إلى ت ثي ات غي  م صــــــــــــادة  لى الامــــــــــــ  ا نســــــــــــانف   لى بعض واانل  مل ات  2020لف أ ائل  ام  
ا غاثة، بما تسـبل لف ت اقم المشـاكل الناومة    السـ اوـات الاقتصـادية للبلد،  ذلك  لى ال غم م   ـعا ة  

المعلامــات الااردة إل ــا م  الــد ل  ال ال بــرلــك تحــديــدا   ــالاوــــــــــــــتنــاد إلى الت ي مــات التف أو الــا ال  يق  الى  
ــان ة  ا ــاء  م  الاهات ال ا لة ا نسـ ــتنادا إلى الأ ضـ ــت لي   ل بل ت شـــف الاائحة، ألاد ال  يق، اوـ لخب اء المسـ

__________ 

 لى ال غم م  .صــاد ماوــم الخ يف الري كان متاوــطا، نشــ ت مصــادر  ديدة ر ايات متناقضــة    أوــعار الأغرية لف ومهارية  (171) 
-www.38north.org/2023/06/north-korean-market-pricesكاريـا الشــــــــــــــعب ـة الـديم  اط ـة )انظ ،  لى وــــــــــــــبيـل الملـال، 

suggest-serious-food-shortages     www.rfa.org/korean/in_focus/nk_nuclear_talks/foodprice-

06262023095213.html  ــان ة لف  ام ــؤ ن ا نســ ــيق الشــ ــخاص الري  يعانان م  انعدام   2022(   قدر مكتل تنســ أن  دد الأشــ
-https://reliefweb.int/report/democratic-peoplesلف المـــائـــة م  الســــــــــــــكـــان )انظ     60الأم  الغـــرائف قـــد ارت   إلى  

republic-korea/crisisinsight-weekly-picks-31-may-2023  كما انتشـــــــ ت  لى نطا   اوـــــــ  الت اري  التف ت يد بزيادة  )
(   أبل  خب اء خــارويان ل يق الخب اء بــ نــا م  المع ال 81     80الاف ــات النــاومــة    الااع،  ان ت ــاينــت الآراء )انظ  الم ل ي   

 الا ت اد ب ن بعض المناطق تشهد ظ  لا ش ا مااع ة،    ن بعض الاما ات قد تكان تااوا بال عل .الة ماا ة 
لف شــ اف/لب اي ، ذك ت  ــح  ة .كام ة لف ومهارية كاريا الشــعب ة الديم  اط ة أن الا تماد  لى المعانة الخارو ة لمعالاة .الات  (172) 

-www.nknews.org/pro/state-media-review-north)انظ    “الحلاى المســــــــــــــمامـة”ن ص الأغـريـة وــــــــــــــ كان ممـاث  ل بال  

korea-rejects-humanitarian-aid-as-poison-candy  
  http://rodong.rep.kp/ko/index.php?MTJAMjAyMy0wMi0yMi1OMDI4QDE1QDJAQDBAMjg   )

لا تعت د وــلطات كاريا الشــمال ة أن المعانة ا نســان ة وــاف تحســّ  بشــكل وال ي ” كما أخب ت إ.دى المنظمات ا نســان ة ال  يق، 
  “ معها الاقتصاديص بل ت ى أنّ لرس المعانة تزيد ل ل م  ا تماد ك ار مسؤ ليها  شعبها  لى العالم الخاروف

،  2023وعلـت ا ـادة البلـد الزرا ـة أ لايـة لف الاوتمـاع العـام الســـــــــــــــاب  للانـة الم كزيـة اللـامنـة لحزب العمـال الكاري لف آذار/مـارس   (173) 
الأ ل/ديســــــــــــــمب     تم كـــــانان  لـــــدف م     2022لف  كـــــ  ل  الحباب  إنتـــــام  ــ ـــــة الاثنف  شــــــــــــــ ”إدرام  ال ئ ســــــــــــ انظ     “الألـــــداف 

www.kcna.kp/en/article/q/be316125bbf4e33c49d80b628336942c.kcmsf  
  www.kcna.kp/en/article/q/ca7280c2250709518dc9e8e91bac53cf.kcmsf  

http://www.38north.org/2023/06/north-korean-market-prices-suggest-serious-food-shortages
http://www.38north.org/2023/06/north-korean-market-prices-suggest-serious-food-shortages
http://www.rfa.org/korean/in_focus/nk_nuclear_talks/foodprice-06262023095213.html
http://www.rfa.org/korean/in_focus/nk_nuclear_talks/foodprice-06262023095213.html
https://reliefweb.int/report/democratic-peoples-republic-korea/crisisinsight-weekly-picks-31-may-2023
https://reliefweb.int/report/democratic-peoples-republic-korea/crisisinsight-weekly-picks-31-may-2023
http://www.nknews.org/pro/state-media-review-north-korea-rejects-humanitarian-aid-as-poison-candy
http://www.nknews.org/pro/state-media-review-north-korea-rejects-humanitarian-aid-as-poison-candy
http://rodong.rep.kp/ko/index.php?MTJAMjAyMy0wMi0yMi1OMDI4QDE1QDJAQDBAMjg
http://www.kcna.kp/en/article/q/be316125bbf4e33c49d80b628336942c.kcmsf
http://www.kcna.kp/en/article/q/ca7280c2250709518dc9e8e91bac53cf.kcmsf
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معلامات م  مصــــــــــادر مختل ة، ب ن الأث  غي  الم صــــــــــاد للازاءات  لى الا.ت اوات ا نســــــــــان ة للســــــــــكان  
  :(174)المدنيي  قد يشمل ما يلف

 يادة التهم ش الاوتما ف م  اوـــتاابة النخل لكل م  وزاءات الأمم المتحدة  غي لا م   )أ( 
 ص(176) ،(175)الازاءات بتشديد ال قابة  لى الماارد

انخ اح وــــبل كســــل الد ش للعاملي  لف ال طا ات المت ث ة بالازاءات  اوــــتم ار ال طالة  )ب( 
 ص(177)الناومة    ذلك

ــةاوــــــــــــــتم ار الن ص لف   )م(  ــدات الزراع ـ ــاقم   ،(179) ن ص الاقاد  (178)المعـ ــا يؤدي إلى ت ـ بمـ
 ص(180)المستايات المنخ ضة أ   م  م كنة الزرا ة

    (182) ،(181) يادة تعطيل و ول التاريد الطب ة )د( 
 

__________ 

 (174) S/2019/171  ال   ة ال   ة  S/2019/691ص  176،  ال   ة  S/2020/151ص  83،  ال   ات  S/2020/840ص  209،   ،156-158 
ص  190-187، ال   ات  S/2022/132     ص178-174، ال   ات  S/2021/777 ص  171-168، ال   ات  S/2021/211 ص  160  
  S/2022/668 ص  166-163، ال   ات S/2023/171 م  لرا الت  ي   82  انظ  أيضا الم لق 180   179، ال   تان 

ــبل منر  ام   (175)  ــاد الســــــا ،  لا ما تســــ ــ ط ة الد لة تؤدي إلى كســــ لف انخ اح قدرة الأوــــــ   امة  لى  2017ي ى خبي ان أن  يادة وــــ
 الا ال إلى الأواا ،  أيضا لف ت لص ميزان اتها 

، أ  ب مالم الأم ، لف وملـة أمار،    بـال  قل ـا إ اء اوــــــــــــــتم ار البلـد لف تطاي  (2017)  2397م  دي ـاوـة ال  ار   4لف ال   ة   (176) 
الأوـــــلحة النا ية  ال رائد التســـــ ارية    ط يق تحايل الماارد التف تشـــــتد الحاوة إليها بعيدا    أل اد الشـــــعل لف  قت تكان لديهم  

 ا.ت اوات كبي ة غي  مل اة 
م  دوــــــــتار البلد(   ي ى خبي ان أن لرس   30    29تضــــــــم  ومهارية كاريا الشــــــــعب ة الديم  اط ة العمالة الكاملة لشــــــــعبها )المادتان   (177) 

 ا شارة لا محل لها 
ب مكان  ـــــنا ة الرخائ  لف ومهارية كاريا الشـــــعب ة الديم  اط ة أن تصـــــن  كم ات كبي ة م  مختلد المعدات  الآلات الزراع ة، إذا   (178) 

-https://kcnawatch.org/newstream/1664356199-252182552/kimق رت الحكامة تخصـــــــــــــ ص الماارد لرلك )انظ  

jong-un-sends-farm-machines-to-south-hwanghae-province ي ى خبي ان أن لــرا الت ي م غي  دقيق  غي  كــامــل   )
 لأن المااد المحظارة مطلا ة  نتام لرس السل  

قدمت الد ل الأ ضـــاء معلامات ت يد ب ن ومهارية كاريا الشـــعب ة الديم  اط ة تاا  ت كلي ا وـــ د اوـــتي اد المنتاات الن ط ة المك رة  (179) 
(ص  لف الاقت 30    29)انظ  ال   تي     (2017) 2397لف كل  ام،  ذلك منر بدء العمل بهرا الســـــــــ د بماول ق ار مالم الأم   

م يي  ب ميل،  ما ال البلد يصــــــــــدّر ال حم لف انتهاك لل  ارات   4ن ســــــــــا، لم ت ت ب  اردات الن ل الخام م  الســــــــــ د الســــــــــناي ال ال  
 (    عد بدء العمل بس د الن ل، انخ ض الحام ا ومالف للااردات م  الن ل المك ر 76-74ال   ات  )انظ 

ي ى خبي ان أن الانخ ـاح العـام لف  ـائـدات التصـــــــــــــــدي ، النـاوم    الحظ  ال طـا ف، أدى إلى ت لص الماارد المتـا.ـة لاوــــــــــــــتي اد   (180) 
ال طا ف   ي ى الخبي ان أيضـا    “الاوـتي اد”المعدات الزراع ة  الأوـمدة  الاقاد،  أن  اردات لرس السـل  الأوـاوـ ة ت ث ت بد رلا بحظ  

 أن قطا ات الغراء  الطاقة  الضمان الاوتما ف قد  انت بسبل ذلك 
لا  واد لحظ   لى تصـــــدي  الأد ية  اللاا م الطب ة إلى ومهارية كاريا الشـــــعب ة الديم  اط ة،  المنظمات ا نســـــان ة تبرل لف الاقت  (181) 

ن ســـــــــا وهادا م  أول ت ديم ا مدادات ذات الصـــــــــلة إلى البلد م  خ ل ا و اء ال ائم، الري يعمل بشـــــــــكل ويد، لف ماال ا   اء 
 للأغ اح ا نسان ة 

ي ى خبي ان أن لرس الامط ابات لف  اردات المااد الحياية للأغ اح الطب ة ناومة    انخ اح الا.ت اط ات م  العم ت الأونب ة   (182) 
(،  87     86، الم ل ـان  S/2019/171ال طـا ف )ل ط ع  لى أمللـة  لى المااد الطب ـة المحظارة، انظ     “الاوــــــــــــــتي اد”    .ظ   

  أيضا    تانّل المخاط  م  قبل الماردي  الأوانل 

https://undocs.org/ar/S/2019/171
https://undocs.org/ar/S/2019/691
https://undocs.org/ar/S/2020/151
https://undocs.org/ar/S/2020/840
https://undocs.org/ar/S/2021/211
https://undocs.org/ar/S/2021/777
https://undocs.org/ar/S/2022/132
https://undocs.org/ar/S/2022/668
https://undocs.org/ar/S/2023/171
https://undocs.org/ar/S/RES/2397(2017)
https://kcnawatch.org/newstream/1664356199-252182552/kim-jong-un-sends-farm-machines-to-south-hwanghae-province
https://kcnawatch.org/newstream/1664356199-252182552/kim-jong-un-sends-farm-machines-to-south-hwanghae-province
https://undocs.org/ar/S/RES/2397(2017)
https://undocs.org/ar/S/2019/171
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 عملي ت المنظم ت الإنس نيؤ   

لل  د وــــــــنايا  يال  ماردا بال  د لار   2قبل الاائحة، كان .ام المســــــــا دات ا نســــــــان ة يملل .االف  -   155
ــد  ة  ــكان ة الضــ ــ ة ل عض المناطق  ال اات الســ ــان ة ب ن  مل ة إغ    ( 183) الألم ة بالنســ    ت يد المنظمات ا نســ

الحد د  غي لا م  تدابي  الاقاية م  الااائا قد أ طت طائ ة متنا ة م  النتائج، منها تعليق أنشـــــــــــــطة المعانة  
التف تضــــــطل  بها المنظمات أ  ت ل صــــــها بشــــــدة،  انخ اح ال درة  لى ت ي م الأث  المحتمل للازاءات،  تدلار  

ة لف ومهاريـة كاريـا الشــــــــــــــعب ـة الـديم  اط ـة   رغم أنّ بعض المنظمـات قـد أكـدت أن    ح  الحـالـة ا نســــــــــــــان ـ
المســــا دات لم تلق أي ت ا ل إياابف، ل نّ  دة منظمات أخ ى ألادت ب درتها  لى تالي  مســــتاى منخ ض م  

 د م  الم اا ة   ، م   واد قدر محد  2023ا مدادات ا نسان ة لامهارية كاريا الشعب ة الديم  اط ة لف  ام 

 شـــــددت المنظمات ا نســـــان ة المســـــتاي ة كرلك  لى الصـــــعا ات المســـــتم ة لف ت ديم المعانة بســـــبل   -   156
إغ   الحد د،  طال لت ة الحا  الصــحف،  التطهي ،  المســائل ا دارية   تختلد المنظمات لف ت ي مها ل ثار  

  :العاامل المحتملة التال ة   المحتملة لازاءات الأمم المتحدة  لى  ملها،  لف قد ذك ت وملة آثار م  بينها 

  دم  واد قناة مص ف ةص  )أ( 

قلــة  ــدد الماردي  الــري  يت ــدمان بطل ــات للحصــــــــــــــال  لى  طــاءات، ممــا يؤث   لى  )ب( 
 الأوعار  الاادةص

  يادة الت خي ات الام ك ةص )م( 

  لء العمل ا مالف المتملل لف ت ديم طل ات ا   اءص )د( 

 الت خي ات لف المشت يات  )ه( 

 ذلبت منظمتان إلى أنّ و اوة إغ   الحد د قد أدت إلى ت اقم الحالة ا نسان ة لف البلد بشدة،  أنّ وزاءات 
تـ ثي ، أ  أنّ تـ ثي لـا كـان مــــــــــــــاي ص  ألـادت اثنتـان م  المنظمـات الأخ ى بـ ن  الأمم المتحـدة لم يك  لهـا أي  

 الحالة ا نسان ة ناومة    إغ   الحد د     الازاءات كليهما 

 أشــــارت منظمات  ديدة ردت  لى الاوــــتب ان إلى أن ا و اء الســــائد .ال ا،  المحســــَّ ، لف ماال  - 157
ــان ة لا إو اء كاف،  ر.بت بتحديث ــا دة  لى التن ير رقم   ا   اء للأغ اح ا نســــــــــ التابعة  7مرك ة المســــــــــ

للانة   أ  ــــت  دة منظمات ب ت ة إ  اء أطال، أ  بالتمديد التل ائف للإ  اء، .تى نهاية المشــــ  ع المعتمد،  
     اءات دائمة ل عض المنتاات المنخ ضــــــــة المخاط    معظم لرس المنظمات لا يتاق  أن تكان ومهارية  

ــعب ة الديم  اط  ،  قد أ  ب العديد منها    ال لق م  أن الحد م   2023ة م تا.ة بالكامل لف  ام  كاريا الشـ
 الا ال لف المست بل 

ــمف لف الأمم المتحدة، تم لف  ام  - 158 ــدر روـ ــة،    2023  ل ا لمصـ التخف ف م  بعض ال ياد الم   مـ
 تم بنااع تســــل م بعض الأد ية  الل ا.ات  المااد الغرائ ة  امدادات الم اس  الصــــ ف الصــــحف  النظالة   م   

ي  قادري   لى الق ام لف البلد، لا يزال  مال ا غاثة غ 19-ذلك،   ســـــــــــــبل التخف ف المحد د لتدابي  كاليد

__________ 

-https://reliefweb.int/report/democratic-peoples-republic-korea/provisional-2020-dpr-koreaانـــــــــــــظـــــــــــــ    (183) 

needs-and-priorities-overview  

https://reliefweb.int/report/democratic-peoples-republic-korea/provisional-2020-dpr-korea-needs-and-priorities-overview
https://reliefweb.int/report/democratic-peoples-republic-korea/provisional-2020-dpr-korea-needs-and-priorities-overview
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ــل م   قد منحت اللانة أر عة إ  اءات وديدة  تســــ    بزيارات إلى مااق  التا ي    لى التح ق م   مل ات التســ
  مل ات تمديد للمسا دات ا نسان ة 

 
 الروصي ت   

يقادر الفريق الإيا طا ت الإعلامياؤ الري تعقادها  كيا نا ت الأمي المرحادة المعنياؤ مرتين في الساااااااااناؤ  - 159
 بشأن الآث ر غير المقصودة للجزاءات  ويوصي بأن تواصل اللجنؤ هذ  المم رسؤ.

إنشااااا ء قن ة مصااااار يؤ دائمؤ للعملي ت ويشااااادد الفريق مرة أ رى على الح جؤ الملحؤ إلى إع دة  - 160
  الإنس نيؤ في جمهوريؤ كوري  الشعبيؤ الديمقراطيؤ.

  بأن تأ ذ منظومؤ الأمي (2022)  2664ويوصااااااي الفريق  في سااااااي ق تنفيذ قرار مجلس الأمن  - 161
المرحادة  بما  في ذلاك اللجناؤ  في العربا ر المعلوما ت المقادماؤ من الجها ت الفا علاؤ الإنسااااااااا نياؤ بشاااااااااأن  
الرخفية من الأثر الساااااااالبي المحرمل لجزاءات الأمي المرحدة على السااااااااك ن المدنيين وعلى المساااااااا عدة  

 الإنس نيؤ في جمهوريؤ كوري  الشعبيؤ الديمقراطيؤ.

 ويكرر فريق الخبراء توصي ته الس بقؤ بأن  - 162

يواصااااال مجلس الأمن مع لجؤ المسااااا ئل والعملي ت الري تخفف من الأثر السااااالبي غير  )أ( 
المقصاود المحرمل للجزاءات على الساك ن المدنيين في جمهوريؤ كوري  الشاعبيؤ الديمقراطيؤ وعلى عملي ت  

 المعونؤ الإنس نيؤ؛

تواصاال اللجنؤ وغيره  من الأطرار المعنيؤ النظر عملي  في فكرة إعف ء صاا درات مخر رة   )ب( 
 تخضع ي لي  للجزاءات  يمكن اسرخدام ع ئداته  في تمويل الإمدادات الإنس نيؤ؛

تنظر اللجنؤ في زي دة الرواصل النشط مع المجرمع المدني الذي يقدم المس عدة الإنس نيؤ   )م(  
   ؛ ( 2022)   2664إلى جمهوريؤ كوري  الشعبيؤ الديمقراطيؤ للمس عدة في تنفيذ قرار مجلس الأمن  

تنظر اللجنااؤ عملياا  في فكرة منف إعفاا ءات قاا بلااؤ للرجااديااد ولعفاا ءات دائمااؤ للجهاا ت   )د( 
 الف علؤ في مج ل المعونؤ الإنس نيؤ والسلع الأس سيؤ ذات الصلؤ ب لمج ل الإنس ني.

  
 تق رير الرنفيذ الوطنيؤ  -  س بع   

 ي لؤ الرق رير المقدمؤ من الدول الأعض ء عن تنفيذ القرارات ذات الصلؤ    

مت ت اري  م   2023تما /يال ا    28.تى  - 163 م  ق ار   8د لة  ضــــــــــاا بشــــــــــ ن تن يرلا ال   ة   66، قُدكّ
ــ ن ال   ة   81،  م   (2017)  2397مالم الأم    ــاا بشــــــــــ ،  م   (2017)  2397م  ال  ار  17د لة  ضــــــــــ

ــ ن ال  ار   95 ــاا بشـــ ــ ن ال  ار  90،  م   (2017)  2375د لة  ضـــ ــاا بشـــ ،  م   (2017)  2371د لة  ضـــ
   (2016)  2270د لة  ضـــــــاا بشـــــــ ن ال  ار   115،  م   (2016)  2321د ل أ ضـــــــاء بشـــــــ ن ال  ار    107

https://undocs.org/ar/S/RES/2664(2022)
https://undocs.org/ar/S/RES/2664(2022)
https://undocs.org/ar/S/RES/2397(2017)
https://undocs.org/ar/S/RES/2397(2017)
https://undocs.org/ar/S/RES/2375(2017)
https://undocs.org/ar/S/RES/2371(2017)
https://undocs.org/ar/S/RES/2321(2016)
https://undocs.org/ar/S/RES/2270(2016)
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ــاء التف لم ت ـدم ت ـاري  )   2397د لـة( ف مـا يتعلق بـال  ار    127 ي .ل ل يق الخب اء أن  ـدد الـد ل الأ ضــــــــــــ
  (185) ،(184)لا يزال كبي ا (2017)

  شكل من صل، لا يزال المعدل ا ومالف ل د د الد ل الأ ضاء  الك انات  الأل اد  لى اوت سارات  - 164
ــاء  الك انات  الأل اد  ــي  ل يق الخب اء إلى أنا ين غف للد ل الأ ضـ ــاأ لرلك، يشـ ال  يق بشـــ ن تحق  اتا منخ ضـ

 اوت سارات ال  يق   الت يد ب  ارات مالم الأم  ذات الصلة  ذلك م  أول التعا ن بالكامل م 

  
 الروصي ت  -   ث من   

  83ل ط ع  لى قائمة ما.دة بالتا  ات، انظ  الم لق   - 165
 

  

__________ 

انـظـ  (184)  ــة،  الـاطـنـ ـــــ ــر  الـتـنـ ـيـــــ ــاريـ   تـ ـــــ إ.صـــــــــــــــــــــاءات  ـ    /www.un.org/securitycouncil/sanctions/1718لـ طـ ع  ـلـى 

implementation-reports  
ــا  (185)  -www.smallarmssurvey.org/resource/value-reporting-national-reporting-practices-under-unانظ  أيضـــــ

sanctions-regime-north-korea  

https://undocs.org/ar/S/RES/2397(2017)
https://undocs.org/ar/S/RES/2397(2017)
http://www.un.org/securitycouncil/sanctions/1718/%20implementation-reports
http://www.un.org/securitycouncil/sanctions/1718/%20implementation-reports
http://www.smallarmssurvey.org/resource/value-reporting-national-reporting-practices-under-un-sanctions-regime-north-korea
http://www.smallarmssurvey.org/resource/value-reporting-national-reporting-practices-under-un-sanctions-regime-north-korea
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Annex 1: Kim Jong Un’s inspection of “tactical nuclear weapons” (excerpt from DPRK me-

dia report) and Member State assessments 

 

1) Photo from DPRK media 

 

 

Source: Rodong Sinmun, 28 March 2023.  
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2) Assessments by Member States on “tactical nuclear weapons” (excerpts)  

 

[Member State 1] 

 

On 28 March 2023, North Korea state media showed leader Kim Jong Un inspecting ten pur-

ported “tactical” nuclear devices alongside ballistic and cruise missile systems. Also shown were 

diagrams of warheads integrated with a range of delivery systems including an unmanned un-

derwater vehicle. The nuclear devices being inspected appeared physically smaller than previous 

purported nuclear devices featured in North Korean media.  

 

In recent years, North Korea has signalled a focus on developing so-called “tactical” nuclear 

weapons which are almost certainly intended for use on the peninsula and likely have a lower 

yield warhead than warheads for longer range systems.  

 

It is highly likely that nuclear weapon design personnel would prefer to see a full -scale test to 

validate the new design. However, despite the reactivation of the test site last year North Korea 

has not resumed nuclear testing. 

 

Source: Member State. 

 

 

[Member State 2] 

 

[MS2] government assumes that the "Hwasan-31" is likely to be a tactical nuclear weapon when 

considering only its appearance, such as size and shape. However, the DPRK has yet to disclose 

the device's internal detonator and technical specifications, so assessing whether the device 

matches the physical characteristics typically associated with tactical nuclear weapons is diffi-

cult. In this vein, whether the device possesses a range of explosive yields depending on its 

technical use is also difficult to evaluate. 

 

Meanwhile, considering that "Hwasan-31" is possibly disclosed for deception purposes, the 

[MS2] government assessed that further analysis is required.  

 

Source: Member State. 
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Annex 2: Activities at Punggye-ri nuclear test site (41° 16′ 41″ N 129° 05′ 15″ E) 

 

*In the annexes of the nuclear section, annotations in red boxes are recent observations, while 

those with yellow characters in black boxes are previous observations. 

 

 

Source: Planet Labs Inc., 4 May 2023. 
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1) Activities near Tunnel 3 (41° 16′ 35″ N 129° 05′ 17″ E)  

 

Source: Maxar Technologies, 7 March 2023. 
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Source: Maxar Technologies, 13 March 2023, 25 June 2023. 
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2) Activities near Tunnel 4 (41° 16′ 46″ N 129° 05′ 08″ E)  

 

 

Source: Planet Labs Inc., 22 April 2023, Maxar Technologies, 7 May 2023.  
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Source: Maxar Technologies, 25 June 2023. 
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3) Activities at Administrative area (41° 16′ 41″ N 129° 05′ 15″ E) 

 

 

Source: Maxar Technologies, 8 February 2023. 
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Annex 3: Activities at LWR (39° 47′ 45″ N 125° 45′ 18″ E) 

 

 

Source: Maxar Technologies, 7 April 2023. 
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1) Construction of support buildings (39° 47′ 46″ N 125° 45′ 14″ E) 

 

 

Source: Maxar Technologies, 4 March 2023, 1April 2023. 
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Source: Planet Labs Inc., 25 February 2018, Maxar Technologies, 18 June 2023.  
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2) Possible testing of cooling water system (39° 47′ 39″ N 125° 45′ 21″ E) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: Maxar Technologies, 27 February, 7 March, 12 April 2023.  

 

  



 S/2023/656 

 

90/440 23-15418 

 

Annex 4: Activities at 5MW(e) reactor (39° 47′ 51″ N 125° 45′ 20″ E)  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: Maxar Technologies, 7 April 2023, 12 April 2023.  
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Source: Planet Labs Inc., 1 July 2023. 
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Annex 5: Radiochemical Laboratory (39° 46′ 50″ N 125° 45′ 08″ E) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: Planet Labs Inc., 4 May 2023. 
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1) Suspected nuclear waste storage site (Old Waste Site) (39° 47′ 16″ N 125° 45′ 23″ E) 

 

• A think tank reported new excavation activity was observed in March 2023. An 

outside expert consulted by the Panel explained that there had been some smaller 

excavation activities at this site even before 2023. The Panel’s satellite imagery 

analysis corroborated these observations. 

• According to the International Atomic Energy Agency (IAEA), this facility was 

not declared by the DPRK in its initial report submitted to the Agency in May 

1992 along with another suspected nuclear waste storage site (aka: Building 

500).186 Despite repeated requests by the Agency for additional access to the 

facility, DPRK continued to refuse. This site was covered with soil before 

IAEA’s visit in 1992.187 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                       

Source: Maxar Technologies, 4 May 2023 

__________ 
186 See https://www-pub.iaea.org/mtcd/publications/pdf/pub1032_web.pdf.  
187 See The Institute for Science and International Security, Solving the North Korean Nuclear Puzzle. 

https://www-pub.iaea.org/mtcd/publications/pdf/pub1032_web.pdf
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2) Activities near spent fuel receipt building (39° 46′ 49″ N 125° 45′ 07″ E) 

 

• The below images captured between late-February to mid-April 2023 showed the 

pile of unidentified material in front of spent fuel receipt building and vehicular 

activities at motor pool area.   

            

 

Source: Planet Labs Inc., 26 February 2023, Maxar Technologies, 21 March 2023. 
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Source: Maxar Technologies, 7 April 2023, 19 April 2023. 
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• The below image captures on 1 July 2023 showed vehicular activities in front 

of spent fuel receipt building in addition to motor pool area.  

 

 

Source: Planet Labs Inc., 1 July 2023. 
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Annex 6: Activities at the Yongbyon Nuclear Fuel Rod Fabrication Plant (39°46′15″N 125°44′57″E) 

 

 

 

Source: Maxar Technologies, 7 April 2023. 
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1) New construction activities at southern area (39° 46′ 04″ N 125° 45′ 01″ E)  

 

 

Source: Planet Labs Inc., 26 February 2023, Maxar Technologies, 4 March 2023.  
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Source: Planet Labs Inc., 4 May 2023, 1 July 2023.   
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2) Activities at UO2 production process building (39° 46′ 11″ N 125° 44′ 55″ E)  

 

• The Panel did not observe smoke from the UO2 production process building, otherwise 

regularly observed by the Panel. A lack of smoke indicates that the conversion process 

from yellowcake to UO2 is not underway.   

• In addition, a think tank reported the removal of drums and canisters from the building 

since March 2023 suggesting that renovations are taking place.188 The Panel has also 

seen probable drums/canisters scattered around the building (see below). According to 

an outside expert, these signs appear to show that the building may be subject to 

renovation.  

 

 

Source: Maxar Technologies, 4 June 2023.   

 

  

__________ 
188 See https://www.38north.org/2023/04/yongbyon-nuclear-scientific-research-center-expansion-work-continues/.  

https://www.38north.org/2023/04/yongbyon-nuclear-scientific-research-center-expansion-work-continues/
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Annex 7: Activities at Pyongsan Uranium Mine and Concentration Plant (Lo-

cation of the possible yellowcake production building at 38° 19′ 04″ N 126° 25′ 

54″ E) 

 

 

Source: Planet Labs Inc., 16 June 2023.   

 



 S/2023/656 

 

102/440 23-15418 

 

1) Expansion of the piles of tailings at the mines (38° 19′ 57″ N 126° 27′ 20″ E, 

38° 19′ 42″ N 126° 26′ 40″ E) 

 

 

Source: Planet Labs Inc., 23 February 2023, 16 June 2023.  
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Source: Maxar Technologies, 19 February 2023, 18 March 2023. 
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2) Railcar activities at Pyongsan Uranium Concentration Plant (38° 19′ 02″ N 126° 

25′ 55″ E) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: Planet Labs Inc., 8 February 2023, 5 March 2023, 16 June 2023.   
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Annex 8: Activities at Kangson (38° 57′ 26″ N 125° 36′ 43″ E) 

The Panel continues to monitor activities in the vicinity of Kangson, an alleged clandestine uranium 

enrichment facility.189 Constant activity of several types of trucks has been observed adjacent to the 

main building. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Source: Maxar Technologies, 21 March 2023, 3 April. 2023, 5 June 2023, 16 June 2023.  

__________ 
189 S/2023/171, para. 14 and annex 9 

https://undocs.org/Home/Mobile?FinalSymbol=S%2F2023%2F171&Language=E&DeviceType=Desktop&LangRequested=False
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Annex 9: Activities at Yongdoktong (40°01′51″N 125°18′28″E) 

 

The Yongdoktong area is believed to be involved in DPRK’s nuclear weaponisation programme, 

including as a nuclear weapons storage facility.190  The Panel observed continuous vehicular 

activities around the buildings adjacent to the entrance and the presence of personnel near one 

of the possible explosive storage sites.  

 

Source: Planet Labs Inc., 8 May 2023. 

  

__________ 
190 S/2023/171, para. 15 and annex 10 

https://undocs.org/Home/Mobile?FinalSymbol=S%2F2023%2F171&Language=E&DeviceType=Desktop&LangRequested=False
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1) Activities near the entrances of the tunnels (40° 01′ 51″ N 125° 18′ 28″ E) 

 

 

Source: Maxar Technologies, 2 February 2023, 1 April 2023. 
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2) Presence of personnel (40° 02′ 24″ N 125° 18′ 22″ E) 

 

 

Source: Maxar Technologies, 2 February 2023. 
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Annex 10: Ballistic missiles launches by the DPRK from 1 January to 28 July 2023  
Official DPRK statements are in italics.  

Mentions of liquid (LP) or solid propellant (SP) engines.191 

 
Tests in 
the year 

Date and time 
(local) 

Reported type Number 
of 
missiles 

Reported launch location  
and trajectory 

Reported 
distance 
travelled 
(km) 

Reported 
apogee 
(km) 

Remarks DPRK reports 

1. 

SP 

(reporte
d in 

S/2023/ 
171) 

1 Jan.  

02:50 

SRBM KN-25 

Super large rocket 

System (600mm) 

 

1 From Pyongyang 

Yongsang area toward 

east. 

350 100  At dawn of January 1, 2023, fired one 

shell towards the East…with a 

delivered super-large multiple rocket 

launcher…  

(KCNA DPRK Today, 2 Jan. 2023) 

30 were recently deployed  

(KCNA, 2 Jan. 2023) 

2. 

LP 

18 Feb.  

17:22 or 

17:21  

ICBM Hwasong-15 

9-axle wheeled TEL 

 

1 From Sunan 

international airport 

toward east. Landed 

within Japan's EEZ at 

18:27 about 200 

kilometers west of 

Oshima Island in 

Hokkaido. 

900 

 

5 700 Depending on the weight of 

the warhead, the range may 

exceed  

14 000 km (Japan). 

An ICBM launching drill was 

conducted on the afternoon of 

February 18. The Missile General 

Bureau guided the drill … using ICBM 

Hwasongpho-15 … missile traveled up 

to a maximum altitude of 5 768.5 km 

and flew 989 km for 4 015 seconds 

before accurately hitting the pre-set 

area in open waters  

(KCNA, 19 February 2023) 

3. 

SP 

20 Feb.  

07:00 or 

06:59 

SRBM KN-25 

 

2 From Sukchon, South 

Phyongan Province 

toward east. Landed in  

the sea at 07:20.  

390 to  

400 and  

350 

 

100 and 

 50   

 … multiple launch rocket firepower 

sub-units … set virtual targets 395 km 

and 337 km away … and fired two 

shells of 600 mm multiple rocket 

launchers… It is a tactical nuclear 

attack means boasting of the great 

might powerful enough to assign only 

one multiple rocket launcher with four 

shells so as to destroy an enemy 

operational airfield 

(KCNA, 20 February 2023)  

__________ 
191 A solid-propellant delivery system can be maintained in a ready-to-fire condition, i.e., as a whole with the solid-propellant motor and the pyrotechnics. A liquid-propellant missile is preferably 

fueled shortly before a potential launch, to avoid corrosion of the tank. This hazardous process can take around 45 minutes.  In addition, the fuel and oxidizer must be stored separately in monitored 

tanks and facilities, further constraining the mobility of the missile. These constraints amount to added vulnerability in comparison to solid propellant missiles. 

https://undocs.org/Home/Mobile?FinalSymbol=S%2F2023%2F171&Language=E&DeviceType=Desktop&LangRequested=False
https://undocs.org/Home/Mobile?FinalSymbol=S%2F2023%2F171&Language=E&DeviceType=Desktop&LangRequested=False
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4. 

SP 

9 Mar.  

18:20 

 

Undetermined SRBM  

4-canister launch 

system on a 3-axle 

TEL 

6 From Lake Taesong 

(38°54'27.19"N125°26'

24.94"E) toward west. 

Hit targets off the coast 

northwest of Nampo. 

110 

 

 6 missiles launched 

simultaneously. 

Kim Jung Un attended. 

Appearance similar to that 

of a KN-23 missile 

 

The Hwasong artillery unit…fired a 

powerful volley under the simulated 

conditions of the major elements of 

the enemy operation airport… [Kim 

Jung Un] stressed that the fire assault 

sub-units should be strictly prepared 

…by steadily intensifying … drills  

(KCNA, 10 March 2023) 

5. 

SP 

14 Mar.  

07:41 and 

07:51 

 

SRBM KN-23  

Ground-to-ground 

tactical ballistic 

missiles 

4-axle TEL 

2 From southwest 

Jangyon area in the 

South Hwanghae 

Province 

(38°16'31.27"N 125° 

4'16.60"E) toward the 

sea. 

620 

 

 First observation of a BM 

launch from Jangyon area. 

 

The missiles fired in an area around 

Jangyon County of South Hwanghae 

Province precisely hit the targeted Phi 

Islet off Pangjin-dong, Chongam 

District, Chongjin City of North 

Hamgyong Province 611.4 km away 

The 11th striking company … 

launched two ground-to-ground 

tactical ballistic missiles by the 

medium range system  

(Voice of Korea, 15 March 2023) 

6. 

LP 

16 Mar.  

07:10 or 

07:09  

 

ICBM Hwasong-17 

ㅈ09151779 

11-axle TEL 321 (same 

number as on 18 Nov. 

2022) 

1 From Sunan 

international airport 

(launch pad 

39°14'37.14"N 

125°40'37.26"E) 

following a lofted 

trajectory toward east. 

Landed in the sea at 

08:19 about 200 

kilometers west of 

Hokkaido Island. 

1 000 

 

6 000 

 

Japan MoD assesses the 

Hwasong-17 can fly a 

distance of up to  

15 000 km. 

Kim Jon Un attended. 

On March 16, an intercontinental 

ballistic missile “Hwaseongpo-17” 

type firing drill was conducted… 

…exercise was conducted with the aim 

of confirming the maneuverability and 

reliability of the DPRK's nuclear war 

deterrent…launched from the 

Pyongyang International Airport 

ascended to a maximum altitude of 

6,045km and flew a distance of 

1,000.2km for 4,151s before landing 

in the target waters off the high seas 

in the East 

(Rodong Sinmun, 17 March 2023) 

7. 

SP 

19 Mar.  

11:05 
SRBM KN-23  

Ballistic missile tipped 

with a mock nuclear 

warhead 

From a silo (or 

possible semi-buried 

silo) 

1 From Tongchang-ri 

toward the east. 

 

800 50 Flight time of 15 min and a 

possibly irregular trajectory. 

Oblique flames shown on 

KCTV could be due to the 

lateral evacuation of 

combustion gases out of a 

silo. A silo would have been 

Kim Jong Un… guided the combined 

tactical drill for nuclear counterattack 

…The missile was tipped with a test 

warhead simulating a nuclear 

warhead… The tactical ballistic 

missile launched in Cholsan County 

… accurately exploded at 800 meters 
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dug in the area between 

February and March 2023 

(annex 22). 

Kim Jon Un attended. 

above the target waters set in its 800 

km strike range, thus proving … the 

reliability of the operation of nuclear 

explosion control devices and 

detonators. 

(Rodong Sinmun, 20 March 2023) 

8. 

SP 

27 Mar.  

07:47 

and 08:00 or 

07:57 

SRBM KN-23  

 

2 From Junghwa area in 

North Hwanghae 

Province toward the 

north-east. Debris 

landed at 07:54 (BM 1) 

and 08:05 (BM 2). 

370 or  

350 and  

350  

50 Flight time of 7 min and a 

possibly irregular trajectory. 

… demonstration firing with a nuclear 

air explosion striking mode by two 

ground-to-ground tactical ballistic 

missiles … The tactical ballistic 

missiles were loaded with warheads 

for trial simulating nuclear warheads. 

(KCNA, 28 Mar. 2023) 

9. 

SP 

13 Apr.  

07:22 or 

07:23  

 

ICBM Hwasong-18 

A new-type ICBM, 

Hwasongpho-18 

9-axle wheeled TEL 

1 From a launch pad  

(39° 6'40.84"N 

125°59'52.89"E) next to 

an official mansion,  

20 km north-east of 

Pyongyang, toward the 

east at a high angle. 

Landed in the sea. 

1 000 Appx. 

5000 

(ROK 

media) 

First SP ballistic missile with 

probable intercontinental 

range tested by the DPRK. 

Three-stage missile. The 

first-stage engine could be 

the same as the one tested on 

a horizontal test bench on 15 

Dec. 2022. The TEL shown 

is identical to the five 

paraded on 8 Feb 2023.  

Construction in March, 

including at the nearby 

mansion from 13 to 16 

March, suggested preparation 

for the launch.  

(NKNews and a Member 

State). 

Kim Jung Un attended. 

The aim of the test-fire was to 

confirm the performance of the 

high-thrust solid-fuel engines for 

multi-stage missiles and the 

reliability of the stage-jettisoning 

technology and various functional 

control systems … 

the test fire was conducted in the 

way of applying the standard 

trajectory flying mode to its first 

stage and the vertical mode to the 

second and third stages, 

… the development of the new-type 

ICBM Hwasongpho-18 will 

extensively reform the strategic 

deterrence components of the DPRK 

(Rodong Sinmun, April 2023) 

10. 

SP 

15 Jun.  

between 

19:25 and 

19:37   

 

Probable 

SRBM KN-23  

 

2 From the Sunan Area. 

Landed in the Japanese 

EEZ 250 km west of 

Ishikawa Prefecture. 

780 

(ROK) 

850/900 

(Japan)  

50 Flight time of 7 min and a 

possibly irregular trajectory. 

900 km would be a long 

range for a KN-23. 

No explicit admission. 

11. 

SP 

12 Jul.  

10:00 

 

ICBM Hwasong-18 

 

1 From a launch pad  

(39° 6'40.84"N 

125°59'52.89"E) next to 

an official mansion, 20 

1 000 Over  

6 000 

Flight time of 74 min. 

Calculations show the range 

of the Hwasong-18 might 

exceed 15 000 km (Japanese 

Our test fire of a new type of 

ICBM…. Hwasongpho-18…did not 

pose any risk to surrounding 

countries. [We hold] the right …to 
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km north-east of 

Pyongyang, toward the 

east. Landed in the sea. 

deputy permanent 

representative Mitsuko 

Shino, at the 9376th UNSC 

session of 13 July 2023). 

Kim Jung-Un attended. 

self-defence… to safeguard the 

security of our State…  

Military provocations of the United 

States are growing as never before. 

(DPRK permanent representative 

Kim Song at the 9376th UNSC 

session). 

 

The test-fire was aimed at re-

confirming the technical 

creditability and operational 

reliability of the new-type ICBM … 

The missile traveled up to a 

maximum altitude of 6 648.4 km and 

flew a distance of 1 001.2 km for 4 

491s before accurately landing 

(KCNA, July 13 2023, and videos 

on KCTV). 

12. 

SP 

19 Jul.  

between 

03:29 and 

03:46 

 

Probable  

SRBM KN-23 

2 From the vicinity of the 

west coast (possibly the 

Sunan area) toward the 

east, landing in the sea. 

Around 

550 

(ROK) 

and 

600 

(Japan) 

50 A possibly irregular 

trajectory. 

 

 

13. 

SP 

24 Jul. 

between 

23:54 

and 00:00 

Undetermined SRBM 

possibly KN-25  

missiles given the  

trajectories reported by 

Member States 

2 Both missiles landed in 

the sea on the eastern 

side of the Korean 

Peninsula 

Around 

400 

(ROK) 

350 and  

400 

(Japan) 

100   

         Source: Member States (MSs) and the Panel. 
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Annex 11: Assessments of the significance of the launch of a solid-propellant Hwa-

song-18 ICBM 

 
Hwasong 18 launch on 13 April 2023: cold-launch sequence whereby the missile is expelled by 

an independent gas generator 

 

 

 

 

 

 

 

 

 

 

Source: KCTV (14 April 2023), analysis by a Member State and the Panel. 

 

 
Member State 1 (unofficial translation) 

 
On 14 April 2023, Pyongyang claimed this launch [of a Hwasong-18] by means of an official statement. The missile 

fired was a solid-propellant ICBM named ‘Hwasungpho-18’. It will occupy a central role in DPRK’s arsenal in the 

future. This test was conducted by the Missile General Bureau under the supervision of Kim Jung Un. The goal was 

to check solid-propulsion, stage separation and systems controls. The DPRK authorities did not communicate about 

the missile’s performance but claimed total success and stated their concern for the safety of neighboring countries, 

citing the areas where the stages landed. The statement highlighted that these missiles will be deployed in strategic 

forces units to contribute to their missions both to deter and to strike back.  

 

Analysis of satellite imagery shows the location of the launch to be the garden of a villa 20 km north -east of 

Pyongyang. Important construction work had been conducted there before the launch. The first modification in the 

layout of the grounds (initially agricultural land) happened between April 2022 and February 2023. Major land-

scaping was then conducted from 1 to 31 March 2023. During this period, one witnessed important earth -levelling 

work leading to the creation of landscaped gardens comprising artif icial ponds, enclosed by earth banks. Additional 

groundwork took place at the launch site itself, possibly to reinforce it in order to increase its stability.   

 

Preliminary analysis of the pictures released by the DPRK show a solid-propellant three-stage intercontinental 

missile, based on the fact that it was transported in a launch tube and given the typical plume of smoke stemming 

from first-stage ejection gases. […] 

 

In those pictures, it appears the first stage might be guided by a flexible-bearing nozzle when Pukkusong-1 and 2 

missiles were steered by exhaust gas stream deflectors. Also, the video released by the DPRK shows the Hwasong -

18 launch system […] a ‘cold-launch system’. It seems the same launch sequence as the Pukkusong-2 took place, 

on a smaller scale. 

 

This is the first known launch of this missile and the first of a solid-propulsion north-Korean ICBM.  

 

From the pictures released by the DPRK, it appears that the TEL used on 13 April is identical to the five shown 

during the military parade on 8 February 2023.  

 

DPRK’s assertions about the “standard” trajectory of the first stage and the vertical ones of the second and third 

stages, and the partial detections by Korean and Japanese authorities, lead to the conclusion that the overall tra-

jectory was meant to ensure the landing of the stages in the sea. 
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The magnitude of the developments at the launch site before 13 April as well as dissimulation in the pictures re-

leased by the DPRK, are noticeable. They aren’t abnormal given the launching requirements for a missile of this 

caliber. The mobility of a Transporter Erector Launcher (TEL) allows for firing a missile from different areas with 

little forward preparation. However, this type of missile [the Hwasong-18] can only be used from areas prepared 

well in advance, at least in order to accommodate for trucks this size and weight. Launching the missile outside of 

the well-known production and preparation sites showcases one advantage solid-propellant missiles have over a 

liquid-fueled Hwasong-17: Hwasong-17 missiles have always been fired from concrete-covered surfaces right next 

to Sunan airport facilities dedicated to the filling of liquid propellant. […]  

 

It is a major development, showing clear progress by Pyongyang in mastering solid propulsion. This event was to 

be expected and had been anticipated to the very least since the publication of the five-year plan in January 2021. 

It reflects efforts over a decade. 

 

The transition to solid propulsion was one of the logical long-term goals of Pyongyang, apparent right from the 

very first signs of the development of mobile platforms for ballistic missiles. For reasons pertaining to the hazard-

ousness of liquid fuels, the duration of the preparation steps and their lack of discreteness, especially when filling 

the fuel, a solid-fueled missile offers many operational advantages. More so if it is deployed from a mobile platform. 

[…]. Even though these developments took longer than those relating to liquid-fuel propulsion, which yield inter-

continental ranges since 2017,192 they showed marked progress during this period, on a parallel development track 

of ICBM propulsion.  

 

The developments of the Pukkuksong-1 and-2 missiles was the first tangible evidence of progress by the DPRK in 

the field of solid propulsion, adjusted for long ranges. As of 2016, through in-flight and ground testing, Pyongyang 

demonstrated gradual expertise in engines close to 1.5 meters diameters. It reached an important threshold […]. 

On 15 April 2017, Pyongyang signaled again its interest for solid-propulsion ICBMs by showcasing in a military 

parade two types of TELs (never tested or seen again) very similar to the type of TELs used for solid-propulsion 

ICBMs. The following development of short-range missiles fitted with solid propulsion allowed the DPRK authori-

ties to gain expertise in relevant technologies and industrial processes.  

 

The Pukkusong-3, -4, and -5 emblemized during that time the DPRK’s constant efforts to develop solid propulsion 

designed for longer ranges. Eventually, in his speech in January 2021, Kim Jung Un laid out five -year goals, 

outlining those pertaining to land-based and sea-based solid-propulsion ICBMs. The most recent indication of 

activity for that programme had been the testing of a solid-propulsion engine with a large diameter, on the ground, 

on 15 December 2022 in Sohae. We couldn’t establish if that test was for one of the stages of the Hwasong-18. 

However, it most probably helped confirm the use of technology associated with this missile.  

 

This launch of a Hwasong-18 […] brings the DPRK closer to owning ballistic missiles which would allow for 

intercontinental launches on short notice, along with high operational readiness. Reaching that objective […] will 

heighten the threat posed by the north-Korean ballistic arsenal. This launch alone does not remove prior doubt 

about the country’s intercontinental missiles, especially regarding the survivability of its re -entry vehicles when 

entering the atmosphere, never proven, and serial production.  

 

The DPRK stated that the Hwasong-18 will take a major place in the country’s arsenal. At this stage however, more 

developments and testing aiming at improving its performances should be expected. Choices made regarding the 

payload remain unknown.  

  

__________ 
192 The DPRK’s acquisition of soviet-design RD-250 liquid-fuel propulsion system, enabling it to speed up the development of ICBMs 

notably the Hwasong-14 and 15, both shown and tested in 2017. 
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Member State 2 (assessment of the latest ICBM tests overall) 

 

[...] latest ICBM, the Hwasong-18 flight tested in April this year, is a three-stage solid propellant system. […] 

 

North Korea’s deterrence perceptions changed; it no longer believes that a ‘basic’ ICBM capability is enough to 

guarantee its security. This was evident by the 2021 Party Congress, with Kim Jung Un outlining an ambitious 

series of development programmes and emphasizing the need to keep pace with modern technology. As a result, 

since 2021, the pace of testing has significantly increased.  

 

Missile testing since the beginning of 2023 has continued this trend, with North Korea focusing on the survivability 

of its systems and its ability to counter missile defence; it has tested multiple systems, from a variety of launch 

platforms. It has aimed to demonstrate both a ‘tactical’ capability designed to deter on the Peninsula, as well as an 

ICBM capability to hold US mainland at risk. Its 13 April test of a solid-fuel ICBM, which Kim had previously 

described as one of the Party’s top five priorities, demonstrated a further milestone in its development aspirations. 

As well as testing for development purposes, North Korea is also attempting to operationalize its capability, incor-

porating missile launches into military training exercises. However, while  recent North Korean activity reflects 

ongoing improvements in its capability, it is also deliberate messaging, based on its perceived need to deter.  

 

To have a credible deterrent, North Korea needs potential opponents to believe that not only does it have a capability, 

but also it has the training and willingness to use it; much of its recent activity has been intended to bolster this 

narrative. As a result, over the last twelve months, it has publicized nuclear training exercises, as well as its nuclear 

doctrine. 
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Annex 12: DPRK media reporting of the Hwasong-18 launch on 13 April 2023193 
 
 

 

 

Respected Comrade Kim Jong Un Guides First Test-Fire of New-Type ICBM Hwasongpho-18 on Spot Pyongyang, 

April 14 (KCNA) - The DPRK's nuclear war deterrent for self-defence is rapidly developing at increasing speed in keep-

ing with the immutable strategic line and policy of the Workers' Party of Korea and the government of the DPRK to 

ceaselessly develop the might of the strategic force of the DPRK to turn it into an entity of super power and absolute 

strength, a powerful force capable of preventing the nuclear holocaust and deterring all sorts of possible dangerous en-

emy invasions, and a treasured sword for defending justice and peace.  

 

On April 13, 2023, a powerful entity symbolic of the ceaseless development of the strategic force of the DPRK notified the 

world of its emergence. A new-type ICBM, Hwasongpho-18, which will fulfill its mission of an important war deterrent as 

the future core pivotal means of the strategic force of the DPRK, was test-fired. Kim Jong Un, general secretary of the 

Workers' Party of Korea and president of the State Affairs of the Democratic People's Republic of Korea, guided the first 

test-fire of the new-type ICBM on the spot. The aim of the test-fire was to confirm the performance of the high-thrust 

solid-fuel engines for multi-stage missiles and the reliability of the stage-jettisoning technology and various functional 

control systems and to estimate the military feasibility of the new strategic weapon system.  

 

In consideration of the security of the neighboring countries and the safety of the multi-stage-separation of the missile 

during its flight in the territorial air, the test fire was conducted in the way of applying the standard trajectory flying 

mode to its first stage and the vertical mode to the second and third stages, and of confirming the technological features 

of all the components of the weapon system by restricting the maximum speed of the missile through delayed stage sepa-

ration and motor reactivation. Kim Jong Un learned about the new weapon system on the spot while watching the pre-

launch operation.  

 

The launching site, which was to witness once again an important event of great significance in the history of the devel-

opment of the strategic force of the DPRK under the direct guidance of Kim Jong Un, was seething with the burning will 

of all the defence scientists and workers in the field of munitions industry to inform the whole world of the emergence of 

another powerful nuclear attack means of the DPRK and demonstrate the reliable nuclear war deterrence of the state.  

 

Ready for test-fire! When Kim Jong Un approved the test-fire of the new-type strategic weapon, General Jang Chang Ha 

ordered the second red flag company under the General Missile Bureau to launch the missile. The moment, a great entity 

fully representing the irresistible might of the DPRK began to soar into the sky with fierce flames at its tail, making a 

thunderous roar. The test-fire had no adverse effect on the security of the neighboring countries. Its first stage safely 

landed in the waters 10 km off the Hodo Peninsula in Kumya County, South Hamgyong Province and the second stage in 

the waters 335 km east of Orang County, North Hamgyong Province. The test-fire confirmed that all the parameters of 

the new strategic weapon system fully met the requirements of the design in terms of accuracy, providing guarantee and 

creditability that the new-type ICBM would serve as a powerful strategic attack means of greater military efficiency. 

 

  

__________ 
193 See https://kcnawatch.org/newstream/1681657470-258944918/another-mighty-entity-showing-continuous-development-of-

strategic-force-unveiled-in-dprk/.   

https://kcnawatch.org/kctv-archive/64395c9bbc9b7/. 

https://kcnawatch.org/newstream/1681657470-258944918/another-mighty-entity-showing-continuous-development-of-strategic-force-unveiled-in-dprk/
https://kcnawatch.org/newstream/1681657470-258944918/another-mighty-entity-showing-continuous-development-of-strategic-force-unveiled-in-dprk/
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The Hwasongpho-18 weapon system, to be equipped with and operated by the strategic force of the DPRK under the 

long-term plan for building the state nuclear force, will perform its important mission and duty as the most powerful, piv-

otal and principal means in defending the DPRK, deterring aggression and defending the security of the state. Kim Jong 

Un expressed great satisfaction at the eye-opening successes while guiding the test-fire. He was pleased with the fact that 

the DPRK has clearly proved once again the tremendous potentiality and reality of its defence technology further devel-

oping as the days go by and powerfully demonstrated its unshakable determination and practical ability to attain the goal 

for bolstering up the armed forces. He noted that it is the consistent stand of the Workers' Party of Korea and the DPRK 

government to steadily and rapidly accelerate the development of more developed and advanced powerful weapon system 

to cope with the ever-worsening security environment of the Korean peninsula and long-term military threats. He men-

tioned with pride the significance of the test-fire, saying that the development of the new-type ICBM Hwasongpho-18 will 

extensively reform the strategic deterrence components of the DPRK, radically promote the effectiveness of its nuclear 

counterattack posture and bring about a change in the practicality of its offensive military strategy. Noting that it is an 

absolute mission and duty to be fulfilled by the DPRK's defence scientists to uphold the WPK and the DPRK government's 

policy of countering the enemy's nukes and policy of frontal confrontation in kind with practical successes in the develop-

ment of self-defence capabilities, he set forth the important strategic tasks for further accelerating the bolstering of the 

nuclear strategic force of the DPRK. He affirmed that the WPK and the DPRK government would make the enemy, who 

are imperiling the environment on the Korean peninsula and harassing the Korean people's peaceful life and struggle for 

socialist construction with their inveterate policy of aggression and threatening military moves, experience a clearer se-

curity crisis, and constantly strike extreme uneasiness and horror into them by taking fatal and offensive counter-actions 

until they abandon their senseless thinking and reckless acts, thus making them feel regret and despair for their wrong 

choice by surely exposing them to an irresistible threat.  

 

The successful test of the new strategic weapon system serves as an occasion for proving that the nuclear strategic force 

and the missile scientists and technicians of the DPRK directly responsible for its development always thoroughly and 

perfectly implement the strategic intention of the WPK, getting fully prepared to carry out their important mission at any 

time. 
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Annex 13: Military parade in Pyongyang on 8 February 2023 

 

      Source: KCNA, KCTV, annotations by the Panel. 

 

 

Source: KCNA, KCTV, annotations by a Member State. 



S/2023/656  

 

23-15418 119/440 

 

Assessment 

 

• Five TELs carrying KN-25 SRBMs shown 

• Five TELs carrying KN-23 SRBMs shown 

• “Tactical nuclear weapons”, according to the KCTV commentator, on trucks 

• Five TELs carrying modernized cruise-missiles shown 

• 11 or 12 Hwasong-17 ICBMs shown, on 11-axle wheeled TELs 

• Five new presumably solid-propellant ICBMs shown,194 in canisters, on 9-axle wheeled WS-51200 TELs  

• Altogether a record number of 17 heavy-duty TELs displayed  

 

Source: Member States (MSs), the Panel. 

  

__________ 
194 Described as a “Hwasong-class” missile on KCTV. The presentation was suggestive of solid-propellant missiles, based on 

the length of the missile and its canister and taking into consideration the DPRK’s avowed ambition to develop such missiles. 

Canisters are more typical of solid-propellant missiles, helping control the environment (including temperature) and the pyro-

technics of the missile, already loaded with its propellant. 
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Annex 14: Images from the military parade in Pyongyang in celebration of the 70th anniversary of the 

end of the Korean War (or “Great Fatherland Liberation War” for the DPRK). 

27 July 2023 

 
The following images were characterized by the DPRK media as a display of “tactical and long-range cruise missile units”. 

The Panel will analyse further information about this parade. 

 
                         Source: Rodong Sinmun, annotations by the Panel. 
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Display of similar weapon systems at the “Weaponry Exhibition-2023” in Pyongyang  

26 July 2023 

 

 

 
Source: KCTV, Rodong Sinmun, annotations by the Panel. 
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Annex 15: Possible solid-propellant engine test at Magun-Po (39°48′06″N 127°33′39″E) on 

29-30 January 2023 

 

According to Member State information, an engine test occurred at the Magun-Po stand before 

2 February 2023. An outside expert consulted by the Panel concurs,195 placing the test date as 

29 or 30 January 2023.  

 

Panel satellite imagery analysis tends to corroborate those observations. 
 

 

 

Source: Planet Labs Inc., annotated by the Panel. 

 

  

__________ 
195 See Twitter/Dave Shmerler/30 January 2023. 
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Annex 16: KCNA reporting of Kim Jong Un’s January 2021 speech at 8th Party Congress (ex-

cerpt related to military objectives)  
 

Excerpts relating to ballistic missiles:196  

…for possessing the completely new nuclear capabilities aimed at attaining the goal of modernization of the nuclear 

force… 

…intermediate-range and intercontinental ballistic rockets of Hwasongpho series and submarine-launched and ground-

based ballistic rockets of Pukkuksong series were manufactured in our own style 

…review the already accumulated nuclear technology developed to such a high degree as to miniaturize, lighten and 

standardize nuclear weapons and to make them tactical ones and to complete the development of a super-large hydrogen 

bomb… 

…was accomplished four years after the line of simultaneously promoting economic construction and nuclear build up 

was set forth and one year after the Seventh Congress of the Party… 

…to develop a global strike rocket with more powerful warheads and an improved warhead control system… 

… new cutting-edge weapon systems were developed in the sector of national defence science … 

…developed the super-large MLRS, … 

… develop ultra-modern tactical nuclear weapons including new-type tactical rockets and intermediate-range cruise mis-

siles … 

… achieved such successes as developing world-class anti-air rocket complex, … 

… perfecting the guidance technology for multi-warhead rocket at the final stage, finished research into developing war-

heads of different combat missions including the hypersonic gliding flight warheads for new-type ballistic rockets … 

… in the modernization of medium-sized submarine was set correctly … 

… that the design of new nuclear-powered submarine was researched … 

… means of reconnaissance and detection and military reconnaissance satellite were completed, 

  

__________ 
196See https://kcnawatch.org/newstream/1610502377-14004652/great-programme-for-struggle-leading-korean-style-socialist-

construction-to-fresh-victory/?t=1665001072714 . 

https://kcnawatch.org/newstream/1610502377-14004652/great-programme-for-struggle-leading-korean-style-socialist-construction-to-fresh-victory/?t=1665001072714
https://kcnawatch.org/newstream/1610502377-14004652/great-programme-for-struggle-leading-korean-style-socialist-construction-to-fresh-victory/?t=1665001072714
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Annex 17: Statements by IMO and ICAO on the unannounced launches of ballistic missiles by 

the DPRK 

 
International Maritime Organization (IMO) 

 

By means of a resolution197 adopted on 31 May, the IMO called upon the DPRK to cease unlawful and unan-

nounced ballistic missile launches across international shipping lanes, denouncing these as a serious threat to the 

safety of international navigation. The IMO urged compliance with due regulations, including giving prior notice 

ahead of any missile tests.  

 

International Civil Aviation Organization (ICAO) 

 

During its Council’s 229th session on 22 June, the ICAO condemned the recent unannounced missile launches 

by the DPRK noting that they “pose a serious risk to international civil aviation”, and “a complete disregard of 

the relevant United Nations Security Council Resolutions.” The ICAO recalled its Assembly Resolution A41-3 

(of October 2022) which urgently called upon the DPRK to comply with its international civil aviation obliga-

tions under the Chicago Convention. 198 

  

__________ 
197 See Maritime Safety Committee resolution on "Strengthening measures for ensuring the safety of international shipping": 

https://www.imo.org/en/MediaCentre/MeetingSummaries/Pages/MSC-107th-session.aspx. 
198 See https://www.icao.int/Newsroom/Pages/ICAO-Council-States-condemn-DPRK-missile-launches.aspx. 

https://www.imo.org/en/MediaCentre/MeetingSummaries/Pages/MSC-107th-session.aspx
https://www.icao.int/Newsroom/Pages/ICAO-Council-States-condemn-DPRK-missile-launches.aspx
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Annex 18: Report on 6th enlarged plenary meeting of 8th WPK Central Committee of  

1 January 2023 
 

Excerpts relating to the BM programme199 (see S/2023/171 for the full text): 

… the official legalization of the DPRK's policy on its nuclear force at the most appropriate and crucial time … 

 

… however, if it fails to deter, it will carry out the second mission, which will not be for defense 

… a task was raised to develop another ICBM system whose main mission is quick nuclear counterstrike. 

… it highlights the importance and necessity of a mass-producing of tactical nuclear weapons and calls for an exponential 

increase of the country's nuclear arsenal, the report said, clarifying the epochal strategy of the development of nuclear 

force and national defence for 2023 with this as a main orientation. 

…the National Aerospace Development Administration will launch the first military satellite of the DPRK at the earliest 

date possible by pushing ahead with the full preparation for a reconnaissance satellite and its vehicle in progress at the 

final stage, the report pointed out ... 

 
  

__________ 
199 See https://kcnawatch.org/newstream/1672543894-200963704/report-on-6th-enlarged-plenary-meeting-of-8th-wpk-central-

committee /. 

https://kcnawatch.org/newstream/1672543894-200963704/report-on-6th-enlarged-plenary-meeting-of-8th-wpk-central-committee
https://kcnawatch.org/newstream/1672543894-200963704/report-on-6th-enlarged-plenary-meeting-of-8th-wpk-central-committee
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Annex 19: Development of a new satellite launch pad in the Sohae area 

 
 

Source: Planet Labs Inc., annotated by the Panel. 
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Source: Planet Labs Inc., annotated by the Panel. 
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Annex 20: KCNA reporting on the Chollima-1 SLV launch of 31 May 2023200 
 

 

Pyongyang, May 31 (KCNA) - The Korean Central News Agency (KCNA) made public the following 

report on Wednesday as regards an accident occurred during the launch of military reconnaissance 

satellite: The National Aerospace Development Administration (NADA) of the DPRK launched a mili-

tary reconnaissance satellite, "Malligyong-1", mounted on a new-type carrier rocket, "Chollima-1", 

at the Sohae Satellite Launching Ground in Cholsan County of North Phyongan Province at 6:27 on 

May 31, Juche 112 (2023), as scheduled. The carrier rocket "Chollima-1" fell to the West Sea of Ko-

rea after losing thrust due to the abnormal starting of the second-stage engine after the separation of 

the first stage during the normal flight. The NADA spokesperson attributed the failure to the low reli-

ability and stability of the new-type engine system applied to carrier rocket "Chollima-1" and the un-

stable character of the fuel used, saying that scientists, technicians and experts concerned start dis-

covering concrete causes. The NADA said that it would thoroughly investigate the serious defects re-

vealed in the satellite launch, take urgent scientific and technological measures to overcome them and 

conduct the second launch as soon as possible through various part tests. 

  

__________ 
200 See https://kcnawatch.org/newstream/1685600207-36284567/kcna-report/ . 

https://kcnawatch.org/newstream/1685600207-36284567/kcna-report/
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Annex 21: Salvaging of sections of the Chollima-1 Space Launch Vehicle and of the Malligyong-1 

satellite by the ROK Navy 

 

 

 

Source: ROK Joint Chiefs of Staff (JCS), 31 May 2023, 5 July 2023.  

 

 

Statement by the ROK Joint Chiefs of Staff on 31 May 2023: “We are providing you with a photo 

of an object presumed to be part of the North’s claimed space launch vehicle. Our military has 

identified and is currently picking up an object presumed to be part of the North’s claimed space 

launch vehicle at approximately 200 kilometers west of the waters near Eochong Island.”  

 

Statement by the ROK Joint Chiefs of Staff on 5 July 2023: “The ROK has concluded the search 

and recovery operation for DPRK space launch debris and other remnants, which began on 31 

May and ended on 5 July. Despite challenging operational conditions, the ROK military 

successfully recovered numerous debris, demonstrating excellent operational capabilities. 

Through the search and rescue operation, key components of the DPRK space launch vehicle 

and satellite were recovered and thoroughly analyzed by ROK and US experts, concluding that 

they have no military use as a reconnaissance satellite.”  

 

Translation by the Panel. 
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Annex 22: Construction of a silo used for the KN-23 launch on 19 March 2023 

 
 

Source: Maxar Technologies, 7 February 2023, annotated by the Panel. 

 

  

➣ N
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Source: Planet Labs Inc., 15 January 2023, 28 January 2023, 1 February 2023, 13 March 2023, anno-

tated by the Panel. 
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Annex 23: Reply from a research institute in Sweden 

 

Source: A Swedish research institute.  
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Annex 24: Co-authorship of Dr. Im Song-jin, Kim Il Sung University, with scholars from Chinese 

research institutes 
 

 

2)  Bibliographic information about Dr. Im’s affiliation with Chinese university  

 

  

Source: Scopus 
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Annex 25: Letter from the Permanent Mission of China and China’s Reply 
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China's feedback to the 1874 Panel of Experts 

 

1. Intangible Technology Transfers 

 

China has been consistently and strictly implementing the provisions of 

the Security Council Resolutions on the DPRK regarding scientific and tech-

nological cooperation as well as academic communication. Necessary 

measures have been taken to prevent sensitive materials from being collected 

by the DPRK. 

 

As verified by the related Chinese authorities, the German media reports 

are grossly inaccurate. First, the two papers mentioned by the media reports 

are based on normal cooperation of fundamental scientific studies, which has 

no dual use nature and has nothing to do with nuclear proliferation. Second, 

the involvement of Im Song-Jin in the two papers was limited to communica-

tion on theoretical issues, Chinese scholars did not provide any data to Im. 

Chinese scholars listed Im as an author just out of respect. This communica-

tion does not constitute scientific and technological exchanges or cooperation, 

and therefore is not a violation of the related provisions of the Resolutions. 

Third, Im visited the relevant University for only a short period of time from 

July to September 2015, with all expenses related to this visit paid by Im him-

self. The University did not provide any financial support or remuneration to 

him. Im did not return to the University after the end of his visit in September 

in 2015, nor did he have any status with this University. For Im's visit to this 

University occurred before the adoption of the Resolution 2321 in 2016, 

which restricts scientific and technological exchanges and cooperation with 

the DPRK,therefore his visit does not violate the Resolution. 
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The German media reports are clearly inconsistent with the facts,and the 

relevant Chinese research institutes, universities and individuals are not in 

violation of the Security Council Resolutions, China requests the Panel not to 

include this case into its report. We trust the Panel to base its work on facts 

rather than on media reports. 

 

2. Illegal cyber financial activities 

 

China conducted serious and thorough investigations on the information 

provided by the Panel, and did not find any illegal cyber financial activities 

by the relevant individuals within Chinese border. China consistently and 

strictly combats illegal cyber financial activities by Chinese laws and regula-

tions in an equal manner no matter if related personnel violate the Security 

Council Resolutions or not. Besides, the cyber activities mentioned by the 

Panel do not fall into the scope prohibited by the Resolutions. China requests 

the Panel to conduct its work according to its mandate, and do not include 

unrelated content into its report. 
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3. Alleged sale of DPRK seafood by Chinese company 

 

Chinese authorities have located the seafood stand in Yanji West Market 

mentioned by the Panel. This stand has been using the banner of “North Korea 

Seafood Wholesale” for several years as a means to attract customers. It was 

found that the seafood sold at the stand were actually imported from Russia 

through legal channels, not illegally obtained from the DPRK. Chinese au-

thorities have ordered the stand operate the business according to law and 

remove the banner. Obviously, there is no violation of Security Council Res-

olutions in this case and it should not be included in the Panel's report. 

 

4. Alleged export of coal by DPRK ships 

 

After thorough investigation by relevant Chinese authorities, the infor-

mation of the ships mentioned by the Panel are provided as follows: 

 

HUNG BONG 3 declared one entry into Lianyungang Port from Nampo 

Port in January this year empty loaded. And the ship left Lianyungang Port 

empty loaded. 
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TAE Dong 1 declared two entries into Dalian Port from Nampo Port in 

January and March this year empty loaded. And the ship left Dalian Port 

loaded with grain and other grocery. 

 

PU SONG declared one entry into Dalian Port from Nampo Port in Jan-

uary this year loaded with containers, and left the port loaded with goods for 

daily necessities. In June this year, this ship declared one entry into Dalian 

Port from Nampo Port empty loaded and left loaded with goods for daily ne-

cessities. 

 

No records of port entry and exit or customs declarations of TO 

MYONG, MIYANG 5, RYONG RIM were found in the Chinese port logs. 

 

China attaches great importance to illegal maritime activities related to 

the DPRK, and cracks down on ship-to-ship smuggling activities according 

to Chinese laws and regulations. The above-mentioned ships were loaded 

with goods for daily necessities, not Security Council embargoed items. The 

Panel should execute its duties cautiously and responsibly, carefully screen-

ing the information it acquired, and should not include unverified information 

in its report. 
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5. Alleged illegal export by Chinese ships to the DPRK 

 

After thorough investigation by relevant Chinese authorities, the infor-

mation of the ships mentioned by the Panel are provided as follows: 

 

BAO YING HAI 18, XIN YANG HONG, QIMING 168, and FU LONG 

98 were de-registered between late 2022 and early 2023, and these ships were 

not re-registered ever since. Chinese government does not have information 

on their exact whereabouts. 

 

Records of port entry and exit of XIN HANG SHUN and LONG XIN 12 

were not found and Chinese government does not have detailed information 

about these ships. 

 

6. Alleged possession of Chinese ships by the DPRK 

 

After thorough investigation by relevant Chinese authorities, the infor-

mation of the ships mentioned by the Panel are provided as follows: 

 

SHUNCHAO 9, HUI YI, HONG JIE 1, RUN HONG 58, XIN HONG 

XIANG 77, WEN TONG FA ZHAN, and XIANGHUI 10 were de-registered 

on May of 2022, January of 2023, August of 2022, November of 2021, Octo-

ber of 2022, February of 2023, November of 2018 respectively. These ships 

were not re-registered ever since. ZHI KUN 6 and HUA JIN SHENG 8 are 

still registered as Chinese ships. HONG TAI 215 have not applied for nation-

ality registration. 
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Judging from the investigations conducted by Chinese authorities, the 

information received by the Panel are inaccurate. This is not the first time 

such thing happens and China has previously raised concerns over this issue. 

China requests the Panel to conduct necessary screening of the information it 

receives,and avoid including information that are inconsistent with facts in its 

report, so as to maintain the objectivity of the report. 

 

7. Request for seizure of DPRK ship 

 

China attaches great importance to illegal maritime activities related to 

the DPRK, and cracks down on ship-to-ship smuggling activities according 

to Chinese laws and regulations. Relevant Chinese authorities are still con-

ducting investigations on the case and preliminary findings show that NEW 

KONK, UNICA, DIAMOND 8/NAM DAE BONG, and SHUNDLLI have 

no records of port entry and exit in China since 2020. The information pro-

vided by the Panel are not verified and should not be included in its report. 

 
  



 S/2023/656 

 

142/440 23-15418 

 

Annex 26: DPRK-flagged tankers observed delivering refined petroleum products at Nampo 

and other oil facilities, 1 January-1 May 2023  

 

A Member State estimates that as much as 781,497 barrels of refined petroleum products may have 

been delivered to Nampo and other DPRK ports by 1 May, based on a maximum cargo capacity of 90 

percent of each delivery vessel’s deadweight tonnage. In reaching this conclusion the Member State 

used a methodology widely-accepted by industry. The Member State’s calculations presume the car-

riage of “refined petroleum” to include diesel and/or fuel oil as both these products are widely recog-

nized to be within the category “refined petroleum”. The Member State uses a conversion rate of 7.5 

barrels per metric ton, the average conversion rate of gasoline, kerosene, gas oil/diesel and residual 

fuel oil. 

 

Based on a maximum cargo capacity of 90 percent of each vessel’s deadweight tonnage, the Member 

States estimates that the cap would have been breached in mid-March (figure 26); assuming a 60% 

maximum cargo capacity the cap would have been breached end-April-beginning May; at 30% capac-

ity201 the cap would not have been breached during this reporting period.  

 

 

 

 

  

__________ 

 201 A Member State has reported to the Committee however that “[i]t is highly unlikely that DPRK tankers … would arrive in DPRK ports with 

less than one third of their cargo capacities filled. The expenditure of resources and fuel [in so doing]… would not be justified …”. 
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Figure 26: Estimates arising from observed deliveries of refined oil products to Nampo, Hungnam, Chongjin 

and Songnim, 1 January – 1 May 2023 (barrels). The intersection of the horizontal line, at 500,000 barrels, and 

the three trend lines, indicate approximately when the oil cap would have breached in this period, assuming a 

total cargo carried of 90%, 60% and 30% of total DWT of vessels involved in deliveries.   

 

Source: Member State, the Panel 

Abbreviation: DWT: Deadweight Tonnage  

 

The Member State’s imagery (see below) indicates that 39 of the 46 deliveries went to Nampo and the remain-

der as follows: 

 

DPRK Port Nampo 

 

Chongjin Hungnam Songnim 

Number of deliv-

eries (1 Jan – 1 

May 2023) 

39 deliveries 3 deliveries 

(one each by SIN 

PHYONG 5, 

SIN PHYONG 9, 

SIN PHYONG 14) 

2 deliveries (both 

by SIN PHYONG 

14) 

2 deliveries (both by 

KUM UN SAN) 
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3 January  

SIN PHYONG 9  

(IMO 8916293)  

 

DWT 1150MT  

 

Cargo capacity  

(90% DWT) of re-

fined petroleum: 

7763 barrels. 

 

 

 

 

8 January  

PO CHON  

(IMO 8848276)  

 

DWT 3538MT  

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 23880 bar-

rels. 

 

 

 

18 January  

KUM UN SAN 

(IMO: 8720436) 

 

DWT 2070MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 13973 bar-

rels. 
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18 January  

SIN PHYONG 5 

(IMO 8865121) 

 

DWT 3295MT  

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 22245 bar-

rels. 
 

 

 

19 January  

SIN PHYONG 14 

(IMO: 8021579) 

 

DWT 949MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 6406 bar-

rels. 

 

 

25 January 

CHON MA SAN  

(IMO 8660313) 

 

DWT 3566MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 24068 bar-

rels. 

 

 

 



 S/2023/656 

 

146/440 23-15418 

 

18 January 

JI SONG 6 

(IMO 8898740) 

 

DWT 1250MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 8438 bar-

rels. 

 

 

2 February 

PAEK YANG SAN 

1 

(IMO 9129653) 

 

DWT 4989MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 33676 bar-

rels. 

 

 

5 February 

SAM JONG 2 

(IMO 7408873) 

 

DWT 2507MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 16922 bar-

rels. 
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5 February 

YU JONG 2  

(IMO 8604917) 

 

DWT 1206MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 8138 bar-

rels. 

 

 

 

8 February 

SIN PHYONG 2 

(IMO 8817007) 

 

DWT 2106MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 14213 bar-

rels. 

 

 
 

8 February 

SIN PHYONG 14 

(IMO 8021579) 

 

DWT 949MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 6406 bar-

rels. 
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14 February 

SIN PHYONG 14 

(IMO 8021579) 

 

DWT 949MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 6406 bar-

rels. 

 

 

10 February 

KUM RYONG 3  

(IMO 8610461) 

 

DWT 1988MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 13487 bar-

rels. 

 

 

14 February 

KUM JIN GANG 2 

(IMO 8708684) 

 

DWT 1988MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 13419 bar-

rels. 
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14 February 

CHANG HAE 1 

(IMO 8791667) 

 

DWT 4983MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 33635 bar-

rels. 

 

 

16 February 

CHIL BO SAN  

(IMO 8711021) 

 

DWT 1999MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 13493 bar-

rels. 

 

 

 

19 February 

RYE SONG GANG 

1 

(IMO 7389704) 

 

DWT 3003MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 20270 bar-

rels. 
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21 February 

PAEK MA 

(IMO 9066978) 

 

DWT 2250MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 15188 bar-

rels. 

 

 

23 February SIN 

PHYONG 9  

(IMO 8916293) 

 

DWT 1150MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 7763 bar-

rels. 
 
 

 

 

26 February 

WOL BONG SAN 

(IMO 7636638) 

 

DWT 4296MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 28988 bar-

rels. 
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4 March 

SIN PHYONG 5 

(IMO 8865121) 

 

DWT 3295MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 22245 bar-

rels. 
 

 

 

15 March 

SIN PHYONG 5 

(IMO 8865121) 

 

DWT 3295MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 22245 bar-

rels. 
 

 

 

13 March 

SIN PHYONG 14 

(IMO 8021579) 

 

DWT 949MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 6406 bar-

rels. 
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19 March 

YUN HONG 8 

(IMO None) 

 

DWT 2900MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 19575 bar-

rels. 

 

 

19 March 

AN SAN 1  

(IMO 7303803) 

 

DWT 3003MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 20273 bar-

rels 

 

 

 

19 March 

SIN PHYONG 2 

(IMO 8817007) 

 

DWT 2106MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 14213 bar-

rels. 

 

 

 



S/2023/656  

 

23-15418 153/440 

 

26 March 

KUM RYONG 3 

(IMO 8610461) 

 

DWT 1998MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 13487 bar-

rels. 

 

 

29 March 

KUM RYONG 3 

(IMO 8610461) 

 

DWT 1998MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 13487 bar-

rels. 

 

 

29 March 

SAM JONG 2 

(IMO 7408873) 

 

DWT 2507MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 16922 bar-

rels. 
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30 March 

NAM DAE BONG 

(IMO 9132612) 

 

DWT 9273MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 62593 bar-

rels. 

 

 

30 March 

KUM UN SAN 

(IMO 8720436) 

 

DWT 2070MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 13973 bar-

rels. 

 

 

2 April 

SIN PHYONG 9 

(IMO 8916293) 

 

DWT 1150MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 7763 bar-

rels. 
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2 April 

YU JONG 2  

(IMO 8604917) 

 

DWT 1206MT  

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 8138 bar-

rels. 

 

 

 

2 April 

KUM RYONG 3 

(IMO 8610461) 

 

DWT 1998MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 13487 bar-

rels. 

 

 

 

7 April 

KUM RYONG 3 

(IMO 8610461) 

 

DWT 1998MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 13487 bar-

rels. 
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7 April 

CHIL BO SAN  

(IMO 8711021) 

 

DWT 1999MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 13493 bar-

rels. 
 

 

 

9 April 

CHIL BO SAN  

(IMO 8711021) 

 

DWT 1999MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 13493 bar-

rels. 
 

 

 

7 April 

CHANG HAE 2 

(IMO 8691702) 

 

DWT 3398MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 22935 bar-

rels. 
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11 April 

SIN PHYONG 5 

(IMO 8865121) 

 

DWT 3295MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 22245 bar-

rels. 

 
 

 

 

16 April 

CHON MA SAN 

(IMO 8660313) 

 

DWT 3566MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 24068 bar-

rels. 

 

 

 

18 April 

SAM JONG 1 

(IMO 8405311) 

 

DWT 1665MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 11239 bar-

rels. 
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19 April 

UN HUNG  

(IMO 9045962) 

 

DWT 3685MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 24874 bar-

rels. 

 

 

 

24 April 

UN HUNG  

(IMO 9045962) 

 

DWT 3685MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 24874 bar-

rels. 

 

 

 

20 April 

SIN PHYONG 2 

(IMO 8817007) 

 

DWT 2106MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 14213 bar-

rels. 
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20 April 

CHANG HAE 1 

(IMO 8791667) 

(nka KUM JIN 

GANG 3) 

 

DWT 4983MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 33635 bar-

rels. 

 

 

 

21 April 

KUM UN SAN 

(IMO 8720436) 

 

DWT 2070MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 13973 bar-

rels. 

 

 

 

24 April 

KWANG CHON 

(IMO 8605026) 

 

DWT 1966MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 13271 bar-

rels. 
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26 April 

KWANG CHON 

(IMO 8605026) 

 

DWT 1966MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 13271 bar-

rels. 

 

 

 

27 April 

KUM JIN GANG 2 

(IMO 8708684) 

 

DWT 1988MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 13419 bar-

rels. 

 

 

 

1 May 

KUM JIN GANG 2 

(IMO 8708684) 

 

DWT 1988MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 13419 bar-

rels. 
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27 April 

JI SONG 6 

(IMO 8898740) 

 

DWT 1250MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 8438 bar-

rels. 

 

 
 

1 May 

JI SONG 6 

(IMO 8898740) 

 

DWT 1250MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 8438 bar-

rels. 

 

 
 

27 April 

CHANG HAE 2 

(IMO 8691702) 

(nka YU SON) 

 

DWT 3398MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 22937 bar-

rels. 
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1 May 

CHANG HAE 2 

(IMO 8691702) 

(nka YU SON) 

 

 

DWT 3398MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 22937 bar-

rels. 

 

 

 

27 April 

KUM UN SAN 

(IMO 8720436) 

 

DWT 2070MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 13973 bar-

rels. 

 

 

1 May 

KUM UN SANM 

(IMO 8720436) 

 

DWT 2070MT 

 

Cargo capacity (90% 

DWT) of refined pe-

troleum: 13973 bar-

rels. 

 

 

 

Source: Satellite imagery - Member State; ship information – Member State, IMO records, and the Panel. 
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Annex 27: Data provided by a Member State regarding breaches of the cap on refined petro-

leum products delivered to the DPRK 

 

Annex 26 records that a Member State estimates that the cap on refined petroleum products delivered 

to the DPRK in 2023 has been breached. Data provided by another Member State support this assess-

ment: This Member State estimates that approximately 80,000 tons of refined petroleum was illicitly 

imported by DPRK in the first quarter of 2023. 

The Member State has provided additional data reflecting an equivalent breach in 2022, also by the 

end of the first quarter. 

Data provided by the Member State, in tons 

Smuggled refined petroleum imported through ship-to-ship transfers 

 

Amount of refined 

petroleum illicitly 

imported in the  

first quarter  

2021 2022 2023 

 

None 

 

Approx. 70,000 tons 

 

Approx. 80,000 tons 

 

Member State data converted to barrels by the Panel, using the Committee’s conversion rate of 7.98 

barrels per ton 

Smuggled refined petroleum imported through ship-to-ship transfers 

 

Amount of refined 

petroleum illicitly 

imported in the  

first quarter  

2021 2022 2023 

 

None 

 

Approx. 558,600 

barrels 

 

Approx. 638,400 

barrels 
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Annex 28:  DPRK’s illicit maritime activities in 2022  

The DPRK’s illicit sea trade took place over a larger number of locations than before. 

                                     Year 2022 
 

          1st Quarter          2nd Quarter             3rd Quarter 
 

                 4th Quarter             2022 overall 
 

 

 
 
 
 
 
 
 
 

  
  

Source: Member State 
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Annex 29:  Ship-to-ship activity at Sokdo-ri Island, DPRK  

 

In 2023, the Panel observed activity around Sokdo-ri Island, near the DPRK’s West Sea 

Barrage.  This is the area where a floating crane, JIANG SHEN FU 6988, involved in ship-

to-ship activity between DPRK vessels and former foreign-flagged vessels acquired by the 

DPRK, was located on 6 September 2022.202  JIANG SHEN FU operated within DPRK’s 

territorial waters between Nampo lockgate and Ch’o-do Island. The Panel recalls its earlier 

assessment203 of contributing factors that have expanded the DPRK’s use of territorial waters in 

conducting at-sea transfers, including the need to avoid monitoring vessels and the inability of many 

of its cargo vessels to enter foreign ports to offload banned commodities. 

The following is a sample of satellite images of vessels taking part in what appear to be 

ship-to-ship transfers. 

 

June 2023 

  

__________ 
202 S/2023/171, para. 89 and annex 40  
203 S/2022/668, paras. 35-36. 

https://undocs.org/Home/Mobile?FinalSymbol=S%2F2023%2F171&Language=E&DeviceType=Desktop&LangRequested=False
https://undocs.org/S/2022/668
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May 2023 

  



S/2023/656  

 

23-15418 167/440 

 

January 2023 

 

Source: Planet Labs, annotated by the Panel 
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Annex 30:  Geo-Spoofing as a new evasion technique for DPRK-related sanctions evasion, 2023 

 

In April 2023, the Panel monitored two vessels on a maritime a.i. analytics platform sailing in an unu-

sual pattern.  AIS analysis revealed their voyages were consistent with Global Navigation Satellite Sys-

tems (GNSS) manipulation, a machine-generated geo-spoofing, while the vessel was in fact traveling 

at the same speed and heading, but in a straight line. The two vessels in question were transmitting as:  

- F.LONLINE, a known false identity for the former direct delivery vessel (FDDV) NEW 

KONK,  

- LITON, a known false identity for the FDDV UNICA. 

 

Figure 30-1: NEW KONK as F.LONLINE at Sansha Bay, 1-3 April 2023 

On 1 April 2023, NEW KONK transmitting as F.LONLINE was anchored at Sansha Bay, China. Sat-

ellite Imagery by Planet Labs confirmed the vessel’s presence in the same location a day later. Accord-

ing to the vessel’s AIS transmission, NEW KONK / F.LONLINE departed its anchoring point on 3 

April 2023 at 12:38 UTC. 
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Figure 30-2: NEW KONK / F.LONLINE begins geo-spoofing, 3 April 

The vessel next transmitted an AIS signal at 13:21 UTC, at an apparent location approximately 28 

nautical miles from where it last transmitted. This location would have required it to travel at the im-

possible average speed of about 20 nautical miles per hour. This GNSS manipulation lasted until 16 

May 2023, making NEW KONK/F.LONLINE’s AIS tracks during this period false.   

 

 

 

 

 

 

 

 

 

 

 

Figure 30-3: NEW KONK / F.LONLINE  remaining at Sansha Bay, 8-9 April 

Medium resolution satellite imagery on Planet Labs showed that a vessel of similar length as NEW 

KONK remained at Sansha Bay after NEW KONK’s GNSS manipulation began.  
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Figure 30-4: NEW KONK imaged at Sansha Bay, 9 April 2023 

High resolution satellite imagery provided by a Member State confirmed NEW KONK’s location on 9 

April 2023. 

 

Figure 30-5: NEW KONK / F.LONLINE transmitting as LIFAN, East China Sea, 15-16 April 2023 

Satellite imagery show that by 16 April the vessel was no longer in Sansha Bay.  Instead, AIS trans-

mission showed a vessel transmitting as LIFAN, a known falsified identity of NEW KONK, sailing up 

through the East China Sea. 
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Figure 30-6: NEW KONK / F.LONLINE, Yellow Sea, 16 June to 8 July204 2023 

NEW KONK repeated its GNSS manipulation again from 16 June 2023: The same geo-spoofing sig-

natures suggesting travel in a straight line, at the same speed and heading, in a southerly direction 

through the Yellow Sea.  This may indicate obfuscation of its actual location at the time to conduct 

further illicit activities. 

 

Source: Windward; Satellite Imagery, Planet Labs; annotated by the Panel 

  

__________ 
204 At date of writing.  
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Annex 31: Suspect vessels in DPRK Exclusive Economic Zone (EEZ) 

The following are examples over the last two years of FDDVs and suspect vessels located in the same 

area of the DPRK EEZ, conducting or waiting to conduct ship-to-ship transfers with DPRK tankers in 

the vicinity. Typically, the suspect vessels and DPRK tankers did not transmit AIS signals, conducting 

their illicit transfers in an effort to evade sanctions.  

2022 

 

Figure 31-1:  

 

NEW KONK in the same area of the DPRK EEZ in November 2022 

 

 

Source: Planet Labs, annotated by the Panel 
 

Figure 31-2: 

UNICA berthed alongside DPRK-flagged MU BONG 1 in the same area of the DPRK EEZ in Sep-

tember 2022  

 

Source: Member State 
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Figure 31-3 shows the former intermediary vessel HENG XING (IMO: 8669589; currently the DPRK-

flagged A BONG 1), UNICA (IMO: 8514306) and VIFINE (currently sailing as the DPRK-flagged UN 

HUNG), on 21 January 2022 in the DPRK EEZ.  

The DPRK-flagged tanker UN HUNG (IMO: 9045962) previously sailed as the FDDV VIFINE.  NEW 

KONK, then acting in the capacity of an intermediary vessel, conducted a ship-to-ship transfer with 

VIFINE on 19 June 2019, before itself subsequently becoming an FDDV.205 The Panel’s investigations 

showed the entities behind the two vessels had common connections of ownership and management 

history.  UN HUNG conducted ship-to-ship transfers with NEW KONK on at least one another occasion 

in January 2022, in the same DPRK EEZ location (figure 31-4). 

Figure 31-3: 

UNICA, HENG XING (nka A BONG 1) and NEW KONK 1 in the DPRK EEZ in January 2022  

 

Source: Member State 

  

__________ 
205 S/2022/151, para. 32, figure VI. 

https://undocs.org/Home/Mobile?FinalSymbol=S%2F2020%2F151&Language=E&DeviceType=Desktop&LangRequested=False
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Figure 31-4: 

 

Source: Satellite imagery: Planet Labs, annotated by the Panel; inset photograph, Member State 

 

2021 

Figure 31-5: 

The DPRK-flagged NAM DAE BONG, then sailing as DIAMOND 8, with the DPRK-flagged CHON 

MA SAN (IMO: 8660313) in the same area of the DPRK EEZ, 8 August 2021206 

 

Source: Planet Labs, annotated by the Panel 

  

__________ 
206 S/2022/132, para. 40. 

https://undocs.org/Home/Mobile?FinalSymbol=S%2F2022%2F132&Language=E&DeviceType=Desktop&LangRequested=False
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Figure 31-6: 

FDDV NEW KONK and DPRK-flagged KUM JIN GANG in the DPRK EEZ, 23 September 2021  

 

Source: Member State 

Figure 31-7: 

FDDVs in the DPRK EEZ, 14 April 2021207 

 

Source: Maxar Technologies, annotated by the Panel 

  

__________ 
207 S/2022/132, para. 41 and annex 34. 

https://undocs.org/Home/Mobile?FinalSymbol=S%2F2022%2F132&Language=E&DeviceType=Desktop&LangRequested=False
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Annex 32: Table of fraudulent identifiers transmitted, January to May 2023 

 

Table 32: Table of fraudulent identifiers transmitted, January to May 2023208 

 
Ship name Fraudulent identifier 

NEW KONK (IMO: 9036387) F.LONLINE  

MMSI: 312162000 

 

LIFAN 

MMSI: 312165230 

MMSI: 312165923 
 

LIAN 

MMSI: 667001395 

UNICA (IMO: 8514306) LITON 

MMSI: 457106000 

DIAMOND 8 nka NAM DAE BONG  

(IMO: 9132612) 

SHUNLI 

MMSI: 457111000 

 

Source: The Panel 

  

__________ 
208 While these FDDVs continue to transmit known fraudulent names, some of their MMSIs have been manipulated. 
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Annex 33: Former Direct Delivery Vessels (FDDVs) in the Sansha Bay area, China 

 

The following are examples of FDDVs and suspect vessels co-located in Sansha Bay between 2020 and 

2023. In many of these instances investigated by the Panel, the following pattern of activity was ob-

served: departure from Sansha Bay; ship-to-ship transfer conducted in the Taiwan Strait; ship-to-ship 

transfer with DPRK tankers in the DPRK EEZ. 

The Panel sought Chinese authorities’ assistance to obtain information from these FDDVs on the individuals 

facilitating the illicit oil transfers. This would enable disruption of future oil procurements conducted by these 

vessels.  China replied: “China attaches great importance to illegal maritime activities related to the 

DPRK, and cracks down on ship-to-ship smuggling activities according to Chinese laws and regula-

tions. Relevant Chinese authorities are still conducting investigations on the case and preliminary find-

ings show that NEW KONK, UNICA, DIAMOND 8/NAM DAE BONG, and SHUNDLLI have no records 

of port entry and exit in China since 2020. The information provided by the Panel are not verified and 

should not be included in its report”. 

 

2023 

FDDVs NEW KONK / F.LONLINE and UNICA / LITON in Sansha Bay, 15 February 2023 

 
 

Source: Planet Labs; AIS overlay, Windward; annotated by the Panel 
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2022 

FDDVs NEW KONK / F.LONLINE, UNICA / HAI SHUN 2 and HAI JUN (IMO: 9054896; currently 

the DPRK-flagged A SA BONG), Sansha Bay, 17-26 May 2022209 

 

Source: Windward; annotated by the Panel 

FDDVs UNICA, DIAMOND 8 and NEW KONK in Sansha Bay, 30 June 2022210 

 
 

Source: Member State 
  

__________ 
209 S/2022/668, paras. 39-42.  
210 Ibid. 

https://undocs.org/Home/Mobile?FinalSymbol=S%2F2022%2F668&Language=E&DeviceType=Desktop&LangRequested=False
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2021 

FDDVs SUBBLIC and HOKONG in Sansha Bay, 2 August 2021 

HOKONG211 

 

SUBBLIC, sailing as HAI ZHOU 168212 

 

Source: Windward, annotated by the Panel 

  

__________ 
211 This FDDV is registered as being broken up in November 2021. S/2022/132, annex 43. 
212 S/2022/132. 

https://undocs.org/Home/Mobile?FinalSymbol=S%2F2022%2F132&Language=E&DeviceType=Desktop&LangRequested=False
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2 August 2021213 

 

Source: Maxar Technologies and Member State 

 

  

__________ 
213 S/2022/132, annex 41. 

https://undocs.org/Home/Mobile?FinalSymbol=S%2F2022%2F132&Language=E&DeviceType=Desktop&LangRequested=False
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2020 

FDDV NEW KONK in Sansha Bay, 20 August 2020214 

 

Source: Member State 

 

FDDV XING MING YANG 888 in Sansha Bay, 1 November 2020215 

 

Source: Windward, annotated by the Panel; inset imagery, Member State 

  

__________ 
214 S/2022/132, annex 39a. 
215 S/2022/132, annex 34. 

https://undocs.org/Home/Mobile?FinalSymbol=S%2F2022%2F132&Language=E&DeviceType=Desktop&LangRequested=False
https://undocs.org/Home/Mobile?FinalSymbol=S%2F2022%2F132&Language=E&DeviceType=Desktop&LangRequested=False
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FDDV SUBBLIC transmitting as HAI ZHOU 168 in Sansha Bay, 26 November 2020216 

 

Source: Windward 

 

Source: The Panel 

 

  

__________ 
216 Ibid. 
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Annex 34: Associated entities and individuals 

 

The Panel recalls previous investigations have shown that facilitators capitalize on the maritime industry’s 

complex ownership and operator arrangements to prevent easy linkage identification between them. To do 

so, different paper companies are often set up with different nominee directors, and company ownership 

and / or management characterized by only indirect linkages.  

 

EVER GLORY’s registered owner is Kindom Honor Co., Ltd (hereafter “Kindom Honor”) with an operat-

ing presence in Kaohsiung.217 The ship’s operator and technical manager is LW Maritime Service Co., Ltd 

(hereafter “LW Maritime”), another Kaohsiung-based company.218 Both entities were incorporated in the 

Marshall Islands until their status was annulled in April 2023.  

 

 

Kindom Honor 

- Kindom Honor lists an address in the care of the Kaohsiung-based Green Ship Management 

Ltd219 (hereafter “Green Ship”) (see para. 55 of the Main Text (Case 2)). 

- Green Ship shares the same contact details and address with three other companies: Navigator 

Ship Management Ltd (hereafter “Navigator Ship”), Marine Safety Consultants Ltd (hereafter 

“Marine Safety”) and Fu Feng Marine Services Co Ltd (hereafter, “Fu Feng Marine”) (富豐海

事服務有限公司) 

- Fu Feng Marine220 was founded by two individuals, one of which (“Individual A”) the Panel 

had previously corresponded with. Marine Safety’s email is used by both Individual A as well 

an associate of Individual A. This associate in turn has been listed on several shipping 

documents the Panel has in possession, including the Kaohsiung-based Gold Advance Corp, 

associated with AN PING (IMO: 7903366), another FDDV.221  

 

LW Maritime 

- LW Maritime was also listed as the ship manager of HENG XING (IMO: 8669589), another 

vessel investigated by the Panel,222 before the tanker’s transfer to the DPRK fleet in January 

2022. 

- Mr Wu GJ of LW Maritime, has been publicly recorded223 as associated with the Kaohsiung-

based Vanguard Shipping Safety Management Consultants Co Ltd, a company associated with 

entities linked to vessels previously investigated by the Panel.224 

 
  

__________ 
217 IMO records. 
218 Ibid. 
219 With a Fuxing 2nd Road, Lingya District, Kaohsiung address. 
220 With a Zhongshan 2nd Road, Lingya District, Kaohsiung address. 
221 S/2021/211, para. 46 and annex 25. 
222 S/2023/171, table 34 and para. 99, S/2022/668, paras. 74-75 and annex 36 and S/2019/171, annex 6. 
223 See https://web.archive.org/web/20181207111011/http://vanguard1.webnode.cz 
224 S/2019/171, para. 9 and annex 6, and S/2018/171, paras. 68-69. 

https://undocs.org/S/2021/211
https://undocs.org/S/2023/171
https://undocs.org/S/2022/668
https://www.undocs.org/S/2019/171
https://web.archive.org/web/20181207111011/http:/vanguard1.webnode.cz
https://www.undocs.org/S/2019/171
https://www.undocs.org/S/2018/171
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Individual A was also listed as having previously managed PU ZHOU when the vessel was still foreign-

flagged and prior to its transfer to the DPRK.  

The Panel wrote to Individual A concerning queries, inter alia, on his associations with the various 

entities; the entities’ linkages viz one another, and to EVER GLORY and MIDAS. The Panel received 

a response from Individual A in late July 2023, to which it is still assessing the information provided.   

In the meantime, the Panel highlights the following:  

Individual A replied that he / his companies provide “…ship safety consultant in complying relevant 

regulations …” and served as “…DOC company …dealing with ship safety audit, class survey assis-

tance, external inspection for example PSC inspection”.  

With regards the associated companies identified by the Panel at figure XVIII of the Main Text, Indi-

vidual A did not deny their linkages to him/his associate, but replied that “This is impossible to hide 

anything from owners from the fact this system established for, DOC company contact and email will 

lead to us”, indicated that the various companies identified by the Panel could be easily traced to him.  

The Panel maintains a different view. Identification to Individual A would not have been possible with-

out access to various jurisdictional ownership information, restricted ship registration records, special-

ized subscription databases and the Panel’s own investigations.   

 

Green Ship 

Individual A also claimed that Green Ship served as EVER GLORY’s DOC holder rather than LW 

Maritime, and that Kindom Honor had no relationship with the other companies investigated by the 

Panel.  IMO records list LW Maritime as EVER GLORY’s DOC holder and that Kindom Honor was 

in the care of Green Ship.  

Elsewhere, in a separate response to the Panel, Kindom Honor, which is the registered owner of 

EVER GLORY, stated that Individual A was “…a consultant in the affair of vessel DOC management 

on EVER GLORY commissioned by Kindom Honor.”  

 

Navigator Ship 

IMO records indicate Navigator Ship served as MIDAS’ ship manager, operator and technical manager, 

in addition to being the DOC Holder at the time of the MIDAS’ ship-to-ship transfer with SHUNDLLI.  

Individual A further stated that in addition to simply providing DOC services, Navigator Ship provided 

no other commercial services nor had relationships with other companies investigated by the Panel. The 

Panel again notes IMO records indicate Navigator Ship shares a phone and fax number with Green 

Ship, Marine Safety, and Fu Feng Marine.  
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Individual A claimed Navigator Ship and Marine Safety had no relationships with the other companies 

investigated by the Panel. Yet, in his response Individual A acknowledged that the same associate of 

Individual A served as director of both Green Ship and Navigator ship. Elsewhere, Individual A claimed 

that MIDAS was supposed to have been transferred to Green Ship’s management, but the transfer was 

not completed due to cost. 

The Panel notes that while Individual A claimed to have provided only DOC services to vessels of 

interests to the Panel and had no knowledge of or role in the vessels’ cargo or operations, the details in 

his response to the Panel’s enquiries suggests much deeper knowledge, including that of Navigator 

Ship’s internal communications.  

Elsewhere, in a separate response to the Panel, Laurel International, which is the registered owner of 

MIDAS, replied that Individual A was “… under the commission by Laurel International …”. estab-

lished Navigator ship as MIDAS’ Document of Compliance (DOC) holder. Where “Individual A was 

engaged by Laurel International to do the job of DOC management and counseling of the vessel 

MIDAS ...” Ms. [X], through Individual A’s introduction, served as “nominal person” responsible for 

Navigator Ship, and that “she was charged with keeping contact with [Individual A] … Neither... took 

part in the shipping management of MIDAS”.   

Investigations continue.  

  

Source: The Panel 
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Annex 35: Full Victory Enterprise Co., Ltd 

 

Full Victory’s Certificate of Incorporation  

 

Source: The Panel 
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Invoice of oil transfer from supplier ship to Full Victory for EVER GLORY, 3 March 2023 

 

 

 

Source: The Panel 
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Success Regent’s request to Full Victory on customer and shipping information for the 18 January 

2023 oil cargo transfer to EVER GLORY, 3 May 2023 

Unofficial Translation 

1. Contracts between your company and downstream customers. 

2. Your company's ship unloading documents (should include the date and time of unloading, unloading 

location, detailed information on unloading objects, and complete sea unloading documents). 

3. Your company's ship track record (if your company's unloading object is a ship, the ship's track 

record must be provided together). 

Source: The Panel 
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Oil cargo receipt confirming date of transfer of supplier ship to EVER GLORY, 21 January 2023 

 

Source: The Panel 
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Invoice of oil transfer from supplier ship to Full Victory for MIDAS, 3 March 2023 

 

Source: The Panel 
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Cargo receipt confirming date of transfer of supplier ship to MIDAS, 9 March 2023 

 

 

Source: The Panel 

 



 S/2023/656 

 

192/440 23-15418 

 

Success Regent’s request to Full Victory on customer and shipping information, including for the 3 

March 2023 oil cargo transfer to MIDAS, 23 March 2023 
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Based on documentation provided by Success Regent, the company, on 30 March 2023, sent a letter to 

Navigator Ship, MIDAS’ technical manager, rejecting further commercial activities with the vessel. 

The Panel has sought clarification with Success Regent on which basis it made this determination.   
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Unofficial translation 

Our company has received the unloading document provided by your company, but our company still 

has doubts about the document. Before it is clarified, our company hereby informs your company with 

this letter: 

1. The company immediately rejects all commercial activities related to MIDAS; 

2. The company immediately refuses all commercial activities related to the Commercial Operator 

(NAVIGATOR SHIP MANAGEMENT LTD) of MIDAS; 

3. The company will also list your company's performance in this sanction compliance and due dili-

gence investigation as the key points for evaluating whether to continue business cooperation in the 

future. 

If your company violates the terms of the oil product sales contract signed by both parties, your com-

pany must bear all legal responsibilities and be liable for all damages to the company. 

 

 

Source: The Panel 
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Annex 36: Aspects of Sales Contract of Oil Cargo 

 

The Panel notes that in cases of oil cargo contracts, particularly when first supplier vessels are involved, 

the seller of the oil cargo can either transact as ‘Free Alongside Ship’ (FAS) or ‘Free on Board’ 

(FOB).225 FAS and FOB essentially defines the point at which risk and responsibility for the cargos is 

passed on to the buyer. Under a FAS contract, risk and responsibility for the cargos is passed on to the 

buyer when the seller’s ship arrives alongside the buyer’s ship or destination port, and the goods are 

considered as delivered. Meanwhile, under an FOB contract, the seller ensures that goods are loaded on 

board the ship from port. The risk and responsibility for the cargo passes on to the buyer once the goods 

are loaded on board the buyer’s ship. 

The Panel recalls226 its recommendation that Member States and relevant international organizations 

ensure that commodity trading companies and the tanker fleets operating under their jurisdictions, in-

cluding in at-risk segments of the FOB market and/or engaging in ship-to-ship transfers in relevant 

international waters, adopt contractual language that includes an effective end-user delivery verification 

mechanism.  

 

Excerpts from the Contract between Supplier Ship X and EVER GLORY 

 

 

 

  

__________ 
225 See INCOTERMS definitions of FAS and FOB at https://iccwbo.org/business-solutions/incoterms-rules/incoterms-2020/  
226 S/2019/171, annex 89 para.22. 

https://iccwbo.org/business-solutions/incoterms-rules/incoterms-2020/
https://www.undocs.org/Home/Mobile?FinalSymbol=S%2F2019%2F171&Language=E&DeviceType=Desktop&LangRequested=False
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Unofficial translation of boxed text 

“3. Oil product transaction terms and prices: the seller can choose the transaction terms as "FAS" on 

the high seas by the ship; or "FOB" … 

4. Delivery date: 

(2) "FOB": The ship enters the port for loading, and the confirmation of the quantity of the cargo shall 

be carried out by a credible international notarization company agreed by the buyer and the seller to 

measure the quantity of the goods as the quantity of the bill of lading.  

(3) "FAS": Ship-to-ship delivery on the high seas, the final delivery quantity signed by the masters of 

the buyer and seller, the original or duplicate delivery documents will be used as proof of completion 

of the delivery… 

9. Prohibited terms: 

The buyer is prohibited from selling the oil products purchased by our company to countries subject to 

international sanctions (such as North Korea, etc.). If there is any violation of the law, the buyer shall 

bear all the legal responsibilities. If the buyer is found to have definite evidence of illegal transactions, 

the company will immediately suspend the transaction and cut off contact according to the contract.” 

Source: The Panel 
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Annex 37: Correspondence with Kindom Honor (EVER GLORY) and Laurel International 

(MIDAS)227 

 

(A) Correspondence with Kindom Honor  

The Panel communicated with Kindom Honor Co., Ltd (hereafter “Kindom Honor”), the registered 

owner of EVER GLORY (IMO: 9102813) on 10 April 2023. Following a response from Kindom Honor 

via a legal firm on 21 April, the Panel wrote again to Kindom Honor on 26 June, seeking clarification 

and additional information.  

The Panel is highlighting the following key information relevant to its investigations provided by Kin-

dom Honor, followed by the Panel’s comments:  

 

EVER GLORY 

Ship-to-ship transfers 

Kindom Honor stated that it “… has never directed EVER GLORY to meet or conduct ship-to-ship 

transfer of refined petroleum with the DPRK-flagged NAM DAE BONG (IMO: 9132612), formerly 

known as DIAMOND 8, nor has EVER GLORY ever berthed alongside a vessel named SHUNLI 

(MMSI: 457111000).” 

Comment: The Panel notes this stands contrary to video evidence taken onboard EVER GLORY 

by its crew, recording EVER GLORY’s meeting with SHUNLI.  

Kindom Honor stated during the months of January and February 2023, EVER GLORY “… loaded 

diesel cargo in the northern waters of the Philippines during the days of January 4 through January 8, 

2023, delivered diesel cargo in the quantity of about 4,000 tons to the customer from Fujian … Mr Qui 

Guo Rong, in the sea area off Taichung Port … from February 17 to February 18, 2023 …”  “EVER 

GLORY only sold diesel to Mr Qui … from China on February 18, with a quantity of 4,000 tons.” 

Comment: The Panel notes that no documentary proof was provided to back this assertion and 

it is contrary to information provided by the supplier vessel confirming that it provided EVER 

GLORY 4,100 tons of oil cargo on 21 January. This information corresponds with the Panel’s 

maritime AIS tracking as well as documentation provided by the supplier ship.  

 

  

__________ 
227 The Panel previously investigated another case of trans-shipped oil in multiple stages involving Cheng Chiun Shipping 

Agency Co. Ltd. The modus operandi showed some similarities. See S/2022/132, paras. 64-73 and annex 48; and S/2022/668, 

paras. 52-61 and annex 33.1. and 33.2. 

https://undocs.org/Home/Mobile?FinalSymbol=S%2F2022%2F132&Language=E&DeviceType=Desktop&LangRequested=False
https://undocs.org/Home/Mobile?FinalSymbol=S%2F2022%2F668&Language=E&DeviceType=Desktop&LangRequested=False
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Kindom Honor stated “EVER GLORY delivered diesel to Mr. Qiu228 Guo Rong in China just for his 

supply to the fishery boat users …” 

Comment: The Panel notes Kindom Honor did not provide documentary proof to back this as-

sertion.  

Due diligence 

Kindom Honor stated “As for the receiving vessel assigned by Mr. Qui Guo-Rong on February 18, 

according to the captain of EVER GLORY, because the two vessels berthed alongside at night and the 

line of sight was not good, the captain of EVER GLORY did not follow the operation standards of 

Kindom Honor to record vessel identification information …”  and “Kindom Honor has never used 

EVER GLORY to engage in any illicit maritime activity.” 

Elsewhere, Kindom Honor wrote “There is no Korean-speaking person on board the two sides … nei-

ther the captain nor the purser of suspected that the cargo receiving vessel assigned by Mr Qui … had 

any connection with the DPRK.”  

Communication records 

In response to communication records and documentation regarding the sale of the oil cargo, Kindom 

Honor provided the following “communication records between Kindom Honor and Mr Qiu229 Guo 

Rong dated February 18, 2023 with regard to the sale of the 4000 tons diesel” (see figure below) 

 

 

  

__________ 
228 ‘Qiu’ is the spelling as provided in the legal firm’s letter in this instance.  
229 ‘Qiu’ is the spelling as provided in the legal firm’s letter in this instance.  
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Payments 

Kindom Honor was unable to produce original proof of payment “effected by Mr Qiu230 GR [sic]” given 

the difficulties to effect payment via USD remittance. Payment was instead transacted in local curren-

cies using a Chinese underground banking service provider. 

Comment: The Panel notes that the letter spelled the name of the “operator of offshore gas sta-

tions” both as Mr Qui and as Mr Qiu.   

 

(B) The Panel’s correspondence with Laurel International 

The Panel communicated with Laurel International Co Ltd (hereafter “Laurel International”), the reg-

istered owner of MIDAS (IMO: 9105279), on 20 April 2023. Following a response from Laurel Inter-

national received via the same legal firm as that of Kindom Honor on 4 May, the Panel wrote again to 

the company on 26 June, seeking clarification and additional information.  

The Panel is highlighting the following key information relevant to its investigations, provided by Lau-

rel International:  

 

MIDAS 

Ship-to-ship transfers 

Laurel International stated that “The diesel cargos purchased by Laurel International from Success Re-

gent in March 2023 … were fully sold to Chinese fishing vessels and offshore work ships through Mr. 

QIU GUO SHU (broker) who is an oil merchant from Fujian Province, China.”  

 

Later in the same paragraph, the company stated that “Normally MIDAS delivered the diesel cargo by 

filling the diesel into the oil tanks of the customers’ ships. It was an exceptional delivery when Qiu Guo 

Shu asked for transhipment of 1000 tons of diesel to oil tanker “Shundlli”.”   

 

Comment: The Panel notes that no documentary proof was provided to back this assertion, be-

yond providing an explanation that the cargo of 1,000 tons of diesel oil was an ‘exceptional deliv-

ery’ of transhipment insofar as the company was unable to determine the onward sale beyond 

SHUNDLLI. Further, the Panel’s vessel tracking data indicated that following the ship-to-ship 

transfer with MIDAS, SHUNDLLI proceeded to sail north to the Korea Bay. No further ship-to-

ship transfers were logged. 

  

__________ 
230 ‘Qiu’ is the spelling as provided in the legal firm’s letter in this instance.  
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Due diligence 

Concerning its due diligence conducted, Laurel International stated that it entrusted the job to its Doc-

ument of Compliance Holder, Navigator Ship, and “… was satisfied with the report demonstrating that 

Shundlli’s registered owner was a Hong Kong company and that the information from Qiu … was fully 

consistent.”  

 

Comment:  The Panel notes that there already existed negative reporting on SHUNDLLI in in-

ternational media.231   As of mid-December 2022 SHUNDLLI was alleged to have illicitly deliv-

ered refined petroleum to the DPRK after loading oil cargo from MERCURY (IMO: 9262170). 

NOTE: The Panel is also investigating SHUNDLLI’s owner, HongKong Great Star Development 

Ltd, in relation to its vessel sale of YUKO MARU 8 and SEA STAR 5 to the DPRK.  

 

Communication records 

In response to the Panel’s requests for all communication and payment information, Laurel International 

claimed to be unable to furnish documentation, explaining that Mr. Qiu Guo Shu had “…no idea how 

to use a smartphone … Communication was done via telephone with no text records”. 

 

Payments 

Laurel International stated that for the voyages of ship-to-ship transfers undertaken by MIDAS in March 

2023, the diesel cargos procured by Laurel International were “... purchased from and supplied by Suc-

cess Regent Development Limited (sic) …”. 

Comment: The Panel notes that while Laurel International claims to have purchased the oil car-

gos directly from the British Virgin Islands-based Success Regent Development Limited, financial 

information provided indicated that the Anguilla-registered company Full Victory Enterprise 

Co., Ltd remitted payment to Success Regent for oil cargo transferred from the supplier ship to 

MIDAS prior to the MIDAS’s ship-to-ship transfer with SHUNDLLI.  

  

__________ 
231 See https://www.ft.com/content/41e47ba2-3e3b-414b-905b-df4336f22bed  

https://www.ft.com/content/41e47ba2-3e3b-414b-905b-df4336f22bed
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According to Laurel International, given the difficulties faced for Mr. Qiu to effect payment via USD 

remittance, transaction in local currencies was conducted using a Chinese underground banking service 

provider that arranged cash payments to Laurel International “personally”.  Laurel International pro-

vided further details of how such transactions in trade typically operated and was unable to provide 

documentary information of such “nonbank currency exchange providers” given its own acknowledg-

ment of the unlawful nature of such underground banking activity. 

 

Comparison of responses between Kindom Honor and Laurel International 

The Panel notes several similarities between the responses from Laurel International (owner of the 

MIDAS) and Kindom Honor (owner of the EVER GLORY).  

(i) Both companies, responding via the same law firm to the Panel, claimed that the oil transfers 

to the NAM DAE BONG and SHUNDLLI were brokered by individuals from Fujian 

Province with similar names. Laurel International claimed that a “Qiu Guo Shu” brokered 

the MIDAS’s oil cargo transfer to SHUNDLLI while Kindom Honor claimed that a “Qiu 

Guo Rong” brokered the EVER GLORY’s oil cargo transfer to SHUNLI.  

(ii) Green Ship Management was copied in all responses provided by the legal office on behalf 

of their client, Laurel International, which owns MIDAS. Yet, Laurel International stated 

they had no knowledge nor have done any business with Green Ship, the document of 

compliance holder of EVER GLORY.  

(iii) Both responses claimed that the end buyers were Chinese fishing vessels but provided no 

documentation as evidence. 

(iv) The same buyer entity (Full Victory) paid for the oil cargos loaded onboard EVER GLORY 

and MIDAS. 

(v) Both companies were unable to furnish payment details given the transactions made in cash 

and through an underground service provider. 

(vi) Both employed the same offshore company in registering their companies. Primary source 

information showed the company in Samoa that Laurel International (MIDAS) was 

registered under is the same company, through its Seychelles office,232 that also registered 

Sino Chance Enterprise Inc. Sino Chance manages (ISM) another vessel belonging to 

Kindom Honor, the registered owner of EVER GLORY. 

 

Source: The Panel 

  

__________ 
232 See https://www.goldinglobal.com/goldinglobal/default.aspx?lan=zh-TW 

https://www.goldinglobal.com/goldinglobal/default.aspx?lan=zh-TW
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Annex 38: Follow-up correspondence with Kindom Honor (EVER GLORY) and Laurel Inter-

national (MIDAS), July 2023 

 

The following is a summation of the relevant responses from follow-up queries posed by the Panel to 

Kindom Honor and to Laurel International.  

 

Kindom Honor 

 

Oil cargo transfers 

Kindom Honor, through its lawyers, confirmed it purchased the diesel fuel from [Success Regent] for 

the 18 February oil transfer to EVER GLORY “through the connection of the owner of Full Victory ...”  

Kindom Honor explained it did not purchase diesel fuel from the Philippines’ dealer given “poor fuel 

quality”.   

In that regard, Kindom Honor admitted it “…did pull alongside with [Supplier Ship X] on 22 – 23 

January 2023…”, and “That quantity of diesel fuel was purchased by Full Victory … under the request 

from … Manager of Kindom Honor, because the owner of Full Victory ... had very good relationship 

with Mr … [Success Regent]”, and that “… the connection to Full Victory ... entitled to a lower price at 

which the fuel was purchased …” 

 

Receiver ship of oil cargo from EVER GLORY 

Kindom Honor said it “… engages in the fueling station on the sea for vessels and refills power fuel for 

fishing vessels and working vessels …”. In some cases where it bunkered with its customers’ ships, the 

ships “…would conceal the vessel name when sailing out to sea …”, alluding to the smuggled nature 

of the refined petroleum transferred. In this regard, “Hence the vessel master of EVER GLORY was 

unable to recognize the name of the transfer vessel”.  

 

EVER GLORY and MIDAS 

In response to an enquiry on a meeting between EVER GLORY and MIDAS on 4 January 2023, iden-

tified by the Panel on maritime database platforms, Kindom Honor replied that “… the shipping agency 

said that one of its customer’s vessels, the tanker MIDAS had defective pumps that needed replacement 

and requested EVER GLORY to assist by carrying two pumps to MIDAS (IMO: 9105279) for repair-

ing”.  No petroleum was transferred. The Panel notes it had previously assessed common associations 

via companies and individuals between EVER GLORY and MIDAS.  
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DOC holder for EVER GLORY 

Kindom Honor stated that Mr Wu (Panel’s comment: of LW Maritime and Vanguard Shipping) was 

“… the person responsible for Vanguard Shipping Safety management company for EVER GLORY”, 

and that Vanguard Shipping “…ceased to commit the affair of DOC management on EVER GLORY … 

several years ago”.   

With regards Individual A, Kindom Honor replied that the said individual was “…a consultant in the 

affair of vessel DOC management on EVER GLORY commissioned by Kindom Honor.”  

The Panel notes that this information was not updated on maritime databases. The Panel further notes 

past cases that it had investigated where different registered owner and management companies often 

changed hands, making the connection chain difficult to establish.    

Kindom Honor maintained “… we had no business whatsoever with any North Korean individual or 

company.” 

Investigations continue. 

 

Laurel International 

 

DOC holder for MIDAS 

Laurel International, through its lawyers, replied that MIDAS’ technical manager, Navigator Ship, was 

set up by Individual A. This individual, “… under the commission by Laurel International …”. estab-

lished Navigator ship as MIDAS’ Document of Compliance (DOC) holder and was not involved in the 

operation management of the ship.  Instead, the shipping business of MIDAS was “… managed directly 

by Laurel International under the supervision of its parent company Full Victory Enterprise”. 

Where “Individual A was engaged by Laurel International to do the job of DOC management and 

counseling of the vessel MIDAS ...” the company explained that Ms. [X], through Individual A’s intro-

duction, served as “nominal person” responsible for Navigator Ship, and that “she was charged with 

keeping contact with [Individual A] … Neither ... took part in the shipping management of MIDAS”.  

The Panel notes from its previous correspondence with Individual A that Ms. [X] is his colleague in 

one of his companies.  

 

Laurel International and Full Victory 

“Laurel International … operates fuel station on the sea for vessels, where buying and selling of diesel 

fuel is all done in high sea. Because fuel transaction done in high sea requires no entry to any specific 

port … to complete the customs clearance, that eliminates the necessity of preparing customs clearance 

and shipping documents including declaration of import/export”.  
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“Laurel International is the owner of MIDAS and the real controller of MIDAS as well”. “Full Victory 

Enterprise is a primary capital contributor to Laurel International. The latter has been supervised by 

the former in terms of operational earnings”.  

Elsewhere, the Panel notes that Success Regent had indicated it sent a letter to Navigator Ship (DOC 

holder of MIDAS), on 30 March 2023, rejecting rejected further commercial activities with the vessel 

(see annex 35 above on Full Victory Enterprise). 

Laurel International maintained “… MIDAS knew no North Korean customers, nor did it sell any fuel 

to any North Korean company or individual …”.  The Panel notes that Panel reports have shown DPRK 

entities and individuals work through third party individuals and facilitators, and mask their identity 

(ship, company and persons). 

Investigations continue.  

 

 

Source: The Panel 
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Annex 39: Vessels that have been sold to or acquired by the DPRK*  

See also Table 2 in the Main text. 

The table below lists the acquired vessels (1 January to 1 May 2023) and an updated list of previously 

unrecorded acquired vessels (2021-2022), supplementing the Panel’s S/2023/171 list of ships sailing 

under the DPRK’s flag:233 

 

Year 2023 

 IMO 

number 

Ship name Type DWT Previously referenced in 

Panel reports 

1 8660909 SIN PHYONG 10   

ex WALES  

Cargo 28451 - 

2 1015167 TAE DONG MUN 1  

ex SHOU XIANG 8 

Cargo 8667 - 

3 1017787 MO RAN BONG 7  

ex HUA XIANG 669 

Cargo / 

Container 

5115 - 

4 1018614 UN HA SU 

ex WEN TONG 7 

Cargo 3282 - 

5 8592774 HWA PHYONG  

ex HAI SHUN FENG 6 

Cargo / Con-

tainer 

5529 - 

6 8598431 THAE JA BONG   

ex XIANG HUI 10 

Cargo 5114 Detailed in current report 

7 8662933 HWANG RYONG SAN 

ex HUA JIN SHENG 8 

Cargo 3278 Detailed in current report 

8 8360248 SONG NIM 9  

ex BAO YING HAI 18 

Cargo 6431 Detailed in current report 

9 8360406 TOK SONG  

ex HONG TAI 215  

Cargo 14,116 Detailed in current report 

10 8358697 KUM GANG 1  

ex HUI YI 

Cargo 6310 Detailed in current report 

11 8360250 HYANG SAN  

ex WEN TONG FA 

ZHAN 

Cargo 5007 Detailed in current report 

12 9054896 A SA BONG  

ex HAI JUN 

Tanker 4785 Yes  

(S/2022/668, S/2022/132,  

and current report) 

13 8358192 NAM PHO 5 

 ex XIN YANG HONG 

Cargo 4831 Detailed in current report 

14 1016355 SONG NIM 5   

ex WANG HAO 1 

Cargo 5263 - 

  

__________ 
233 In addition to the 2023 new additions, this table updates the ships added in 2022 not listed in table 3/annex 33 of S/2023/171. 

https://undocs.org/Home/Mobile?FinalSymbol=S%2F2023%2F171&Language=E&DeviceType=Desktop&LangRequested=False
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The 2022 and 2021 lists of acquired ships should be read in conjunction with the Panel’s list contained 

in S/2023/171, which does not include the following ships that have since been backdated as flagged 

under the DPRK. Consequently, the total number of acquired ships flagged by the DPRK in 2022 and 

in 2021 is now higher. 

 

Year 2022 

 IMO 

number 

Ship name Type DWT Previously referenced in 

Panel reports 

15 8669589 A BONG 1 / KUM YA 

GANG 1  

ex HENG XING 

Tanker 3221 Yes 
(S/2023/171, S2022/667, 

S/2019/171 and current report) 

16 8891297 PU YANG 2  

ex SF BLOOM 

Cargo / 

Container 

3539 Yes 

(S/2023/171, listed as sus-

pected acquired by DPRK) 

17 8356584 KYONG SONG 3 

ex ANNI 

Cargo / 

Container 

5226 Yes 

(S/2023/171, listed as sus-

pected acquired by DPRK) 

18 9142409 CHON HA 2  

ex SHUN CHAO 9 

Cargo / 

Container 

4860 Current report 

19 8864464 PUK CHON 2  

ex SEA STAR 5 

Cargo 4835 Detailed in current report 

20 8358324 MO RAN BONG 5 

ex HONG JIE 1 

Cargo / 

Container 

5515 Detailed in current report 

21 8596122 UN SUN  

ex HUA YUAN DA 9 

Cargo 5150 - 

22 1015533 TAE RYONG 3  
ex XING HONG XIANG 77 

Cargo 5116 Detailed in current report 

23 9536272 PU YANG 6  

ex SEA GLORY 

Cargo / 

Container 

4802 - 

24 9088031 HWANG GUM PHYONG 3  

ex YUKO MARU 8 
Cargo 4635 Detailed in current report 

25 8597827 PHO HANG 1  

ex AN YUAN 1 

Cargo /  

Container 

3637 - 

26 8718639 JANG SU  

ex WEN XIANG 

Cargo 3457 Detailed in current report 

27 8660909 SAE GIL  

ex ZHI KUN 6 

Cargo 4730 Detailed in current report 

28 9154189 RYON PHUNG  

ex SIN PHYONG 11 /   

ex CONTREL 

Tanker 3159 Yes  

(S/2023/171,  

and current report) 

29 8597944 HONG DAE 2  

ex HUA YU 108 

Cargo 4519 - 
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Year 2021 

 IMO 

number 

Ship name Type DWT Previously referenced in 

Panel reports 

30 8312497 SONG WON 2  

ex NEW REGENT 

Tanker 5167 Yes 

(S/2021/211, S/2020/840, 

S/2020/151, S/2019/171) 

31 9132612 NAM DAE BONG  

ex DIAMOND 8 

Tanker 9273 Yes 

(S/2022/668, S/2022/132, 

S/2021/777, S/2021/211, 

S2020/840, S/2020/151, 

and current report) 

32 8593209 MO RAN BONG 1  

ex RUN HONG 58 

Cargo 2162 Detailed in current report 

 

 

Source: The Panel. Ship information obtained from S&P Global and IMO records. 
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Annex 40: Chinese vessels acquired by the DPRK in 2023 

 

The enclosed table is a non-exhaustive list of 10 cargo ships that were previously China-flagged ships 

or were last owned by Chinese entities before coming under the DPRK flag. The information is based 

on the Panel’s AIS tracking on commercial maritime databases, IMO records, and results of the Panel’s 

investigations.234  

The Panel notes that the date of the ship’s flagging under the DPRK’s fleet may be submitted to the 

IMO at a later date. The table contains key details to assist the relevant Chinese authorities in their 

investigations, along with queries that supplement additional requested information. 

The Panel separately continues to monitor other Chinese-flagged or Chinese-owned vessels of interest 

with similar characteristics. These vessels are presently of an unknown status and may possibly have 

been acquired by the DPRK.  

The Panel sought information from China, including their ship registration, beneficial owners, customs 

information, ship purchase and sale prior to their departure from Chinese waters. Given that lack of 

available information on the owners and managers, the Panel also sought Chinese authorities’ assistance 

to convey questions to the ship owners, including, inter alia, that would explain the presence of the ship 

in DPRK waters or verifiable evidence that show otherwise, as well as purchase and sale information 

where the vessel was sold on.  

 

China replied: “After thorough investigation by relevant Chinese authorities, the information of the 

ships mentioned by the Panel are provided as follows: SHUNCHAO 9, HUI YI, HONG JIE 1, RUN 

HONG 58, XIN HONG XIANG 77, WEN TONG FA ZHAN, and XIANGHUI 10 were de-registered on 

May of 2022, January of 2023, August of 2022, November of 2021, October of 2022, February of 2023, 

November of 2018 respectively. These ships were not re-registered ever since. ZHI KUN 6 and HUA 

JIN SHENG 8 are still registered as Chinese ships. HONG TAI 215 have not applied for nationality 

registration. Judging from the investigations conducted by Chinese authorities, the information re-

ceived by the Panel are inaccurate. This is not the first time such thing happens and China has previ-

ously raised concerns over this issue. China requests the Panel to conduct necessary screening of the 

information it receives, and avoid including information that are inconsistent with facts in its report, 

so as to maintain the objectivity of the report”. 

 

Source: The Panel  

__________ 
234 Information valid as in May 2023. 
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# SHIP * Current Name* Ownership and Man-

agement 

Information 

1 formerly 

SHUNCHAO 9  

 

Last known as 

China-flagged and 

under Chinese 

ownership prior to 

flagging under the 

DPRK fleet 

CHON HA 2  

IMO: 9142409 

 

Flagged under the 

DPRK in May 

2023  

 

 

Hongkong Sun Rising 

Shipmanagement Co 

Ltd was the last regis-

tered owner prior to 

the ship sailing under 

the DPRK flag 

 

-Query: Confirmation 

of the above or latest 

information available 

on the ship owner and 

manager (company 

and natural person) 

 

-Query: Information 

and details on bro-

kers; ship purchase 

and sale; and finan-

cial transaction 

 

Period of interest: 

Since June 2022 

 

-Query: Information 

on ship’s presence 

along Baima River; 

any ship repair or 

modification con-

ducted;  

-Query: port clear-

ance of last Chinese 

port of call; reported 

crew list; destination; 

customs and cargo 

documentation prior 

to it coming under the 

DPRK flag. 

SHUNCHAO 9 first featured 

as a vessel of interest for the 

Panel when it bunkered with 

another vessel of interest, 19 

WINNER (IMO: 8613190) 

along Baima River in August 

2022. 19 WINNER had also 

conducted bunker with other 

vessels of interest that were 

then flagged under the DPRK.  

 

The ship was last registered 

under the Chinese flag before 

it came under DPRK flag. 

 

-Query: Confirmation of dates 

when the ship was flagged un-

der China and reasons for de-

registration, where applica-

ble. 
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# SHIP* Current Name* Ownership and Manage-

ment 

Information 

2 formerly 

ZHI KUN 6  

MMSI: 

413332690 

 

Last known as un-

der Chinese own-

ership prior to 

flagging under the 

DPRK fleet 

SAE GIL  

IMO: 8660909 

 

Flagged under 

the DPRK in No-

vember 2022  

 

Period of interest: 

January to February 

2022 

 

-Query: Information on 

vessel AIS and ports of 

departure  

 

Period of interest:  

Since September 2016 

when the vessel was sold 

from its former Hong 

Kong owner Hung Tai 

International Ocean 

Freight (HK) Ltd 

 

-Query: Confirmation of 

the above or latest infor-

mation available on the 

ship owner and manager 

(company and natural 

person) 

 

-Query: Information and 

details on brokers; ship 

purchase and sale; and 

financial transaction 

 

-Query: Information on 

ship’s presence along 

Baima River; any ship 

repair or modification 

conducted; port clear-

ance of last Chinese port 

of call; reported crew 

list; destination; customs 

and cargo documenta-

tion prior to it coming 

under the DPRK flag. 

ZHI KUN 6 was recorded 

moored outside Shidao be-

tween end January and 5 

February 2022. The ship last 

transmitted AIS as it de-

parted Shidao and sailed in 

the direction of the DPRK. 

 

-Query: Information on the 

presence of the ship and of 

its activity (e.g. cargo 

load/offload; bunker; crew 

change etc.) 

 

ZHI KUN 6 was prior at 

Rongcheng Yuantong ship-

yard in January 2022. This 

shipyard was featured in the 

Panel’s last report 

S/2023/171. 

 

-Query: Information on own-

ership of shipyard  
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# SHIP* Current Name* Ownership and Manage-

ment 

Information 

3 formerly 

HUI YI  

MMSI: 

413331780 

 

Last known as 

China-flagged and 

under Chinese 

ownership prior to 

flagging under the 

DPRK fleet 

 

  

KUM GANG 1 

IMO: 8358697 

 

Flagged under 

the DPRK in 

February 2023  

 

 

 

Period of interest: 

November 2022 to Janu-

ary 2023  

 

Registered Owner – 

Shandong Port Shipping 

Group; Manager Weihai 

Hairun Shipping Co Ltd 

 

-Query: Confirmation of 

the above or latest infor-

mation available on the 

ship owner and manager 

(company and natural 

person) 

 

-Query: Information and 

details on brokers; ship 

purchase and sale; and 

financial transaction 

 

Period of interest: 

January 2023 

 

-Query: Information on  

ship’s presence at a 

Zhoushan Zhejiang Fu-

shen Ship facility by 

January 2023; any ship 

repair or modification 

conducted  

 

-Query: port clearance 

of last Chinese port of 

call; reported crew list; 

destination; customs and 

cargo documentation 

prior to it coming under 

the DPRK flag. 

 

The ship transmitted on mul-

tiple occasions in DPRK wa-

ters, entering Nampo lock-

gate by 6 February 2022.  

 

NOTE: Dandong Jincheng 

Trade Co Ltd was listed as 

KUM GANG 1’s registered 

owner, with a listed “care of 

address” belonging to the 

DPRK ship manager, as 

Taedongmun Shipping Co in 

the DPRK, according to sub-

mitted maritime information 

to the IMO. 

 

-Query: Information and 

corporate registration infor-

mation of any similarly 

named company(s) in China 

particularly where the com-

pany’s line of business in-

cludes shipping-related 

trade, if so. 

 

The ship was last registered 

under the Chinese flag be-

fore it came under DPRK 

flag. 

 

-Query: Confirmation of 

dates when the ship was 

flagged under China and 

reasons for de-registration, 

where applicable. 
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Formerly China-flagged HUI YI (MMSI: 413331780), currently DPRK-flagged KUM GANG 1 

(IMO: 8358697) 

 

The Panel tracked HUI YI’s historical voyages after it began transmitting from DPRK waters in January 

2023. HUI YI was located at Laizhou Bay in early December and was berthed at Yantai port by 24 

December 2022. HUI YI then sailed south, arriving at the Ningbo-Zhoushan area by late December 

2022. It moored at a ship recycling facility there before ceasing AIS transmissions after 2 January 2023. 

HUI YI next transmitted in DPRK territorial waters. See figure 40-1.  

A Member State subsequently provided high resolution satellite imagery of HUI YI at Nampo port in 

February 2023 offloading cargo and dry docked at Nampo the following month. See figure 40-2. 

 

Figure 40-1: HUI YI’s voyage from September 2022 to January 2023 

 

Source: AIS tracks: Windward; inset imagery: (top right) Maxar Technologies; (bottom right) Planet Labs; (left), 

Member State; annotated by the Panel 
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Figure 40-2a: HUI YI unloading cargo at Nampo, 8 February 2023 

 

 

Figure 40-2b: HUI YI dry docked at Nampo, 5 March 2023 

 

Source: Member State 

 

# SHIP* Current Name* Ownership and Manage-

ment 

Information 

4 formerly 

HONG JIE 1  

 

Last known as 

China-flagged 

prior to flagging 

under the DPRK 

fleet 

MO RAN BONG 

5 

IMO: 8358324 

 

Flagged under the 

DPRK in October 

2022 

 

Period of interest: 

Prior to vessel transfer to 

the DPRK. 

 

There is no listed rec-

ords of the owner and 

manager of the ship. 

There is no transmission 

of the vessel operating in 

Chinese waters prior to 

19 December 2022 when 

the vessel was at Dalian 

port waiting area, based 

on Panel maritime track-

ing.  

 

The vessel recorded a flag 

and name change to MO 

RAN BONG 5 in October 

2022, based on IMO records.  

The Panel’s commercial 

maritime tracking data 

showed the vessel transmit-

ting in DPRK waters in Feb-

ruary 2023. 

 

The vessel was recorded 

moored outside Dalian port 

area between 24 December 

2022 and 8 January 2023 be-

fore sailing towards the 

DPRK.  
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- Query: Information on 

the Chinese ship 

owner(s) and man-

ager(s) (company and 

natural person) 

 

-Query: Information and 

details on brokers; ship 

purchase and sale; and 

financial transaction 

 

-Query: Accounting of 

the ship’s presence at 

Dalian area in Decem-

ber 2022 along with all 

ship and customs docu-

mentation  

 

-Query: port clearance 

of last Chinese port of 

call; reported crew list; 

destination; customs and 

cargo documentation 

prior to it coming under 

the DPRK flag. 

 

The ship was last registered 

under the Chinese flag be-

fore it came under DPRK 

flag. 

 

-Query: Confirmation of 

dates when the ship was 

flagged under China and 

reasons for de-registration, 

where applicable. 
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# SHIP* Current Name* Ownership and Manage-

ment 

Information 

5 formerly 

RUN HONG 58 

 

Last known as 

China-flagged 

and under Chi-

nese ownership 

prior to flagging 

under the DPRK 

fleet 

 

 

MO RAN BONG 

1 

IMO: 8593209 

 

Flagged under the 

DPRK in October 

2021  

 

 

Period of interest: 

Prior to vessel transfer to 

the DPRK. 

 

Registered Owner and 

ship manager – 

Zhoushan Runhong 

Shipping Co Ltd with a 

Zhejiang address.  

 

-Query: Confirmation of 

the above or latest infor-

mation available on the 

ship owner and manager 

(company and natural 

person) 

 

-Query: Information and 

details on brokers; ship 

purchase and sale; and 

financial transaction 

 

-Query: port clearance 

of last Chinese port of 

call; reported crew list; 

destination; customs and 

cargo documentation 

prior to it coming under 

the DPRK flag 

 

-Query: Any common or 

related association of 

ownership, ship man-

agement and / or broker 

information between 

RUN HONG 58 and 

HONG JIE 1. 

 

There were no recorded 

prior vessel tracks of RUN 

HONG 58. 

 

The vessel was registered 

built in August 2002 at 

Yueqing Huanghuagang 

Shipyard 

 

The ship was last registered 

under the Chinese flag be-

fore it came under DPRK 

flag. 

 

-Query: Confirmation of 

dates when the ship was 

flagged under China and 

reasons for de-registration, 

where applicable. 

 

The vessel sailing under the 

DPRK flag as MO RAN 

BONG 1 called at Chinese 

ports. including Dalian and 

Longkou ports. from the last 

quarter of 2022 through 

2023, namely at container 

and grain terminals, indicat-

ing possible transportation 

of grain and other cargo. 

 

-Query: Any information to 

be obtained relating to the 

vessel’s purchase should 

MO RAN BONG 1 next 

make a Chinese port area 

call. 
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# SHIP* Current Name* Ownership and Manage-

ment 

Information 

6 formerly 

XIN HONG 

XIANG 77 

MMSI: 413501410 

 

Last known as 

China-flagged and 

under Chinese own-

ership prior to flag-

ging under the 

DPRK fleet 

 

 

TAE RYONG 3 

IMO: 1015533 

 

Flagged under 

the DPRK in 

April 2023 

 

 

Period of interest: 

Prior to vessel transfer to 

the DPRK. 

 

Registered owner and ship 

manager – 

Guangxi Hongxiang Ship-

ping Co Ltd.  

 

- Query: Information on 

the Chinese ship owner(s) 

and manager(s) (company 

and natural person) 

 

-Query: Information and 

details on brokers; ship 

purchase and sale; and fi-

nancial transaction 

 

-Query: port clearance of 

last Chinese port of call; 

reported crew list; desti-

nation; customs and cargo 

documentation prior to it 

coming under the DPRK 

flag. 

 

Period of interest: 

October 2022 to January 

2023, when the vessel was 

in Lianyungang port area 

 

-Query: Accounting of the 

ship’s presence in Lian-

yungang area in Decem-

ber 2022, along with all 

ship and customs / cargo 

documentation.  

 

The ship was last regis-

tered under the Chinese 

flag before it came under 

DPRK flag. 

 

-Query: Confirmation of 

dates when the ship was 

flagged under China and 

reasons for de-registra-

tion, where applicable. 

 

The vessel sailing under 

the DPRK flag as TAE 

RYONG 3 was at Yan-

cheng anchorage area be-

tween 20 and 30 April 

2023. It was prior in 

Lianyungang port area on 

16 April 2023. 

 

-Query: Any information 

to be obtained relating to 

the vessel’s purchase 

should TAE RYONG 3 

next make a Chinese port 

area call. 
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Formerly China-flagged XIN HONG XIANG 77 (MMSI: 413501410), currently DPRK-flagged TAE 

RYONG 3 (IMO: 1015533) 

 

XIN HONG XIANG 77 was a Chinese domestic vessel before it was acquired by the DPRK. According to 

a Member State, after departing Lianyungang waters, the cargo ship was enroute to the DPRK by December 

2022, indicating it may have been purchased by the DPRK around that time. See figures 40-3a and 3b.   

Following its flagging by the DPRK in April 2023, the vessel returned to Chinese waters, sailing as TAE 

RYONG 3, and by mid-April was imaged laden and at anchor near Lianyungang. TAE RYONG 3 was at 

the Wenzhou anchorage area four days later. See figures 40-4a and 4b. 

Figure 40-3a: Ship photograph of XIN HONG XIANG 77 in August 2022 

 

Source: Member State 

Figure 40-3b: XIN HONG XIANG 77 at Lianyungang, China, 23 December 2022 

 

Source: Member State 
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Figure 40-4a: TAE RYONG 3, formerly XIN HONG XIANG 77, returning to Lianyungang waters, 16 April 

2023 

 

Source: Member State 

 

Figure 40-4b: TAE RYONG 3 proceeding to other Chinese port areas, April – May 2023 

 

Source: S&P Global’s SeaWeb 
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# SHIP* Current Name* Ownership and Manage-

ment 

Information 

7 formerly 

WEN TONG FA 

ZHAN (aka FENG 

XIN DA 1) 

MMSI: 413693560 

 

Last known as 

China-flagged prior 

to flagging under the 

DPRK fleet 

 

HYANG SAN 

IMO: 8360250 

 

Flagged under 

the DPRK in 

January 2023 

 

 

Period of interest: 

Prior to vessel transfer to 

the DPRK. 

 

There are no listed records 

of the owner and manager 

of the ship. 

  

-Query: Information on the 

Chinese ship owner(s) and 

manager(s) (company and 

natural person) 

 

-Query: Information and 

details on brokers; ship 

purchase and sale; and fi-

nancial transaction. 

 

Period of interest: 

August to November 2022 

 

-Query: Accounting of the 

ship’s presence at Xiamen 

port area and at Tangshan 

port area along with all 

ship and customs documen-

tation  

 

-Query: port clearance of 

last Chinese port of call; 

reported crew list; destina-

tion; customs and cargo 

documentation prior to it 

coming under the DPRK 

flag. 

 

The Panel’s AIS tracking 

of the vessel showed it 

was in the Xiamen port 

area between August and 

November 2022. 

 

The vessel was last at 

Tangshan port around 20-

22 November 2022. This 

was the last port of call 

prior to the vessel drop-

ping AIS signal on 30 

November as it sailed out 

of port, crossing the Bo-

hai sea in the direction of 

Nampo port. 

  

The ship was last regis-

tered under the Chinese 

flag before it came under 

DPRK flag. 

 

-Query: Confirmation of 

dates when the ship was 

flagged under China and 

reasons for de-registra-

tion, where applicable. 
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# SHIP* Current Name* Ownership and Manage-

ment 

Information 

8 formerly 

HONG TAI 215 

(aka LI DA 8) 

 

Last known as 

China-flagged 

prior to flagging 

under the DPRK 

fleet 

 

TOK SONG 

IMO: 8360406 

 

Flagged under 

the DPRK in 

April 2023 

 

Period of interest: 

Prior to vessel transfer to 

the DPRK. 

 

There are no listed records 

of the owner and manager 

of the ship. 

  

- Query: Information on the 

Chinese ship owner(s) and 

manager(s) (company and 

natural person) 

 

-Query: Information and 

details on brokers; ship 

purchase and sale; and fi-

nancial transaction. 

 

Period of interest: 

From August 2022 

 

-Query: Accounting of the 

ship’s presence at various 

Chinese ports along with 

all ship and customs docu-

mentation; an accounting 

of vessel identity manipula-

tion  

 

-Query: port clearance of 

last Chinese port of call; 

reported crew list; destina-

tion; customs and cargo 

documentation prior to it 

coming under the DPRK 

flag. 

 

The ship was last regis-

tered under the Chinese 

flag before it came under 

DPRK flag. 

 

AIS signal indicates pos-

sible spoofing. 

 

-Query: Confirmation of 

dates when the ship was 

flagged under China and 

reasons for de-registra-

tion, where applicable. 

 

The vessel sailing under 

the DPRK flag as TOK 

SONG called in the Yan-

tai port area between 22 

and 30 April 2023. 

 

-Query: Any information 

to be obtained relating to 

the vessel’s purchase 

should TOK SONG next 

make a Chinese port area 

call. 
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# SHIP* Current Name* Ownership and Manage-

ment 

Information 

9 formerly 

XIANG HUI 10 

 

Last known as 

China-flagged 

prior to flagging 

under the DPRK 

fleet 

 

THAE JA BONG 

IMO: 8598431 

 

Flagged under the 

DPRK in February 

2023 

 

Period of interest: 

Prior to vessel transfer to 

the DPRK. 

 

There are no listed records 

of the owner and manager 

of the ship. 

  

- Query: Information on 

the Chinese ship owner(s) 

and manager(s) (company 

and natural person) 

 

-Query: Information and 

details on brokers; ship 

purchase and sale; and fi-

nancial transaction 

 

-Query: port clearance of 

last Chinese port of call; 

reported crew list; desti-

nation; customs and cargo 

documentation prior to it 

coming under the DPRK 

flag. 

 

The Panel’s maritime 

tracking information indi-

cated the vessel last trans-

mitted AIS signal in mid-

August 2022 in the 

Shanghai port area.  

 

AIS signal indicate possi-

ble spoofing.  

 

-Query: Any information 

to be obtained relating to 

the vessel’s purchase 

should THAE JA BONG 

next make a Chinese port 

area call. 
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# SHIP* Current Name* Ownership and Manage-

ment 

Information 

10 formerly 

HUA JIN SHENG 

8  

(aka XIANG 

JING 838)  

 

Last known as 

China-flagged and 

under Chinese 

ownership prior to 

flagging under the 

DPRK fleet 

 

HWANG 

RYONG SAN 

IMO: 8662933 

 

Flagged under the 

DPRK in March 

2023 

 

Periods of interest: 

Prior to vessel transfer to 

the DPRK  

 

And 

  

Between September and 

December 2021 

 

- Query: Information on 

the Chinese ship owner(s) 

and manager(s) (company 

and natural person) 

 

-Query: Information and 

details on brokers; ship 

purchase and sale; and fi-

nancial transaction 

 

-Query: port clearance of 

last Chinese port of call; 

reported crew list; desti-

nation; customs and cargo 

documentation prior to it 

coming under the DPRK 

flag. 

 

The Panel’s maritime 

tracking information in-

dicated the vessel last 

transmitted AIS signal in 

June 2022 with incon-

sistent data.  

 

Limited AIS tracks. 

 

-Query: Any information 

to be obtained relating to 

the vessel’s purchase 

should HWANG RYONG 

SAN next make a Chinese 

port area call. 

 

 

Source: The Panel. 

*denotes information from IMO records. 

NOTE: All dates of vessel tracking are recorded in Eastern Standard Time. Variation of actual dates when ad-

dressing local time should be taken into account.  

 

Source: The Panel 
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Annex 41:  Chinese coastal vessels in DPRK waters, November 2022 to May 2023235 

 

The list below of China-flagged vessels tracked by the Panel in DPRK waters is restricted to the 

timeframe of September through May 2023. The information is drawn from the Panel’s monitoring of 

ships based on commercial tracking data, IMO records and the Panel’s on-going investigations. The 

Panel continues to analyse voyages of other China-flagged vessels in DPRK waters.  

To assist the relevant Chinese authorities in their investigations, the Panel has listed the Chinese own-

ership and management information where available, the targeted periods of interest and other relevant 

information. The Panel has sought China’s assistance with regards to these vessels’ registration status 

and ownership information. As many of these Chinese coastal ships did not have publicly available 

ownership details, the Panel requested information from Chinese authorities relating to vessel owner-

ship, including the nature of their activity in the DPRK, cargo, relevant customs and shipping docu-

mentation, AIS data and vessel purchase and sale information where relevant. 

The Panel sought information from China, including their ship registration, beneficial owners, customs 

information, ship purchase and sale prior to their departure from Chinese waters. The Panel also asked 

Chinese authorities to convey questions to the ship owners, including, inter alia, that would explain the 

presence of the ship in DPRK waters or verifiable evidence that show otherwise, as well as purchase 

and sale information where the vessel was sold on.  China replied: “After thorough investigation by 

relevant Chinese authorities, the information of the ships mentioned by the Panel are provided as fol-

lows: BAO YING HAI 18, XIN YANG HONG, QIMING 168, and FU LONG 98 were de-registered 

between late 2022 and early 2023, and these ships were not re-registered ever since. Chinese govern-

ment does not have information on their exact whereabouts. Records of port entry and exit of XIN 

HANG SHUN and LONG XIN 12 were not found and Chinese government does not have detailed in-

formation about these ships”. 

 

Source: The Panel 

  

__________ 
235 All information contained in this annex is valid as of 30 June 2023. 
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BAO YING HAI 18 (MMSI: 412550950), currently DPRK-flagged SONG NIM 9 (IMO: 8360248) 

BAO YING HAI 18 was reported transmitting as a 102m-long, China-flagged cargo ship. Panel track-

ing analysis showed the vessel sailed as a Chinese coastal vessel prior to its AIS transmission in DPRK 

waters.  It has not transmitted AIS since appearing at Nampo, DPRK on 7 March 2023 (figure 41-1).   

 

Figure 41-1: Voyage of BAO YING HAI 18 before arriving in the DPRK, December 2022 – March 2023 

 

Source: Windward, annotated by the Panel 

By April 2023, the vessel was flagged under the DPRK fleet, sailing as SONG NIM 9 with an assigned 

IMO number of 8358192.  The last known owner prior to its acquisition is the China-based Fujian 

Wentong Shipping Co Ltd with an address in Fujian Province, according to IMO records.  
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XIN YANG HONG (IMO: 8358192), currently DPRK-flagged NAM PHO 5 

XIN YANG HONG sailed as a Chinese coastal vessel prior to its AIS transmission in DPRK waters. It 

arrived in DPRK territorial waters, south of Cho-do island, on 9 November 2022, where it subsequently 

registered a draft change on maritime databases, outside the West Sea Barrage area, indicating possible 

offload of cargo. As of April 2023, XIN YANG HONG was flagged under the DPRK, sailing as NAM 

PHO 5. The vessel returned to Chinese waters in 2023, including in Ningde and Luoyuan Bay waters.  

XIN YANG HONG was transmitting as a 98m-long, China-flagged cargo ship. The vessel is registered 

as owned and managed by the same Chinese owner, Fujian Wentong Shipping Ltd, since 2005, with an 

address at Pingtan Xian, Fujian Province, according to IMO records. XIN YANG HONG was located 

at a ship facility, possibly a shipyard, on Pingtan Island in the Zhoushan area, by 20 September 2022. 

It then arrived at Nanjing port area, where it remained during the month of October, before departing. 

By 10 November, the vessel was located outside the West Sea Barrage area in the DPRK (figure 41-2).  

AIS data indicate the vessel was also engaged in identity manipulation, possibly sailing at some point 

as FU YUN HENG XIN.  

 

Figure 41-2: Voyage of XIN YANG HONG before arriving in the DPRK, September -November 2022 
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Source: Windward, annotated by the Panel 

 

QIMING 168 (MMSI: 413244350) 

QIMING 168 transmitted AIS signals at Nampo on 21 April 2023. Its previous location, according to 

AIS transmissions, was Shanghai on 9 March 2023 (Figure 3a). While in the DPRK, the vessel docked 

at Ryongnam Shipyard at Nampo, where other vessels including SHUN CHANG 78 / SUN CHANG 

78, now sailing as the DPRK-flagged RAK NANG 2 (IMO: 8594552), have also been located before 

registering under the DPRK fleet (figure 41-3b).236  

QIMING 168 was transmitting as an 86m-long, China-flagged cargo ship. The vessel transmitted few 

AIS signals prior to its appearance in the DPRK. The Panel’s vessel activity analysis indicated QIMING 

168 had likely engaged in vessel identifier manipulation.  It has not transmitted on its identifier since 

appearing in the DPRK. 

 

  

__________ 
236 S/2023/171, paras. 70-72 and annex 41. 
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Figure 41-3a: Voyage of QIMING 168 before arriving at Ryongnam Shipyard, DPRK, March 2023 

 
Source: AIS transmissions: Windward; inset, S&P Global, annotated by the Panel 
 

Figure 41-3b: SHUN CHANG 78, dry docked at Ryongnam Shipyard, Nampo, July -August 2022 

 

Source: AIS signal overlay, Windward; Satellite imagery, Planet Labs, annotated by the Panel 
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FU LONG 98 (MMSI: 413464610) 

FU LONG 98 arrived in DPRK territorial waters above Cho-do by 5 March 2023, after sailing from the 

Yellow Sea for more than six days without transmitting AIS signals.  The vessel was at the West Sea 

Barrage area by 12 March 2023 and located outside Nampo port by 26 March (figure 41-4). 

FU LONG 98 was transmitting as a 99m-long, China-flagged cargo ship. Prior to this, the vessel sailed 

a domestic route and called at multiple Chinese ports.  The vessel exhibited inconsistent tracks and may 

have been spoofing in Chinese waters. It was last recorded making a call at a ship facility at Kan’ao in 

Pingtan Island, Zhoushan, departing on 8 January 2023. The vessel has not transmitted on its identifier 

since appearing in the DPRK. 

 

Figure 41-4: Voyage of FU LONG 98 before arriving in the DPRK, March - April 2023 
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Source: Windward, annotated by the Panel 
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XIN HANG SHUN (MMSI: 412502330) 

XIN HANG SHUN arrived in DPRK waters in May 2023. Prior to this, maritime database tracking showed 

the vessel had been at a shipyard at Pingtan in Fujian Province since 12 January 2023, departing by 8 April 

for Zhoushan and Lianyungang port areas. On 27 April XIN HANG SHUN was in the vicinity of Cho-do 

Island before appearing at Nampo port (figure 41-5).   

XIN HANG SHUN was transmitting as a 97m-long, China-flagged cargo ship. The Panel’s vessel activity 

analysis indicates it had likely engaged in AIS manipulation. The vessel has not transmitted on its identifier 

since 21 May 2023. 

Figure 41-5: Voyage of XIN HANG SHUN before arriving in the DPRK, January - May 2023 

 

AIS spoofing 

 
Source: Windward, annotated by the Panel; inset satellite imagery, Planet Labs. 
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LONG XIN 12 (IMO: 9485318) 

LONG XIN 12 last transmitted on 3 December 2022 at Zhoushan Island, China, and was located at a 

shipyard at Zhoushan Zhejiang, prior to appearing in DPRK waters. It last transmitted AIS signals at 

Zhoushan in December 2022 before appearing in DPRK waters. The vessel was located near Cho-do 

Island on 4 April 2023 (figure 41-6). 

LONG XIN 12 was transmitting as a 94m-long, China-flagged cargo ship. Open-source maritime in-

formation indicates the vessel was sold in October / November 2019 to undisclosed buyers. It remains 

China-flagged, based on IMO records. The vessel exhibited limited AIS signals prior to its appearance 

in the DPRK and engaged in vessel identifier manipulation while in Chinese waters. The vessel’s reg-

istered owner and ship manager is Qinzhou Guiqin Shipping Co Ltd, with an address at Qinzhou, 

Guangxi Province. 

 

Figure 41-6: Voyage of LONG XIN 12 before arriving in the DPRK, December 2022 - April 2023 

 

Source: Windward, annotated by the Panel; inset satellite imagery, Planet Labs.  
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Source: S&P Global’s Seaweb  

 

NOTE: All dates of vessel tracking are recorded in Eastern Standard Time. Variation of actual dates in 

local time should be taken into account.  

 

Source: The Panel 
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Annex 42: Oil cargo transfers by SHUNDLLI to DPRK tankers, December 2022 to June 2023 

  

No. Date and Time Location 
Presumed DPRK receiving 

vessel 

Presumed amount 

of refined petroleum 

1 
Dawn of 

8 December 2022 

381710N, 1240546E 

(104km Southwest of  

West Sea Dam) 

CHONG RYONG SAN 

(no IMO number recorded) 

Approx. 1,300 

tons 

2 
Evening of 22 March  

to  dawn  of  23 March 2023 
Unknown 

KUM RYONG 3 

(IMO: 8610461) 

Approx. 1,800 

tons 

3 
Dawn to morning 

of 13 April 2023 

381600N, 1240400E 

(107km southwest of  

West Sea Dam) 

UN HUNG 

(IMO: 9045962) 

Approx. 2,000 

tons 

4 
Noon of 13 May to   

dawn  of  14 May 2023 

382056N, 1240500E 

(102km southwest of  

West Sea Dam) 

KUM CHIN KANG 2  

(no IMO number recorded) 

Approx. 2,000 

tons 

5 
Near midnight of 8 June  

to  dawn of  9 June 2023 

381612N, 1240507E 

(105km southwest of  

West Sea Dam) 

CHON MA SAN 

(IMO: 8660313) 

Approx. 2,000 

tons 

 

Source: Member State 
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Annex 43:  Maritime trade in banned DPRK-origin coal 

 

The Panel continued to track DPRK vessels that have off-loaded coal cargo in contravention of the 

relevant resolutions: 

- Paragraph 8 of Security Council resolution 2371 (2017) decides “the DPRK shall not supply, sell or 

transfer, directly or indirectly, from its territory or by its nationals or using its flag vessels or aircraft, 

coal, iron, and iron ore, and that all States shall prohibit the procurement of such material from the DPRK 

by their nationals, or using their flag vessels or aircraft, and whether or not originating in the territory of 

the DPRK.”  

 
- Paragraph 11 of resolution 2375 (2017) decides “Member States shall prohibit their nationals, persons 

subject to their jurisdiction, entities incorporated in their territory or subject to their jurisdiction, and 

vessels flying their flag, from facilitating or engaging in ship-to-ship transfers to or from DPRK-flagged 

vessels of any goods or items that are being supplied, sold, or transferred to or from the DPRK.”  

 
- Paragraph 20 of resolution 2397 (2017) authorizes all Member States to seize and dispose of items 

identified in inspections, the supply, sale, transfer, or export of which is prohibited by the relevant 

Security Council resolutions. 

 

In that regard, in 2023 the Panel tracked to Lianyungang waters the below DPRK-flagged cargo ships, 

suspected to have transported and off-loaded their DPRK-origin coal cargo there.  

 

HUNG BONG 3 (IMO: 8603286) 

HUNG BONG 3 was observed on satellite imagery at a coal-loading area at Taean, DPRK, on 18 De-

cember 2022. It next transmitted AIS signals, after travelling dark, near Lianyungang waters around 16 

January 2023. A Member State recorded satellite imagery of the vessel a week earlier sitting high on 

water near Lianyungang, indicating it had off-loaded its assessed coal cargo. This is consistent with the 

Panel’s tracking of previous DPRK-origin coal cargo export whereby DPRK vessels travelled dark 

when involved in illicit ship-to-ship coal transfer activity. On 19 January, with its AIS kept on, HUNG 

BONG 3 registered a draft change, indicating it could have loaded cargo at Lianyungang. The ship was 

back in DPRK waters by the end of January 2023.  See figure 43-1. 

HUNG BONG 3 was previously reported by the Panel to have exported its DPRK-origin coal cargo to 

Yantai, another Chinese port, in August 2021 (figure 43-2). 
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Figure 43-1: HUNG BONG 3 travelling dark to off-load assessed DPRK-origin coal cargo at Lianyungang, Jan-

uary 2023 

 
Source: Windward, annotated by the Panel; Imagery; Maxar Technologies, Member State 

*Dashed lines denote no AIS transmission 

 

Figure 43-2: HUNG BONG 3 exporting DPRK-origin coal and importing other cargo, Yantai, China, 

July – August 2021 

 
Source: Windward, S&P Global, Planet Labs, annotated by the Panel; inset panchromatic imagery (top), 

Member State. Bottom imagery as representative of location, not actual date of AIS signal overlay. 
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The Panel asked China for information, including the relevant shipping documentation, on any banned 

cargo offloaded and loaded either pier-side or through ship-to-ship transfers at the respective Chinese 

ports. China responded that the HUNG BONG 3 “entered Yantai port empty-loaded in March and July 

2021, respectively, and left the port by loading fertilizer and other agricultural supplies in March and 

August, respectively.”237 

 

TO MYONG (IMO: 9162318) 

TO MYONG was observed by a Member State on satellite imagery anchored at a known coal-loading 

area at Songnim along the Taedong River, DPRK on 11 December 2022.  It arrived in Ningbo-Zhoushan 

waters by late December 2022, departing by 9 January 2023 to arrive in Lianyungang waters a day later, 

based on maritime database tracking. A Member State assessed that TO MYONG offloaded its DPRK-

origin coal cargo at these two locations (see figures 43-3a~b).  

Figure 43-3a: TO MYONG’s voyage route, December 2022 – January 2023 

 

Source: Windward, annotated by the Panel 

  

__________ 
237 S/2022/132, paras. 91-92 and annex 59. 
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Figure 43-3b: TO MYONG at Songnim, DPRK, and in Ningbo-Zhoushan, China, December 2022 – 

January 2023 

 

Source: Member State. 

The Panel had reported on TO MYONG several times, and the vessel is known to have exported DPRK-

origin coal to Chinese waters on multiple occasions.238  This is also not the first time TO MYONG was 

at Lianyungang. For instance, a Member State assessed TO MYONG offloaded its DPRK-origin coal 

cargo there in March – April 2022 (figure 43-4). 

Figure 43-4: TO MYONG delivering DPRK-origin coal, Lianyungang, March – April 2022 

 
Source: Member State. 

  

__________ 
238 S/2023/171; S/2022/668; S/2022/132; S/2021/211; S/2020/840. 

https://undocs.org/Home/Mobile?FinalSymbol=S%2F2023%2F171&Language=E&DeviceType=Desktop&LangRequested=False
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https://undocs.org/Home/Mobile?FinalSymbol=S%2F2022%2F132&Language=E&DeviceType=Desktop&LangRequested=False
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On yet another occasion, TO MYONG, then sailing as RI HONG, was also located at Songnim port in 

December 2019, and in Ningbo-Zhoushan waters in April 2020 (figure 43-5). The Panel has recom-

mended that the Committee designate TO MYONG for its export of DPRK-origin coal as well as for 

the vessel’s acquisition by the DPRK in 2020. 

 

Figure 43-5: TO MYONG (then sailing as RI HONG) at Songnim port, DPRK, 23 December 2019, 

and anchored near Ningbo-Zhoushan, China, 29 April 2020 

 

Source: Member State 

According to a Member State, the following DPRK vessels were also assessed to have off-loaded 

DPRK-origin coal in Lianyungang waters. The Panel did not locate tracks of these vessels on the mar-

itime databases to which it has access, indicating these vessels travelled dark or were transmitting on 

other identifiers. 

MI YANG 5 (IMO: 8620454)   

MI YANG 5 was assessed by a Member State to have exported DPRK-origin coal in the Lianyungang 

area in February 2023 (figure 43-6).   
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Figure 43-6: MI YANG 5 at Taean and at Lianyungang, February 2023 

 

 

Source: Member State 
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The Panel previously reported on MI YANG exporting its DPRK-origin coal in Lianyungang waters in 

September 2019 (figure 43-7).239 

Figure 43-7: MI YANG 5 near Lianyungang, 15 September 2019 

 
Source: Member State 

 

TAE DONG 1 (IMO: 8653229)  

TAE DONG 1 was assessed by a Member State to have exported DPRK-origin coal in Lianyungang in 

March 2023 (figure 43-8).   

Figure 43-8: TAE DONG 1 near Lianyungang, 13 March 2023 

 
Source: Member State 
  

__________ 
239 S/2020/151, para. 70. 
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PU SONG (IMO: 9534652) 

PU SONG was assessed by a Member State to have exported bagged cargo containing DPRK-origin 

coal at Lianyungang in March 2023 (figure 43-9).   

 

Figure 43-9: PU SONG exporting assessed bagged DPRK-origin cargo, Lianyungang, March 2023 

 

Source: Member State 
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The Panel previously reported on PU SONG exporting DPRK-origin coal in Ningbo-Zhoushan waters 

in April 2020 (figure 43-10).240 

Figure 43-10: PU SONG anchored near Ningbo-Zhoushan, April 2020  

 

Source: Member State 

 

According to the Member State, ship-to-ship transfers involving DPRK cargo ships in Ningbo-

Zhoushan waters have continued, while increased deliveries to Lianyungang waters have been observed 

in 2023.  

Also in 2023, the Member State identified a new location near “Taishan Islands,” where DPRK-origin 

coal exports are offloaded through ship-to-ship transfer. Panel investigations in this area remain on-

going.   

All the above DPRK vessels have featured in previous Panel reports as having engaged in the export of 

DPRK-origin coal in Chinese territorial waters. The Panel sought China’s assistance on the DPRK ves-

sels’ export of coal in Lianyungang and other Chinese port areas in 2023. The Panel sought information 

on cargo offloaded by DPRK vessels through ship-to-ship transfers in those waters; the receiving ves-

sels’ identifiers; entities and individuals that own, operate and procure any of the cargo from the DPRK 

vessels; and the relevant shipping documentation and financial transactions.   

  

__________ 
240 S/2020/840, paras. 46-47 and annex 25. 
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China replied: “After thorough investigation by relevant Chinese authorities, the information of the 

ships mentioned by the Panel are provided as follows: 

HUNG BONG 3 declared one entry into Lianyungang Port from Nampo Port in January this year empty 

loaded. And the ship left Lianyungang Port empty loaded. 

TAE Dong 1 declared two entries into Dalian Port from Nampo Port in January and March this year 

empty loaded. And the ship left Dalian Port loaded with grain and other grocery. 

PU SONG declared one entry into Dalian Port from Nampo Port in January this year loaded with 

containers, and left the port loaded with goods for daily necessities. In June this year, this ship declared 

one entry into Dalian Port from Nampo Port empty loaded and left loaded with goods for daily neces-

sities. 

No records of port entry and exit or customs declarations of TO MYONG, MIYANG 5, RYONG RIM 

were found in the Chinese port logs. 

China attaches great importance to illegal maritime activities related to the DPRK, and cracks down 

on ship-to-ship smuggling activities according to Chinese laws and regulations. The above-mentioned 

ships were loaded with goods for daily necessities, not Security Council embargoed items. The Panel 

should execute its duties cautiously and responsibly, carefully screening the information it acquired, 

and should not include unverified information in its report”. 

Source: The Panel 
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Annex 44: Vessel disguise  

In October 2022, a Member State photographed the sanctioned cargo ship PUK DAE BONG, with an 

IMO number of 9045182 painted on its hull, sailing past the coast of Kyushu, Japan. This IMO number 

belonged to another DPRK cargo ship, MYONG SIN.  PUK DAE BONG (IMO: 9020003) had been 

the subject of several Panel reports for having exported banned DPRK-origin coal when it was sailing 

as HUA FU. 

Both the PUK DAE BONG and the MYONG SIN had their AIS off over a period of time, inclusive of 

the dates when the PUK DAE BONG was photographed, between 26 and 28 October. Panel analysis 

of the AIS transmissions of both ships indicate long periods of non-AIS transmissions, overlapping AIS 

switch-off periods and spoofing of each other’s identifiers, indicating the two ships are attempting to 

obfuscate vessel tracking on maritime databases.  

The Panel’s comparative analysis of photographs provided by the Member State against photographs 

obtained from open sourcing of PUK DAE BONG and MYONG SIN show these ships as having very 

different structures, confirming that the photographed ship was PUK DAE BONG.  
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PUK DAE BONG ship comparison  

PUK DAE BONG sailing as HOAM,241 undated photograph 

 

Source: Maritime database 

PUK DAE BONG, 27 October 2022 

 

Source: Member State 

__________ 
241 According to IMO records, PUK DAE BONG was sailing as HOAM between November 2000 and December 2011. 
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Panel comparison of ship structure between PUK DAE BONG and MYONG SIN  

PUK DAE BONG, 27 October 2022 

Source: Member State 

 

MYONG SIN sailing as KUN JA RI, undated photograph242  

Source: Maritime database 

 

Legend: 
• Different funnel shape and placement (blue box) 

• Different placement level of lifeboat (purple box) 

• Different superstructure of bridge area (red box) 

• Different shaped hull (green box) 

• Missing derricks (orange box) 

Source: The Panel 

  

__________ 
242 MYONG SIN was named KUN JA RI between 2002 and 2015. During that period, it sailed under the DPRK flag before 

being flagged out to several other ship registries. It was flagged back under the DPRK in 2015. 
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Annex 45: Information about the sale of DPRK seafood 

 

1) Photographs of the sale of DPRK seafood at Yanji West Market  

 

A Member State provided the Panel with information, including photos of the sale of DPRK seafood at Yanji 
West Market. The name of the Chinese company that allegedly sold the seafood at the market is “North Korean 
Seafood Wholesale” (see Figure F1-1). The photographed packages of dried cod indicate in Chinese they are 
“Product of North Korea” (see Figure F1-2). 

 

Figure 45-1                                                                                                Figure 45-2 

 

Source: Member State. 
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2) Information about “North Korean Seafood Wholesale” 
  

A Chinese e-commerce website introduces North Korean Seafood Wholesale as follows: “…North Korean Sea-
food Wholesale specializes in the wholesale distribution of abalone, sea cucumber, and hairy crab, which are 
popular in the consumer market and hold a high position among consumers…”  

 

 

Source: https://www.11467.com/qiye/20147369.htm. 
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Annex 46: ITC Trade Map Data on DPRK Trade Statistics by Commodity (HS Code) (2022)  

** Note: highlighted may include restricted HS Code commodities  

 

  



 S/2023/656 

 

250/440 23-15418 

 

  



S/2023/656  

 

23-15418 251/440 

 

 

  



 S/2023/656 

 

252/440 23-15418 

 

 

  



S/2023/656  

 

23-15418 253/440 

 

 

  



 S/2023/656 

 

254/440 23-15418 

 

 

  



S/2023/656  

 

23-15418 255/440 

 

 

  



 S/2023/656 

 

256/440 23-15418 

 

Source: ITC Trade Map, accessed on 9 July 2023, annotated by the Panel.  
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Annex 47: Recent trends of DPRK’s coal exports 

 

 

Maritime smuggling activities by the DRPK have expanded in 2023 for DPRK-origin coal (table 47). 

According to a Member State, the DPRK’s activities in the East China Sea and the Taiwan Strait have 

increased, with the country also reportedly conducting illicit ship-to-ship transfers in waters on its East 

Coast, near Rajin. The Panel has separately noted increased activity of DPRK ships departing the coun-

try’s eastern coast in 2022.  

 

Table 47 

Smuggled DPRK-coal exported through ship-to-ship transfers 

Amount of coal illic-

itly exported in the 

first quarter 

 

2021 2022 2023 

 

Approx. 300,000 tons 

 

Approx. 200,000 tons 

 

Approx. 800,000 tons 

 

Source: Member State 
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Annex 48: Additional replies from Member States on trade statistics in the Panel’s previous report 

(S/2023/171, annex 57)  

 

Canada 

 

  

https://undocs.org/Home/Mobile?FinalSymbol=S%2F2023%2F171&Language=E&DeviceType=Desktop&LangRequested=False
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El Salvador 
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Source: Member States, annotated by the Panel  
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Annex 49: Comparison table on DPRK Trade Statistics and replies provided by Member States 

** Note: DPRK Trade Statistics and Member States’ replies cover the six-month period of October 2022-
March 2023/ Highlighted are restricted commodities. 

Source: ITC Trade Map, accessed on 9 July 2023, annotated by the Panel 
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Annex 50: List of HS codes the Panel applies to monitor the sectoral ban  

Below is the list of HS codes assigned for each category of goods under sectoral ban by relevant UN Security Council 
resolutions. This list supersedes S/2018/171, annex 4, as amended by S/2018/171/Corr.1. This list does not include 
items banned by previous resolutions such as arms embargo, dual-use items and luxury goods. See 
https://www.un.org/securitycouncil/sanctions/1718/prohibited-items for the complete list of prohibited goods.  

 

a. Items prohibited from being exported to the DPRK   

 

Item HS Codes Description Resolutions 

Condensates 

and natural 

gas liquids 

2709 

 

Oils; petroleum oils and oils obtained from bituminous 

minerals  

Para. 13 of 

2375 (2017) 

2711 Petroleum gases and other gaseous hydrocarbons  

Industrial 

machinery  

84 

 

Nuclear reactors, boilers, machinery and mechanical ap-

pliances; parts thereof 

Para. 7 of 

2397 (2017) 

85 Electrical machinery and equipment and parts thereof; 

sound recorders and reproducers; television image and 

sound recorders and reproducers, parts and accessories 

of such articles 

Transportation 

vehicles 243 

86 

 

Railway, tramway locomotives, rolling-stock and parts 

thereof; railway or tramway track fixtures and fittings 

and parts thereof; mechanical (including electro-me-

chanical) traffic signaling equipment of all kinds  

Para. 7 of 

2397 (2017) 

87 Vehicles; other than railway or tramway rolling stock, 

and parts and accessories thereof 

88 Aircraft, spacecraft and parts thereof 244 

89 Ships, boats and floating structures 

Iron, steel 

and other 

metals 

72-83  Para. 7 of 

2397 (2017) 
72 Iron and steel 

73 Articles of iron or steel 

74 Copper and articles thereof 

75 Nickel and articles thereof 

   76 Aluminum and articles thereof 

78 Lead and articles thereof 

79 Zinc and articles thereof 

80 Tin and articles thereof 

81 Other base metals; cermets; articles thereof 

82 Tools, implements, cutlery, spoons and forks, of base 

metal; parts thereof of base metal 

83 Miscellaneous articles of base metal 

 

 

__________ 
243 Pursuant to paragraph 30 of resolution 2321 (2016) and paragraph 14 of resolution 2397 (2017), States shall prevent the direct 

or indirect supply, sale or transfer to the DPRK, through their territories or by their nationals, or using their flag vessels or aircraft, 

and whether or not originating in their territories, of new helicopters, new and used vessels, except as approved in advance by 

the Committee on a case-by-case basis.  
244 Shall not apply with respect to the provision of spare parts needed to maintain the safe operation of DPRK commercial civilian 

passenger aircraft (currently consisting of the following aircraft models and types: An-24R/RV, An-148-100B, Il-18D, Il-62M, Tu-

134B-3, Tu-154B, Tu-204-100B, and Tu-204-300).   

https://www.undocs.org/Home/Mobile?FinalSymbol=S%2F2018%2F171&Language=E&DeviceType=Desktop&LangRequested=False
https://www.undocs.org/Home/Mobile?FinalSymbol=S%2F2018%2F171%2FCorr.1&Language=E&DeviceType=Desktop&LangRequested=False
https://www.un.org/securitycouncil/sanctions/1718/prohibited-items
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b. Items prohibited from being imported from the DPRK   

 

 

Item HS Codes Description Resolutions 

Coal 2701 Coal; briquettes, ovoids and similar solid fuels manu-

factured from coal 

Para. 8 of 

2371 (2017) 

Iron Ore 2601 Iron ores and concentrates, including roasted iron pyri-

tes 

Iron 72 Iron and steel (7201-7229) 

Iron and Steel 

products 

73 Articles of Iron and steel (7301-7326) 

Gold 261690 Gold ores and concentrates Para. 30 of 

2270 (2016) 

  

7108 Gold (incl. put plated), unwrought, semi-manufactured 

forms or powder 

710811 Gold powder, unwrought 

710812 Gold in other unwrought forms 

710813 Gold in other semi-manufactured forms 

710820 Monetary gold 

Titanium 2614 Titanium ores and concentrates 

Vanadium 2615 Vanadium ores and concentrates 

Rare Earth 

Minerals 

2612 Uranium or thorium ores and concentrates   [261210 

and 261220] 

2617 Ores and concentrates, [Nesoi code  261790  - Other 

Ores and Concentrates] 

2805 Alkali metals etc., rare-earth metals etc., mercury 

2844 Radioactive chemical elements and isotopes etc.  

Copper 74 Copper and articles thereof (7401-7419) Para. 28 of 

2321 (2016)  2603 Copper ores and concentrates 

Zinc 79 Zinc and articles thereof (7901-7907) 

2608 Zinc ores and concentrates 

Nickel 75 Nickel and articles thereof (7501-7508) 

2604 Nickel ores and concentrates  

Silver 2616100 

7106, 7107 

Silver ores and concentrates 

Silver unwrought or semi manufactured forms, or in 

powdered forms; base metals clad with silver, not fur-

ther worked than semi-manufactured 

7114 Articles of goldsmiths or silversmiths’ wares or parts 

thereof, of silver, whether or not plated or clad with 

other precious metal 

Seafood (in-

cluding fish, 

crustaceans, 

mollusks, and 

other aquatic 

invertebrates 

in all forms) 

3 

 

Fish and crustaceans, mollusks and other aquatic inver-

tebrates (0301-0308) 

Para. 9 of 

2371 (2017) 

 1603 

 

Extracts and juices of meat, fish or crustaceans, mol-

lusks or other aquatic invertebrates) 

1604 Prepared or preserved fish; caviar and caviar substitutes 

prepared from fish eggs 

1605 

 

Crustaceans, mollusks and other aquatic invertebrates, 

prepared or preserved 

Lead  78 Lead and articles thereof (7801-7806) Para. 10 of 

2371 (2017) 

Lead ore 2607 Lead ores and concentrates 
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Textiles (in-

cluding but 

not limited to 

fabrics and 

partially or 

fully com-

pleted apparel 

products) 

50-63  Para. 16 of 

2375 (2017) 50 Silk, including yarns and woven fabrics thereof  

51 Wool, fine or coarse animal hair, including yarns and 

woven fabrics thereof; horsehair yarn and woven fabric  

52 Cotton, including yarns and woven fabrics thereof  

53 Vegetable textile fibres nesoi; yarns and woven fabrics 

of vegetable textile fibres nesoi and paper 

54 Manmade filaments, including yarns and woven fabrics 

thereof 

55 Manmade staple fibres, including yarns and woven fab-

rics thereof 

56 Wadding, felt and nonwovens; special yarns; twine, 

cordage, ropes and cables and articles thereof  

57 Carpets and other textile floor covering 

58 Fabrics; special woven fabrics, tufted textile fabrics, 

lace, tapestries, trimmings, embroidery 

59 Textile fabrics; impregnated, coated, covered or laminated; 

textile articles of a kind suitable for industrial use; 

60 Knitted or crocheted fabrics 

61 Apparel and clothing accessories; knitted or crocheted;  

62 Apparel and clothing accessories; not knitted or cro-

cheted; 

63 Textiles, made up articles; sets; worn clothing and worn 

textile articles; rags 

Agricultural 

products  

07 Vegetables and certain roots and tubers; edible  Para. 6 of re-

solution 2397 

(2017) 08 

 

Fruit and nuts, edible; peel of citrus fruit or melons  

12 Oil seeds and oleaginous fruits; miscellaneous grains, seeds 

and fruit, industrial or medicinal plants; straw and fodder 

Machinery 84 Nuclear reactors, boilers, machinery and mechanical ap-

pliances; parts thereof 

Para. 6 of re-

solution 2397 

(2017) Electrical 

equipment 

85 Electrical machinery and equipment and parts thereof; 

sound recorders and reproducers; television image and 

sound recorders and reproducers, parts and accessories 

of such articles 

Earth and 

stone includ-

ing magnesite 

and magnesia 

25 Salt; sulphur; earths, stone; plastering materials, lime 

and cement 

Wood 44 Wood and articles of wood; wood charcoal 

Vessels 89 Ships, boats and floating structures 

 

c. For paragraphs 4 and 5 of resolution 2397 (2017), the Panel uses the following HS codes. The Panel 

notes that annual caps are placed for the two items below.  

 

• HS 2709: crude oil [cap: 4 million barrels or 525,000 tons ]  

• HS 2710, HS 2712 and HS 2713: refined petroleum products [ cap: 500,000 barrels ]   

Source: the Panel 
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Annex 51:  Organization of export controls pursuant to UN SC DPRK-related resolutions in Singapore 
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Source: Member State 
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Annex 52:  Replies from Member States  

 

Austria 
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Belize 
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China 

 

 

China replied, “According to the data from China, the goods mentioned by the Panel either are 

items not prohibited by the UNSC resolutions or humanitarian assistance which has exemptions from 

the UNSC.”  
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Denmark 
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Source: Member States 
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Annex 53 

Advanced Technology Facility (ATF) appears to be reselling Glocom Products 

 

The Panel notes that at least two products displayed on the ATF website resemble products from Glo-

com’s catalogue. The products are nearly identical in appearance, and share similar description and 

specifications, with only minor differences in wording.  Despite using the brand name “EDSAT” and 

“ER” on ATF website, the Panel assesses that these products are originally Glocom-made products as 

seen in Glocom’s catalogue.  
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1) Comparison between “EDSAT ER-310” and “Glocom GR-310” (Upper images are from ATF 

website and the bottom is from Glocom’s catalogue). The contents of both ① and ② are nearly 

identical. 
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2) Comparison between “EDSAT ER-452” and “Glocom GR-452” (Upper images are from ATF 

website and the bottom is from Glocom’s catalogue). The contents of both ① , ②, and ③ are 

nearly identical 

 

          Source:   ATF website and Glocom catalogues   
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Annex 54: Notice of the U.S. Department of the Treasury  
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Source: https://home.treasury.gov/news/press-releases/jy1377?utm_campaign=Readbook&utm_me-
dium=email&_hsmi=252489754&_hsenc=p2ANqtz-8CUtB47CLpIA1sL7zycVx7NGHKz7iHzsDx5U0uZVyH8ZCD-
RntLDdWpiJi49MiIWimJLtVw8YgIR-6XpYrcFrZKkpvdw&utm_content=252489754&utm_source=hs_email 
  

https://home.treasury.gov/news/press-releases/jy1377?utm_campaign=Readbook&utm_medium=email&_hsmi=252489754&_hsenc=p2ANqtz-8CUtB47CLpIA1sL7zycVx7NGHKz7iHzsDx5U0uZVyH8ZCD-RntLDdWpiJi49MiIWimJLtVw8YgIR-6XpYrcFrZKkpvdw&utm_content=252489754&utm_source=hs_email
https://home.treasury.gov/news/press-releases/jy1377?utm_campaign=Readbook&utm_medium=email&_hsmi=252489754&_hsenc=p2ANqtz-8CUtB47CLpIA1sL7zycVx7NGHKz7iHzsDx5U0uZVyH8ZCD-RntLDdWpiJi49MiIWimJLtVw8YgIR-6XpYrcFrZKkpvdw&utm_content=252489754&utm_source=hs_email
https://home.treasury.gov/news/press-releases/jy1377?utm_campaign=Readbook&utm_medium=email&_hsmi=252489754&_hsenc=p2ANqtz-8CUtB47CLpIA1sL7zycVx7NGHKz7iHzsDx5U0uZVyH8ZCD-RntLDdWpiJi49MiIWimJLtVw8YgIR-6XpYrcFrZKkpvdw&utm_content=252489754&utm_source=hs_email
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Annex 55: Russian Federation’s reply 
 
 

В связи с запросом группы экспертов ОС.105 сообщаем следующее.  
Сведения относительно якобы проводимых гражданином Словакии 

А.Мкртычевым переговорах о поставках из КНДР в Россию оружия и боеприпасов 

в обмен на товары не подтверждаются, являясь бездоказательными 

инсинуациями американской стороны. 

 

 

Translated from Russian 

 

In connection with reference No. OC.105 from the Panel of Experts, we hereby report the following. 

The information concerning the alleged negotiations by Slovak citizen A. Mkrtychev on the supply of 

arms and ammunition from the Democratic People’s Republic of Korea to Russia in exchange for goods, 

being unsubstantiated insinuations on the part of the United States of America, is unconfirmed. 
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Annex 56: United States’ reply concerning Mkrtychev’ passport information 
 

MKRTYCHEV, Ashot (a.k.a. MKRTYCEV, Asot), Hana Melichkova Street 3448/37, 

Bratislava 84105, Slovakia; DOB 07 May 1966; POB Baku, Azerbaijan; citizen Slo-

vakia; Gender Male; Secondary sanctions risk: North Korea Sanctions Regulations, 

sections 510.201 and 510.210; Transactions Prohibited For Persons Owned or Con-

trolled By U.S. Financial Institutions: North Korea Sanctions Regulations section 

510.214; Passport BD3843329 (Slovakia) expires 08 Apr 2029; alt. Passport 

BD5609822 (Slovakia) expires 19 May 2024 (individual)[DPRK].  
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Annex 57:  Russian Federation’s reply  

 

 

 

В связи с запросом группы экспертов ОС.5 сообщаем следующее. 

Представленные «одним государством-членом» фотографии не являются 

исчерпывающими доказательствами и не свидетельствуют о нарушении введенных 

против Пхеньяна международных ограничительных мер. 

Движение товаров в/из КНДР осуществляется с учетом требований резолюций СБ в 

отношении этой страны. Установленные Советом санкционные запреты и 

ограничения соблюдаются. Компетентные российские органы нарушений не 

выявили. 

 

 

Translated from Russian  

         In connection with reference No. OC.5 from the Panel of Experts, we hereby report 

the following.  

        The photographs provided “by one Member State” are not comprehensive evidence 

and do not show a violation of the international restrictive measures imposed against 

Pyongyang.  

        The movement of goods to/from the Democratic People’s Republic of Korea is car-

ried out taking into account the requirements of the Security Council resolutions concern-

ing this country. The Council’s sanctions prohibitions and restrictions are being complied 

with. The competent Russian authorities found no violations. 
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Annex 58:  Poland’s SALW trade statistics with DPRK and its reply 

 

 

Poland’s Trade Statistics with the DPRK on SALW in 2022 

 

 

• HS Code 9305: Parts and accessories off arms (military weapons, pistols, revolvers, shotguns, rifles etc.) 

• HS Code 9306: Bombs, grenades, torpedoes, mines, missiles, cartridges and other ammunition and 
projectiles and parts thereof, including buckshot, shot and cartridge wads. 

 

Source: UN Commodity Trade Statistic Database (https://comtradeplus.un.org/) 

  

Month HS Code Imported Amount in USD 

January 

9306 

404 

February 366 

March 327 

April 
9305 18 

9306 765 

May 
9305 18 

9306 1163 

July 
9305 18 

9306 446 

October 

9306 

935 

November 201 

December 831 

https://comtradeplus.un.org/
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Poland’s Reply 
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Source: Member State  
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Annex 59:  Singapore’s export control cases of luxury goods to the DPRK 
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Source: Member State. 
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Annex 60:  Cases prosecuted by Singapore for the violation of luxury goods export to DPRK  
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Source: Member State.  
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Annex 61:  Reply from Jaguar Land Rover 
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Annex 62:  Reply from Steinway Musical Instruments, Inc.  

  

Annex 62:  Reply from Steinway Musical Instruments, Inc.  
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Annex 63:  US-ROK Joint Cybersecurity Advisory on Kimsuky (1 June 2023) 
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Source: https://www.state.gov/u-s-and-rok-agencies-cybersecurity-alert-the-democratic-peoples-

republic-of-korea-dprk-social-engineering-campaigns-targeting-think-tanks-academia-and-news-

media/ and https://www.mofa.go.kr/www/brd/m_25605/view.do?seq=5&page=1   

https://www.state.gov/u-s-and-rok-agencies-cybersecurity-alert-the-democratic-peoples-republic-of-korea-dprk-social-engineering-campaigns-targeting-think-tanks-academia-and-news-media/
https://www.state.gov/u-s-and-rok-agencies-cybersecurity-alert-the-democratic-peoples-republic-of-korea-dprk-social-engineering-campaigns-targeting-think-tanks-academia-and-news-media/
https://www.state.gov/u-s-and-rok-agencies-cybersecurity-alert-the-democratic-peoples-republic-of-korea-dprk-social-engineering-campaigns-targeting-think-tanks-academia-and-news-media/
https://www.mofa.go.kr/www/brd/m_25605/view.do?seq=5&page=1
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Annex 64:  Links to Ahnlab Security Emergency Response Center (ASEC) reports in 2023 (as of 

July 2023)  

 

 

Kimsuky Group  

Kimsuky Distributing CHM Malware Under Various Subjects  

(21 June 2023) 

Kimsuky Group Using Meterpreter to Attack Web Servers 

(22 May 2023) 

Kimsuky Group's Phishing Attacks Targeting North Korea-Related Personnel 

(22 May 2023) 

Kimsuky Group Uses ADS to Conceal Malware 

(29 March 2023) 

Kimsuky Group Distributes Malware Disguised as Profile Template (GitHub) 

(29 March 2023) 

OneNote Malware Disguised as Compensation Form (Kimsuky) 

(24 March 2023) 

CHM Malware Disguised as North Korea-related Questionnaire (Kimsuky) 

(13 March 2023) 

Malware Disguised as Normal Documents (Kimsuky) 

(15 February 2023) 

 

Lazarus Group   

Lazarus Group Targetting Windows IIS Web Servers 

(23 May 2023) 

Anti-Forensic Techniques Used By Lazarus Group 

(23 February 2023) 

 

Source: ASEC  

https://asec.ahnlab.com/en/54678/
https://asec.ahnlab.com/en/53046/
https://asec.ahnlab.com/en/52970/
https://asec.ahnlab.com/en/50625/
https://asec.ahnlab.com/en/50621/
https://asec.ahnlab.com/en/50303/
https://asec.ahnlab.com/en/49295/
https://asec.ahnlab.com/en/47585/
https://asec.ahnlab.com/en/53132/
https://asec.ahnlab.com/en/48223/
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Annex 65:  Additional cases related to Kimsuky 

 

Case 1  

In a June 2023, a cybersecurity firm reported245 a Kimsuky social engineering campaign, targeting experts in 

DPRK affairs, to steal subscription credentials from Google and NK News, a DPRK- focused news and 

analysis service. via fake login websites and to gather strategic intelligence. Kimsuky employed sophisticated 

tactics, including extensive email correspondence, and spoofed URLs and deployed ‘ReconShark’ in the pro-

cess.  

 

Case 2  

A cybersecurity firm reported246 in May 2023 that Kimsuky was deploying a variant of the ‘RandomQuery’ 

malware via phishing emails sent to DPRK-focused information services, human rights activists, and defector 

support organizations. The main purpose was to entice victims into downloading and accessing the attached 

CHM file. When executed, the file eventually downloaded a second-stage payload ‘RandomQuery’ from the 

Kimsuky-controlled C2 server to the victim’s system. The malware not only collected system data but also 

installed applications, files and directories which would be used to provide Kimsuky with more information. 

The data were eventually exfiltrated via the C2 server. 

 

Case 3 

On 10 May 2023, the National Police Agency (NPA) of the Republic of Korea announced the results of its 

investigations into a breach of a network of one of the country's largest hospitals, Seoul National University 

Hospital, by DPRK cyberthreat actors.  

The incident, which occurred between May and June 2021, resulted in data exposure for 831,000 individuals, 

most of whom were patients. 17,000 of the impacted people were current and former hospital employees. 

 

The NPA conducted an analytical investigation lasting two years to identify the perpetrators. 

 

Analysis of the breach revealed that the attack was attributed to DPRK hackers based on the following in-

formation: 

• the intrusion techniques observed in the attacks, 

• the IP addresses that have been independently linked to DPRK threat actors, 

• the website registration details, 

• the use of specific vocabulary only used in the DPRK. 

 

The NPA cautioned that DPRK hackers might try to infiltrate information and communication networks 

across various industries and emphasized the need for enhanced security measures and procedures, such as 

implementing security patches, managing system access, and encrypting sensitive data. 

 

  

__________ 
245 See https://www.sentinelone.com/labs/kimsuky-new-social-engineering-campaign-aims-to-steal-credentials-and-

gather-strategic-intelligence/ 
246 See https://www.sentinelone.com/labs/kimsuky-ongoing-campaign-using-tailored-reconnaissance-toolkit/ 

https://www.sentinelone.com/labs/kimsuky-new-social-engineering-campaign-aims-to-steal-credentials-and-gather-strategic-intelligence/
https://www.sentinelone.com/labs/kimsuky-new-social-engineering-campaign-aims-to-steal-credentials-and-gather-strategic-intelligence/
https://www.sentinelone.com/labs/kimsuky-ongoing-campaign-using-tailored-reconnaissance-toolkit/
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The NPA did not mention the specific DPRK cyberthreat actor group, but ROK local media linked the at-

tack to Kimsuky.  

 

Below is NPA’s press release of 10 May 2023.  
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Source: https://www.police.go.kr/viewer/skin/doc.html?fn=d6c2795c-3930-44ab-970d-

d2d7a14f9571.hwpx&rs=/viewer/202305  

https://www.police.go.kr/viewer/skin/doc.html?fn=d6c2795c-3930-44ab-970d-d2d7a14f9571.hwpx&rs=/viewer/202305
https://www.police.go.kr/viewer/skin/doc.html?fn=d6c2795c-3930-44ab-970d-d2d7a14f9571.hwpx&rs=/viewer/202305
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Annex 66:  NPA Press Release on Lazarus hack exploiting finance-related software 

(18 April 2023) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

DPRK [the Lazarus Group] exploited vulnerabilities in a software essential for electronic financial ser-

vices, including internet banking, utilizing a news media website widely accessed by the public as a 

means to distribute malicious code. This hacking incident could have led to large scale damages and 

losses.  

 

 

 

 

Investigations revealed that the DPRK [the Lazarus Group] hacked a local financial security authentica-

tion company in April 2021 to identify the software’s vulnerabilities, and for an extensive period of time 

meticulously prepared infrastructure, including web servers, to launch an attack.  
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The NPA confirmed a watering hole attack, which automatically installs malicious codes, was used to hack 

61 domestic institutions by means of computers with vulnerable versions of financial security authentica-

tion software accessing a specific news media website. With the financial security authentication software 

installed on over 10 million computers nation-wide, preparations for a large scale cyberattack could not be 

ruled out. However, through joint interagency efforts, additional cyberattack was prevented.   

 

 

 

 

 

With relevant agencies such as National Intelligence Service and the Korea Internet Security Agency, 

the NPA analysed that the Lazarus Group was behind the attack based on the methods used to establish 

an attack infrastructure, the tactics used during the process (watering hole attack and use of software 

vulnerabilities), and malicious code similarities.   
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Source: https://www.police.go.kr/viewer/skin/doc.html?fn=c45a5bc8-fd59-4c27-b4d8-

1ce898fb2d19.pdf&rs=/viewer/202307 
  

https://www.police.go.kr/viewer/skin/doc.html?fn=c45a5bc8-fd59-4c27-b4d8-1ce898fb2d19.pdf&rs=/viewer/202307
https://www.police.go.kr/viewer/skin/doc.html?fn=c45a5bc8-fd59-4c27-b4d8-1ce898fb2d19.pdf&rs=/viewer/202307
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Annex 67:  Additional cases related to the Lazarus Group 

 

 

 

 

Case 1 

 

In April 2023, a cybersecurity company reported247 on an October 2019 - March 2022 campaign, dubbed 

‘DeathNote’. The campaign is also referred to as ‘Operation Dream Job’.248  

Through this campaign, the Lazarus Group used social engineering lures mimicking cryptocurrency busi-

nesses and defense contractors to trick victims into interacting with macro-laced Word attachments and PDF 

files.  

When the victims opened the file, the macro installed an obfuscated VBScript that extracted payloads in the 

form of harmful UltraVNC249 with backdoor capabilities which evade detection and establish a connection 

to a separate C2 server.      

 

Case 2 

 

Another cybersecurity company reported in May 2023 that the Lazarus Group has been carrying out attacks 

against Windows IIS web servers by placing a malicious DLL (msvcr100.dll) in the folder path as a normal 

application through the web servers’ process.  

This ‘DLL Side-Loading technique’ hijacks targets’ legitimate applications to bypass security software.250  

In addition, the Lazarus Group has also been using anti-forensic techniques to conceal its activity, including 

hiding and encrypting data, file deletion and timestamp changes.251 

  

__________ 
247 See https://securelist.com/the-lazarus-group-deathnote-campaign/109490/ 
248 See S/2021/211, para.126 and footnote 107. 
249 UltraVNC is a remote desktop software that allows users to remotely access and control computers over a 

network or the internet. It is a popular and free open-source application that provides remote access capabilities 

for Windows operating systems. 
250 The Panel has reported on this technique in S/2023/171, para. 116 and annex 79.   
251 See annex 64 for links to related reports.    

https://securelist.com/the-lazarus-group-deathnote-campaign/109490/
https://undocs.org/Home/Mobile?FinalSymbol=S%2F2021%2F211&Language=E&DeviceType=Desktop&LangRequested=False
https://undocs.org/Home/Mobile?FinalSymbol=S%2F2023%2F171&Language=E&DeviceType=Desktop&LangRequested=False
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Annex 68: The Panel’s summary of interviews with relevant experts on DPRK IT workers  

 
 

On several occasions over the past year, the Panel had the opportunity to interview experts on the issue 

of DPRK IT workers.  

 

1) Account Creation in Freelance Platforms 

 

In order to create an account in freelance work platforms (websites), users are required to go through 

an identity authentication process which is often conducted via email, text message, identification card, 

and/or a real-time video interview.  

 

There are cases where IT workers pay a foreign partner to conduct the authentication process as well 

as ongoing account verification (such as two-factor authentication). In other cases, IT workers utilize 

a falsified or stolen identity to complete the authentication process. IT workers are able to collect iden-

tification documentation, including passports and drivers licenses, and replace the original photo with 

their own.  

 

Such IT workers will often not pursue a developer project if the employer requires fingerprint verifica-

tion, drug testing, and/or for the developer to work on-site for all or a portion of the employment. 

Potential employers should also consider requiring developers to share their computer screen and ap-

pear on a video call during technical interviews to confirm the integrity of their responses, to ensure 

the developers are not cheating by looking up answers on a separate computer or utilizing AI software.  

Potential employers are advised to check answers to technical interview questions or other responses 

obtained in the job hiring process to determine if AI software was used, such as in response to interview 

questions or when producing coding upon request. 

 

2) Subcontracts with Proxy Account Holders 

 

These IT workers are employing new methods to identify foreign individuals willing to create proxy 

accounts, in exchange for a percentage of the profits earned. They upload posts on different social me-

dia and networking websites such as Facebook and LinkedIn, as well as on freelance developer plat-

forms, advertising that they are IT programme developers who would share their earnings with those 

who can lend them accounts and identities on freelance work platforms. These IT workers often dis-

guise themselves as Chinese or from other Asian countries, asserting that they are able to earn much 

more by using foreign national accounts. Some of them use dating apps to search for foreign individu-

als who create can proxy account for them in exchange for money. More recently, they use websites 

such as ‘playerup.com’ to buy freelance platform accounts from foreigners.  

 

 

 
  



 S/2023/656 

 

334/440 23-15418 

 

3) Direct deals with Clients  

 

Once a client is identified, these IT workers seek to lure the client into establishing contracts directly, 

without going through the freelance work platforms. In many cases, clients have to pay a commission 

fee to use these websites, so it is also in the interest of the clients to direct contracts with the reliable 

IT developers.  

 

These IT workers often perform work at a high level of competence with comparatively low hourly 

rates. They are able to obtain subsequent contracts directly with the client and also successfully rec-

ommend other DPRK freelance IT workers for jobs with the client.    

 

4) Employing Other Developers 

 

A subset of these IT workers is increasingly employing non-DPRK developers to conduct work for U.S. 

and other foreign companies - including in Europe and Middle and Latin America. These hired devel-

opers are often located in South Asia, Africa, or South America. The DPRK IT workers, often purporting 

to represent a developer hiring company, only hire them for short periods of time, such as the length 

of a single project. These IT workers use U.S. or other local person information to create freelance 

platform and social media accounts for the hired workers, who then use the alias accounts to pose as 

U.S. or other local persons looking for remote jobs with U.S. or other local companies, applying for 

dozens of jobs daily. The developers then provide a large portion of their earnings to these IT workers. 

Profile information about these individuals is often falsified. The developers utilize proxy IP and VPN 

services to pretend to be located in the United States. 

 

These IT workers - and the non-DPRK developers they hire - submit applications within the normal 

work hours of the location in which they are purporting to be citizens of.  For instance, these workers 

apply to jobs with U.S. companies during U.S. time zones.   

 

5) Methods to Circumvent Account Shutdown 

 

These IT workers are aware that freelance platforms are looking for red flag activities that could result in 

accounts being suspended or shut down. These red flag indicators include inconsistencies in the nation-

ality of the account and the location of an IP address, logins into one account from multiple IP addresses 

in a short period of time, and excessive biddings on numerous projects from one account.  

 

To evade their accounts being flagged for these reasons, these IT workers are known to utilize a proxy 

account holder’s computer directly via remote desktop control tools.  This makes it appear they are using 

the IP address of the proxy account holder and are located in the proxy’s country. DPRK IT workers also 

have a set of guidelines to evade detection. For instance, instructions are given to bid only for three pro-

jects a day using one account so that the account does not stand out for further scrutiny from the freelance 

platforms. Considering the high competitiveness of the software development market where only a frac-

tion of the bids gets responses, these IT workers use multiple accounts to raise their chances of winning 

a bid for a project.     
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6) Payment 

 

DPRK IT workers will maintain group accounts on payment platforms and at local, regional, and in-

ternational banks.  These accounts receive payments for multiple workers' projects. These payments 

are often in round-dollar amounts, and the IT workers often seek to limit the amount of money flowing 

through each account on a monthly or annual basis, or the number of transactions conducted, so as 

not to raise suspicions.  Given that the accounts are utilized by multiple workers, payments may take 

place every several days or even multiple payments (from different sources) in one day. 

 

These IT workers, many of whom lack reliable payment platforms or mechanisms, are increasingly 

request payment in cryptocurrency, which is much easier for them to receive and use - rather than 

payment via a bank or non-virtual asset on a payment platform, which the IT workers then need to 

move through multiple accounts to cash out or otherwise use. 

 

In many instances, the funds generated by these DPRK IT workers are eventually transferred to, and 

aggregated within, accounts in a third country financial system. They are likely then effecting cash 

withdrawals of at least some of the funds in these accounts.  These third country-based bank accounts 

and debit card accounts are likely the accounts of third country nationals acting as proxies, selling the 

use of their accounts and their identification information to the IT worker.  

 

7) Estimates of Workers, Revenue Generated, and Expenses 

 

The experts estimated that the DPRK has dispatched between 3,000 to 10,000 IT workers overseas. In 

addition to these overseas IT workers, the DPRK is also increasing the number of home-based IT work-

ers. These workers are often assigned to DPRK cities near the border, for better internet connection. 

These workers often rely on their overseas counterparts to obtain jobs for them; the overseas IT work-

ers interact with the client and maintain the relationship while the home-based IT workers conduct 

the actual work, passing it back to the overseas IT workers when finished. This method allows the 

DPRK to obtain substantially more revenue without deploying additional IT workers overseas. 

 

Overseas IT workers on average work on several projects at the same time and earn around $3,000-

$5,000 a month, although those who are highly skilled can make $10,000 to $20,000 a month.   

 

These IT workers pay 5-30% of their income to their proxy account holders. American and Western 

European account holders are preferred and paid the most, since developers from these regions can 

charge higher hourly rates and are more likely to win bids. These IT workers also seek Russian and 

Eastern European proxy accounts. These IT workers also have to pay financial intermediaries to access 

digital payment services and/or to launder their earnings. Usually, approximately 20-30% of their rev-

enue is paid to these intermediaries – or a fixed monthly rate of $600-$1000 per person. In many 

cases, a team of these IT workers employ a single intermediary to access digital payment and/or money 

laundering services.  

 

On top of these expenses, they must also pay for their office space, equipment, and other living ex-

penses. Supervisors and managers of a DPRK IT worker team also receive a share of their subordinates’ 

revenue, as does their dispatching organization in the DPRK. In most cases, DPRK IT workers 
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handover funds to ‘Pyongyang’ based on their designated quota earnings requirement.  

 

8) Additional Illicit Activities 

 

DPRK IT workers with high coding skills have been known to take advantage of IT clients demonstrat-

ing poor security practices, by utilizing their administrator access and/or write vulnerabilities into 

their coding that they later exploit. 

 

For instance, one DPRK IT worker provided IT services (including building smart contracts) to a cryp-

tocurrency platform for several tokens. Later, the DPRK IT worker stole hundreds of thousands of U.S. 

dollars' worth of these tokens from the platform, enabled by vulnerabilities the IT worker wrote into 

the smart contracts.  

 

In another example, a DPRK IT worker was involved with the development and deployment of various 

smart contracts, including for cross-chain bridges. The DPRK IT worker purported to be a citizen from 

the Western Hemisphere when obtaining freelance jobs with cryptocurrency platforms, possibly using 

his access to enable future exploitation (hacking) of the smart contracts to steal funds. 

 

DPRK IT workers and malicious cyber actors have also worked together in limited instances to develop 

software programs with malicious applications - and then likely utilize the applications in efforts to 

spread malware and conduct additional network intrusions. 

 

DPRK malicious cyber actors are also performing IT work, which increases the threat posted to com-

panies by even seemingly "harmless" IT workers. These cyber actors performing IT work may be par-

ticularly likely to utilize their administrator credentials or other privileged accesses and knowledge 

gained through IT freelance jobs to later conduct a malicious cyber-attack on their employer – poten-

tially including theft of IP or other data, a ransomware attack, or theft of funds. 

 

Source: The Panel 
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Annex 69: Information on DPRK nationals related to Chinyong IT (subordinate to the Ministry 

of People’s Armed Forces, (KPe.054)) 

 
Name:  Kim Sang Man (김상만, last name : Kim) 

Occupation:  General Manager of Chinyong IT  

Nationality: DPRK 

Passport:  109420132, 827220538, 563220082 

DoB:  25 April 1965 

 

Name:  Kim Ki Hyok (김기혁, last name : Kim) 

Occupation:  Representative of Chinyong IT in the Russian Federation  

Nationality: DPRK  

Passport:  572420019 

DoB:  30 May 1980 

 

Name:  Jon Yon Gun (전연근, last name : Jon) 

Occupation:  Representative of Chinyong IT in the Lao PDR  

Nationality: DPRK  

Passport:  927233154 

DoB:  22 April 1973 

 

Name:  Kim Song Il (김성일, last name : Kim) 

Occupation:  Representative of Chinyong IT in China 

Nationality: DPRK 

Passport:  836438590 

DoB:  2 February 1976 

 

Source: Member State 
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Annex 70: Information on eight DPRK individuals related to Oh Chung Song 
 
Name:  Kim Il Hyok (김일혁, last name : Kim) 
Occupation:  IT worker  
Nationality: DPRK  
Passport:  108441346 
DoB:  20 September 1993 
 
Name:  Kim Myong Chol (김명철, last name : Kim) 
Occupation:  N/A  
Nationality: DPRK 
Passport:  108132085 
DoB:  14 February 1968 
 
Name:  Jon Yon Gun (전연근, last name : Jon) 
Occupation:  Representative of Chinyong IT in the Lao PDR  
Nationality: DPRK  
Passport:  927233154 
DoB:  22 April 1973 
 
Name:  Ri Song Il (리성일, last name : Ri) 
Occupation:  IT Worker 
Nationality: DPRK 
Passport:  927233194 
DoB:  11 January 1997 
 
Name:  Kim Kwang Jin (김광진, last name : Kim) 
Occupation:  IT Worker 
Nationality: DPRK 
Passport:  109380363 
DoB:  24 January 1998 
 
Name:  Kang Tae Bok (강대복, last name : Kang) 
Occupation:  IT Worker 
Nationality: DPRK 
Passport:  927233182 
DoB:  22 February 1997 
 
Name:  Jang Nam Il (장남일, last name : Jang) 
Occupation:  IT Worker 
Nationality: DPRK 
Passport:  109380365 
DoB:  7 October 1999 
 
Name:  Jong Pong Ju (정봉주, last name : Jong) 
Occupation:  IT Worker 
Nationality: DPRK 
Passport:  9272331607 
DoB:  25 January 1997 
 
Source: Member State 
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Annex 71: Information on other DPRK nationals earning income in the Lao PDR 

 
Name:   Kim Hyo Dong (김효동, last name : Kim)  

Occupation:  Representative of Tongmyong Technology Trade Company  

Nationality:  DPRK  

Passport:   108130754  

DoB:   28 December 1989  

 

Name:   Yu Song Hyok (유성혁, last name : Yu)  

Occupation:  Known to be operating a DPRK restaurant 

Nationality:  DPRK  

Passport:   108130754  

DoB:   1 August 1981  

 

Name:   Yun Song Il (윤성일, last name : Yun)  

Occupation:  Known to be operating a DPRK restaurant  

Nationality:  DPRK  

Passport:   927332691  

DoB:   23 September 1969  

 

Source: Member State 
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Annex 72: DPRK medical team in Libya 

 

The media reported that252 a DPRK medical team has been working at a hospital since their arrival 

in Libya in early January 2023. The Facebook page of Martyr Atiya Al-Kashef Teaching Hospital – 

Kufra posted the below content and video footage of the DPRK medical team. Information obtained by 

the Panel indicated that the team was transported to Kufra by charter plane operated by a Libya-based 

air transport company. The Panel assessed that at least ten of the DPRK medical workers in Libya had 

previously worked in Senegal between 2019 and 2020. Investigations continued  

 

1) Facebook of Martyr Atiya Al-Kashef Teaching Hospital – Kufra posted the arrival of 

a DPRK medical team. 

 

“Just a little while ago, an international plane carrying the Korean medical team arrived at Kufra 

airport, with Mr. "Ismail Al-Eidah" on board, heading to the educational Al-Shahid Atiya Al-Kashef 

Hospital in Kufra. The medical team consists of 38 members, including specialists in: 

 

• General Surgery 

• Anesthesia 

• Obstetrics and Gynecology 

• Ear, Nose, and Throat 

• Pediatrics 

• Cardiology 

• Orthopedics 

• Internal Medicine 

• Dentistry 

• Physical Therapy 

• 12 specialized nurses. 

 

Thanks to the "Subul Al-Salam" battalion, where Sheikh Abdulrahman Hashem has borne the cost of 

renting the international company's plane that carried the doctors to Kufra. The battalion and its com-

mander have carried a lot of burdens throughout the past period. This is a very big step towards providing 

better services to the people of Kufra…” 

 

Source: Facebook, annotated by the Panel. 

  

__________ 
252 NK News, https://www.nknews.org/2023/01/libyan-hospital-welcomes-dozens-of-north-korean-medical-work-
ers/?t=1688232932.   

https://www.nknews.org/2023/01/libyan-hospital-welcomes-dozens-of-north-korean-medical-workers/?t=1688232932
https://www.nknews.org/2023/01/libyan-hospital-welcomes-dozens-of-north-korean-medical-workers/?t=1688232932
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2) Images of the flight transporting the DPRK medical team (excerpt) 

 
The Panel assessed that the pictured airplane is affiliated with a Libya-based air transport com-

pany that provided a charter/private plane to the DPRK medical team.  
 

 
Source: Facebook, Flightradar 24, annotated by the Panel. 
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Source: Facebook, annotated by the Panel. 
 

 
Source: Planet Labs Inc., 10 January 2023 08:06:53 UTC. 
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Annex 73: Reply from Mozambique 
 
 

 
Source: Member State. 
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Annex 74: DPRK medical activities in Senegal between 2019 and 2020 

 

According to open-source information,253 a DPRK medical team worked at several locations in Sen-

egal in collaboration with a non-governmental organization (NGO) between 2019 and 2020. The DPRK 

medical team included pediatricians, cardiologists, dentists, gynaecologists and other specialists. In a 

video that was posted online in 2019, the interpreter of the DPRK medical team said that she was from 

Mangyonbong and that the DPRK team was able to treat more than 400 people.  

The NGO replied to the Panel’s enquiry that a DPRK medical team composed of 30 personnel was 

introduced to the organization by the local DPRK Ambassador. The NGO explained that the DPRK 

medical team joined their events on several occasions, including religious and local events, “based on 

volunteering”. The Panel requested Senegal provide additional information, in particular regarding 

any renumeration received by the DPRK medical team for their work.  

On the basis of analysis of photographs of individuals in Senegal and in Libya, the Panel has con-

cluded that some of the same DPRK medical workers arrived in Libya in early January 2023 to carry 

out further medical work (See annex 72).  

 
1) DPRK medical activities at Touba in October 2019 

 

Source: Facebook, annotated by the Panel. 

 

  

__________ 
253 NK News, https://www.nknews.org/2023/01/libyan-hospital-welcomes-dozens-of-north-korean-medical-work-

ers/?t=1688232932.   

https://www.nknews.org/2023/01/libyan-hospital-welcomes-dozens-of-north-korean-medical-workers/?t=1688232932
https://www.nknews.org/2023/01/libyan-hospital-welcomes-dozens-of-north-korean-medical-workers/?t=1688232932
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The woman in below photo reviewed two-day long medical activities by DPRK medics (posted to 

Facebook on 19 October 2019). The contents of her interview (in French, English translation was done 

by the Panel) was as follows: 

 

“Bonjour, je m’appelle SO, je suis l’interprète de 

l’agence de coopération extérieure de la RPDC 

(nom) en partenariat avec le xxxxxxxxx, prési-

dente de l’association humanitaire « Medisol In-

ternational ». 

Nous sommes arrivés à Mbacké avec toute une 

équipe médicale, gynécologues-obstétriciens, 

anesthésistes, dentistes, kinésithérapeutes, chi-

rurgiens, pédiatres, ORL. Nous avons mené des activités pendant 2 jours et nous avons pu effec-

tuer des consultations sur plus de 400 personnes qui ont été satisfaites de nos traitements médi-

caux. Ce fut une très bonne expérience avec le peuple sénégalais. A cette occasion, je tiens à remer-

cier le xxxxxxxxxxxxxxxxxx et le peuple sénégalais qui ont été très chaleureux avec nous. Nous es-

pérons que notre coopération se développera de plus en plus à l’avenir et qu’elle sera bénéfique 

pour tous. Je vous remercie de votre attention.” 

 

  [Unofficial translation] 

Hello, my name is… I am the interpreter of the DPRK’s external cooperation agency Mangyonbong 

in partnership with xxxxxxxxxxxxxxxxxxx, president of the humanitarian association “Medisol In-

ternational”. We arrived in Mbacké with a whole medical team, gynecologists-obstetricians, anes-

thesiologists, dentists, physiotherapists, surgeons, pediatricians, ENT specialists. We conducted ac-

tivities for 2 days and we were able to carry out consultations on more than 400 people who were 

satisfied with our medical treatments. It was a very good experience with the Senegalese people. On 

this occasion, I would like to thank Dr. Rose Wardini and the Senegalese people who have been very 

warm to us. And we hope that our cooperation will develop more and more in the future and will be 

beneficial for everyone. Thank you. 

 

Source: Facebook, image was annotated by the Panel.  
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2) DPRK medical activities at Tivaouane in November 2019 

Local media254 reported that the NGO Médisol International deployed a team of around thirty ‘Ko-

rean’255 doctors to Tivaouane.  

 

 

Source: Facebook, annotated by the Panel. 

  

__________ 
254 See https://senego.com/tivaouane-des-coreens-en-appui-a-la-couverture-sanitaire-du-gamou_999035.html.  
255 The Panel notes previous instances in which DPRK nationals are represented or presented as “Korean,” which may be a tactic 

to evade detection. For instance, see S/2019/171, annexes 46-47, S/2018/171, para. 111 and 199 and annex 88.  

https://senego.com/tivaouane-des-coreens-en-appui-a-la-couverture-sanitaire-du-gamou_999035.html
https://www.undocs.org/Home/Mobile?FinalSymbol=S%2F2019%2F171&Language=E&DeviceType=Desktop&LangRequested=False
https://www.undocs.org/Home/Mobile?FinalSymbol=S%2F2018%2F171&Language=E&DeviceType=Desktop&LangRequested=False
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3) DPRK medical activities at Ouakam and Dakar between February and March 2020 

 

 

Source: Facebook, annotated by the Panel.  
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Annex 75: Russian Federation 

 

1) Summary of the Statement of the Investigative Committee of Russia of the Sakhalin 
Region  

The statement of the Investigative Committee of Russia of the Sakhalin Region, entitled “An inves-

tigation is being conducted in Korsakov regarding an accident involving foreign citizens”, described 

that on 7 April 2020, at 14:50, a report was received by the Investigative Committee that two citi-

zens of DPRK had been taken to the intensive care unit of the State Budgetary Healthcare Institu-

tion “Komsomolskaya Central District Hospital” with severe bodily injuries. It explained that they 

were employed by the company Detal LLC (ООО «Детал»), which was carrying out the construc-

tion work. During the course of the work, a scaffolding collapse occurred, causing the men to fall 

from a height of approximately 6-7 floors to the ground, resulting in injuries. 

 

 

В Корсакове по факту несчастного случая, произошедшего с иностранными 

гражданами проводится проверка 

07 апреля 2020 года в 14 часов 50 минут в Корсаковский межрайонный следственный отдел 

следственного управления Следственного комитета РФ по Сахалинской области  поступило 

сообщение о том, что в реанимационное отделение ГБУЗ «Корсаковская центральная районная 

больница» с тяжкими телесными повреждениями поступили два гражданина Северной Кореи. 

В ходе осмотра места происшествия установлено, что пострадавшие работали на строительной 

площадке многоэтажного дома по улице Советской в городе Корсаков в качестве разнорабочих 

в ООО «Детал», которое осуществляло строительные работы. В ходе работ произошло 

обрушение лесов, и мужчины с высоты примерно 6-7 этажа упали на землю, в результате чего 

получили травмы. 

  



S/2023/656  

 

23-15418 349/440 

 

 

В настоящее время следственным отделом по данному факту проводятся проверочные 

мероприятия, направленные на установление причин произошедшего. По результатам 

проверки будет дана правовая оценка действиям должностных лиц указанной компании по ч. 1 

ст. 143 УК РФ – нарушение правил техники безопасности. 

07 Апреля 2020 16:03 

Source : https ://sakh.sledcom.ru/news/item/1454029.  

2) Statement of the Korsakov City Prosecutor’s Office  

According to a statement issued on 8 April 2020, the Prosecutor’s Office of Korsakov City launched 

in investigations into the collapse of a scaffolding during the construction of a multi-apartment 

building, which resulted in injuries to individuals. The document stated that during the investiga-

tion, an assessment will be made concerning compliance with urban planning, labor, migration, 

and other legislation. 

 

 

Source : https ://epp.genproc.gov.ru/web/proc_65/search ?article=47277183.  

 
  

https://sakh.sledcom.ru/news/item/1454029
https://epp.genproc.gov.ru/web/proc_65/search?article=47277183
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   The statement issued on 1 June 2020 explained that an investigation has been conducted by the Kor-

sakov City Prosecutor’s Office regarding the publication in the media titled “Scaffolding Collapses on 

Sovetskaya Street in Korsakov, Resulting in Injuries to People.” The Prosecutor’s Office established 

that in violation of labor and migration legislation, the company “Euro-Standard LLC” allowed foreign 

citizens to work on the construction of a multi-apartment residential building. As a result of the col-

lapse of scaffolding on the said building, these workers suffered varying degrees of injuries…Adminis-

trative offense cases have been initiated against the responsible individuals and the legal entity under 

Part 1 of Article 18.15 of the Administrative Offenses Code (illegal employment of foreign citizens or 

stateless persons in the Russian Federation) and Part 1 of Article 5.27.1 of the Administrative Offenses 

Code of the Russian Federation (violation of state regulations on labor protection). 

 

Source : https ://epp.genproc.gov.ru/web/proc_65/search ?article=36707624.  

 

  

https://epp.genproc.gov.ru/web/proc_65/search?article=36707624
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3) Russian media report (Excerpt) 

According to a Russian media report titled “Investigative Committee: Workers from DPRK fell from 

the 6th to 7th floor at a construction site in Korsakov”, a scaffolding collapsed on April 7 at a construction 

site in Korsakov. According to Russian media ASTV.RU, the building is being constructed at the end of 

Sovetskaya Street on the site of a former parking lot.  

 

 

Source : https ://astv.ru/news/criminal/2020-04-07-sledstvennyj-komitet-na-strojke-v-korsakove-

postradali-rabochie-iz-severnoj-korei/.  

 

https://astv.ru/news/criminal/2020-04-07-sledstvennyj-komitet-na-strojke-v-korsakove-postradali-rabochie-iz-severnoj-korei/
https://astv.ru/news/criminal/2020-04-07-sledstvennyj-komitet-na-strojke-v-korsakove-postradali-rabochie-iz-severnoj-korei/
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4) Satellite imagery analysis 

A Russian media reported (see above) that the construction site was previously used as car parking lot. 

The Panel’s satellite imagery analysis corroborated the media’s reporting and further confirmed the 

location as the only place where a car parking lot became the construction site of multi-storey building 

between 2019 and 2020. The Panel assessed that the construction of the building began between Au-

gust and October 2019. This is consistent with the start of the building’s construction (19 September 

2019) as displayed at the construction site. Satellite imagery captured on 14 April 2020 showed the 

exterior of a multi-storey building, a location that match the date of the reported construction site 

incident of 7 April 2019. 

 

The development of the construction 
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The poster displayed at the construction site 

Construction starts on 19 September 2019 (19.09.2019 г.); Construction ends on 8 February 2021 

(08.02.2021 г.). 
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5) The photos of the building 

The photo of the building reported by the media after the incident (bottom left) is identical to Rus-

sian georeferenced information (top and bottom right) which shows the address: “Sovetskaya 

Street 57, Korsakov City”  
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6) Russian Federation’s reply  

 

В связи с запросом группы экспертов ОС.140 сообщаем следующее.  

Пострадавшие при строительстве жилого дома двое граждан КНДР проходили 

производственную практику в рамках обучения в ФГБОУ ВО «Сахалинский государственный 

университет». 7 апреля 2020 г. при погрузке керамогранитных плит на строительные леса ими 

были превышены нормы нагрузки на 1 шаг стоек вдоль стены в 3 метра (900 кг вместо 

допустимых 200 кг). Это привело к обрушению лесов, в результате чего оба северокорейца 

упали с высоты примерно 28 метров, получив телесные повреждения различной степени 

тяжести. Они были госпитализированы в Корсаковскую центральную районную больницу. По 

результатам проведенной проверки виновные были привлечены к административной 

ответственности. 

 

Translated from Russian  

 

In connection with enquiry OC.140 from the Panel of Experts, we are providing the information below. 

The two DPRK citizens injured during the construction of a residential building were on an industrial 

work experience course as part of their studies at the Sakhalin State University federally-funded insti-

tution of higher education. On 7 April 2020, while lifting granite-ceramic panels onto the construction 

scaffolding, they exceeded the permissible load of a row of supports along a three-metre wall (900kg 

instead of the permitted 200kg). This led to the collapse of the scaffolding, and the two North Koreans 

fell from a height of approximately 28 metres, receiving various degrees of injury. They were hospital-

ized at the Korsakov central regional hospital. Following an investigation, those responsible were 

brought to administrative accountability. 
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Annex 76:  US-ROK Joint Advisory on Ransomware (9 February 2023) 
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Source : https://media.defense.gov/2023/Feb/09/2003159161/-1/-1/0/CSA_Ransom-

ware_Attacks_on_CI_Fund_DPRK_Activities_v1.2.PDF  
 

  

https://media.defense.gov/2023/Feb/09/2003159161/-1/-1/0/CSA_Ransomware_Attacks_on_CI_Fund_DPRK_Activities_v1.2.PDF
https://media.defense.gov/2023/Feb/09/2003159161/-1/-1/0/CSA_Ransomware_Attacks_on_CI_Fund_DPRK_Activities_v1.2.PDF
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Annex 77: 2 June 2023 updates to the 1718 Committee’s “Implementation Assistance Notice 

No. 7: Guidelines for Obtaining Exemptions to Deliver Humanitarian Assistance to the DPRK,” 

originally issued on 6 August 2018 
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Source: https://www.un.org/securitycouncil/sites/www.un.org.securitycouncil/files/ian7_updated_2jun23.pdf; 

highlight annotations by the Panel 

  

https://www.un.org/securitycouncil/sites/www.un.org.securitycouncil/files/ian7_updated_2jun23.pdf
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Annex 78: Questionnaire for humanitarian organizations that have worked in the DPRK 

 

For this reporting period the Panel asked some reformulated questions addressing the impact of 

COVID-19 and the closed borders on organizational operations, as well as each group’s estimate 

of when they expect to resume operations in DPRK. 

 

1) What is your assessment of the cumulative effect of UN sanctions on the humanitarian situa-

tion in the DPRK since 2018? What sources of data and information do you draw from as the basis for 

this assessment? 

 

2) How has the COVID-19 pandemic and the related closure of the borders of DPRK affected the 

economic and humanitarian spheres, and in what way have they influenced the overall humanitarian 

situation in the DPRK? If possible, please include information or examples that support your assess-

ment. 

 

3) What has been the scope of your organization’s operations in the DPRK since its borders were 

closed in early 2020? Were you able to continue some humanitarian operations with local staff? What 

problems, if any, have you encountered in this time period?  When, if at all, do you expect to be able 

to resume your operations in the DPRK? How do you see the prospects of re-opening of the borders?  

How are these prospects related to COVID factors and what other factors are at play? 

 

4) Please provide any detailed information about how the implementation of UN sanctions may 

have impacted your organization’s humanitarian response. 

 

5) If your operations require humanitarian exemption approvals from the 1718 Committee, has 

the approval process met your needs? What could be further improved in the exemption process or the 

sanctions regime itself that would better meet your operational needs and objectives in addressing the 

humanitarian problems of DPRK? 

 

6) Recommendations of the Panel of Experts in its latest Midterm Report (see S/2022/668, para. 

188) include a suggestion that “… relevant stakeholders practically consider the idea of exempting 

selected exports currently under sanctions, the proceeds of which might be used to finance humanitar-

ian supplies”. Do you have any ideas or suggestions how this measure can be implemented and what 

is your assessment of possible effects? 

 

7) Are there other issues, needs, or organizational viewpoints regarding the humanitarian impact 

of UN sanctions on your work in the DPRK that you want to share with the Panel? 
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Annex 79: Responses from humanitarian organizations 

 

 

The Panel has redacted humanitarian organizations’ identities and other phrases which might jeopardize 

the safety of the relevant organizations and in a few cases on other grounds. The Panel takes no position 

on the responses provided by these organizations.256  

 

 

Organization 1 

 

[Org.1] has suspended its activities in DPRK since 2020 and therefore no new developments have oc-

curred which might provide information for the panel. We intend to resume our activities as soon as 

possible, depending on the opening of border and adequate working conditions in DPRK to be able to 

implement humanitarian projects. 

 

  

__________ 
256 Two experts are of the view NGOs submissions should be verified and edited before publication. 
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Organization 2  
 
1) What is your assessment of the cumulative effect of UN sanctions on the humanitarian situation in 
the DPRK since 2018? What sources of data and information do you draw from as the basis for this 
assessment? 
 

The effect of UN sanctions on the humanitarian situation in DPRK, from [Org. 2]’s perspective, 
are the following: 
 
• Banking and cash supply issue:  

 
The transfer of funds to DPRK being banned, [Org. 2] has to rely on its international staff 
who are the only option to bring funds to the country during their rotations into the country.  
 
Even though this alternative solution has so far allowed [Org. 2] to keep on working and 
implementing projects in DPRK, until the border closed in January 2020, this cash supply 
modality provokes vulnerabilities in [Org. 2]’s operations. First of all, [Org. 2’s national] 
banks are more and more reluctant to supply sufficient amounts of cash, particularly if the 
cash supply is intended for projects in DPRK. Despite the exemptions that are granted to the 
funds dedicated humanitarian operations, it is common that banks delay or block the supply 
of cash, leading to additional administrative work on [Org. 2] side to unblock the situation.  

 
• Procurement and supply:  

 
Since the sanctions have come to force, a drop in the number of suppliers applying for the 
tenders [Org. 2] open in the frame of the procurement of goods and equipment. This decrease 
in the potential supplier diversity has a direct impact on prices competitively, goods and 
equipment quality.  

 
• Delay of delivery:  

 
This impact is one of the most visible, considering that it directly impacts the implementa-
tion of the projects’ activities. As mentioned previously, the exemption process is now well 
understood and managed but can still provoke delays in case of unexpected administrative 
issue (e.g.: [Member State’s] customs that sometimes refuse to recognize the exemptions 
granted to [Org. 2] –calling for additional negotiations).  
 
Even though the COVID 19 related restrictions on importations decided by DPRK are re-
sponsible for this situation, it has to be mentioned that [Org. 2] had materials and equipment 
([project items]) blocked at the border since January 2020. Recently, in [Month] 2023, [Org. 
2] had to close the project under which this purchase was planned, as the importation of 
these blocked materials has not been possible from January 2020 until [present]. 

 
• Additional workload: 

 
The sanctions and needs for exemptions provoke an additional workload for [Org. 2] teams 
who have to deal with additional constraints, prepare and follows the exemptions requests.  
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2) How has the COVID-19 pandemic and the related closure of the borders of DPRK affected the eco-
nomic and humanitarian spheres, and in what way have they influenced the overall humanitarian situ-
ation in the DPRK? If possible, please include information or examples that support your assessment. 
 

The strict measures and limitations that [Org. 2] has been facing regarding the COVID 19 have 
significantly reduced the organization’s capacity to monitor the impacts of the restrictions at a 
local and national level.  
  
The last [Org. 2]’s expatriate staff left the country in [Month] 2020 considering the total suspen-
sion of the activities and the complete lack of visibility regarding a potential restart of [Org. 2] 
operations in the country, as well as the possibility to send personnel, funds and equipment 
needed to properly run the projects. 
 
Despite its reduced capacity on the ground, [Org. 2] has kept on monitoring the situation pre-
vailing in DPRK through external sources, a bilateral meeting with representants of the DPRK 
delegation at Paris level, through its liaison officer who remains active in the country and by 
participating to the UN-led meetings (clusters and HCT). 
 
The access and communication barriers imposed by the COVID 19 situation as well as the lack 
of secondary data from other sources make impossible for [Org. 2] to propose an analysis of the 
humanitarian situation evolution in regards with the current pandemic and borders closure.  

 
3) What has been the scope of your organization’s operations in the DPRK since its borders were closed 
in early 2020? Were you able to continue some humanitarian operations with local staff? What prob-
lems, if any, have you encountered in this time period? When, if at all, do you expect to be able to resume 
your operations in the DPRK? How do you see the prospects of re-opening of the borders? How are 
these prospects related to COVID factors and what other factors are at play? 
 

[Org. 2]’s operational capacity has been decreasing from the moment DPRK decided to impose 
strict quarantine measures in January 2020. However, [Org. 2] did its best to comply with the 
decreed measures to continue its operations in the country.  
 
As [Org. 2] program activities can only be implemented if an international staff member can 
physically visit the field sites, all programs were suspended from January 2020. Indeed, from 
February 2020, the situation at country level was the following: 

 
• No international flights and no entry visa issuance (making impossible the supply 

of cash and the rotation of international staff) 
• Strict limitation of humanitarian equipment and material imports 
• No access to the field for expatriate teams 
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These additional restrictions made impossible for [Org. 2] to keep implementing its projects 
within acceptable quality and integrity standards, forcing the organization to suspend all its ac-
tivities. 
 
Despite the suspension of all the activities, [Org. 2] decided to maintain its Pyongyang office 
opened to avoid losing its capacities to redeploy and relaunch its projects once it is possible 
again. 
 
Considering the impossibility to send cash to DPRK in the absence of international staff move-
ment, [Org. 2] has therefore been accumulating debts since the suspension of its operations.  
[Org. 2] sold, through an auction process, two of its vehicles to be able to keep its office running 
and to pay national staff food allowances among others. […]  
 
In terms of future operational capacity, the restart of [Org. 2]’s activities in the country will 
imply a mission revitalization period (restart the coordination with the [DPRK organization], 
clean up liabilities, identifying potentially new national staff, sending back international staff to 
the country, assessing the situation of each suspended projects and restart the contact with farms 
and partners, etc.). 
 
Additional extension of projects will probably be needed, inducing costs that were not initially 
planned; [Org. 2] is coordinating with its financial partners and will propose adjustments to its 
projects once the situation will have been reassessed.  
 
[Org. 2] is still expecting to see the borders to reopen in 2023 in order to be able to restart its 
operations. If the borders remain closed across 2023, [Org. 2] will potentially revise its strategy 
around December 2023 for the year 2024. 
 
The main limiting factor for [Org. 2]’s operations at the moment is borders closure and the 
absence of international staff in country, which is the condition to resume the implementation 
of assessments and field activities at country level. 

 
4) Please provide any detailed information about how the implementation of UN sanctions may 
have impacted your organization’s humanitarian response. 
 

The exemption process provoked some delays during the first months after its implementation 
since the different stakeholders ([Member State’s] customs, NGOs, UNSC) had to adapt to this 
new regulation. The first request from [Org. 2] took up to 5 months up to its approval (including 
[Org. 2] internal delay to manage the request), the second request 3 months and the shortest one 
only 2 weeks.  
 
It has to be mentioned that thanks to the support of its donors as well as the reactivity of [Org. 
2’s relevant] [government institutions] who are in charge of introducing the exemption requests, 
and a better understanding of the process by [Org. 2], the exemption process has been running 
better and the maximum necessary delay from the exemption request up to the delivery of the 
procured items in DPRK has been reduced to 4 months maximum (out of COVID 19 period).  
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It is worth noting that [DPR] Korean government constraints (Korean customs, restrictive rules, 
access constraints to the field, etc.) have had greater impact on [Org. 2] projects, leading to 
delays in the implementation of activities.  
 
An issue to report is that the exemptions granted to [Org. 2] are sometimes not recognized by [a 
Member State’s] customs, which implies additional negotiations and explanation delays with [a 
Member State’s] authorities to eventually lift this barrier.  
 
The customs office in [border checkpoint] did not recognize the note and requested confirmation 
from the [Member State’s central customs authority], that is, the central administration in [a 
city].  
 
As of October 2018, the Sanctions Committee now publishes authorizations online, this can be 
very useful in asserting permissions. A good practice that could be implemented to facilitate the 
process would be to translate these documents into [language of the relevant customs authority] 
as well.  
 
In the frame of the projects [Org. 2] implements in DPRK, [Org. 2] has requested 6 exemptions 
to the UNSC under the 1718 Directive. 

 
5) If your operations require humanitarian exemption approvals from the 1718 Committee, has 
the approval process met your needs? What could be further improved in the exemption process or the 
sanctions regime itself that would better meet your operational needs and objectives in 
addressing the humanitarian problems of DPRK? 
 

In terms of potential improvement to the exemption process, [Org. 2] would recommend the 
following actions:  
 

• the extension of the 6-month validity period granted for each exemption. Indeed, 
considering the weight of the exemption request process as well as the procurement 
delay necessary to import the goods and equipment in DPRK, the 6-month 
exemption granted so far complicates the implementation of the projects since it 
has to be quickly renewed to prevent delays in the delivery of the following items 
to be imported. In addition, even though the exemption process is now well 
understood and managed by all the stakeholders, any issue in the exemption 
granting process or more likely in the importation process could delay the 
importation to more than 6 months and therefore make null and void the exemption 
valid for 6 months. The current restriction on imports linked to the COVID 19 
situation is a good example of this constraint: as mentioned previously, [Org. 2] 
had to request extension of the exemption since the goods and equipment covered 
by the granted exemption were blocked at the border.  
 

• To think about possible solutions regarding cash supply due to financial sanctions.  
 

• Strengthen the link with the [Member State’s] authorities to facilitate the customs 
clearance process.  
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• Make fast tracks when it comes to 1) amendment justified in terms of quantity 2) 
renewal in the event of expiration.  

 
6) Recommendations of the Panel of Experts in its latest Midterm Report (see S/2022/668, para. 188) 
include a suggestion that “… relevant stakeholders practically consider the idea of exempting selected 
exports currently under sanctions, the proceeds of which might be used to finance humanitarian sup-
plies”. Do you have any ideas or suggestions how this measure can be implemented and what is your 
assessment of possible effects? 
 

This measure, if concretely applied, would allow to gain significant amount of time and ease 
the planning of activity implementation considering that the exemption process was taking be-
tween 1 to 5 months up to completion over the past years (when the borders were still open). 
Even if well managed by NGOs, this long and heavy process was not leaving room for any 
unplanned needs and extra purchases in the scope of the implemented projects.   
 
Given the diversity of humanitarian projects and activities, bilateral consultations led by a co-
ordination actor with each humanitarian actor implementing activities in DPRK would allow to 
prepare a list of goods and equipment needed and purchased on a regular basis. 
  
Once consolidated, a global list common to all humanitarian actors could be pre-approved. Con-
sidering the instability of the supply chain to DPRK and in order to remain flexible, it would be 
important that the pre-approved items and equipment remain generic to avoid blocking the sup-
ply in case of minor changes in the technical specifications of the items to be imported.  
 
Depending on the possibilities, a regular update of such a list should be considered to adapt to 
context and need evolutions.  
 
Possible effects:  

• Increased reactivity for humanitarian actors to respond to sudden needs/changes 
that could not be anticipated.  

• Reduced administrative burden over humanitarian actors’ shoulders.  
• Easier project and activity planning. 

 
7) Are there other issues, needs, or organizational viewpoints regarding the humanitarian impact 
of UN sanctions on your work in the DPRK that you want to share with the Panel? 
 

UN sanctions over DPRK prevent easy financial transfer to Pyongyang to allow smooth imple-
mentation of the activities as listed at question 1). On top of the financial transfer blockage to 
DPRK, sanctions prevent today the ability of NGOs to pay their contracted debt. If activities are 
on standby since Covid period, few running costs are still associated with local expenses (office 
rent, fuel, etc.) [….]  
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Organization 3 

 

1) What is your assessment of the cumulative effect of UN sanctions on the humanitarian situation 

in the DPRK since 2018? What sources of data and information do you draw from as the basis for this 

assessment? 

 
The North Korean governments decision to close its borders in the early days of the COVID-19 pan-

demic has aggravated the humanitarian situation in the country; in our understanding and assessment, 

the UN sanctions had no influence in this. Aid offers from outside to ameliorate the situation received 

no positive response from the government. Sources: Monitoring the news in international and South 

Korean media. 

 

2) How has the COVID-19 pandemic and the related closure of the borders of DPRK affected the 

economic and humanitarian spheres, and in what way have they influenced the overall humanitarian 

situation in the DPRK? If possible, please include information or examples that support your assess-

ment. 

 
Due to the closing of the borders, our regular visits to the country came to a complete stop; conse-

quently we lost our detailed first hand information from our local counter parts. Drawing from our ex-

periences, the limitations of available health services in country, in particular the challenges of medical 

laboratories to monitor infectious diseases and to provide necessary preventive and vaccination materi-

als, the COVID-19 pandemic and the closure of the borders hit seriously the overall health status of the 

population. Food insecurity aggravated this further. 

 

3) What has been the scope of your organization s operations in the DPRK since its borders were 

closed in early 2020? Were you able to continue some humanitarian operations with local staff? What 

problems, if any, have you encountered in this time period? When, if at all, do you expect to be able to 

resume your operations in the DPRK? How do you see the prospects of re-opening of the borders? How 

are these prospects related to COVID factors and what other factors are at play? 

 
From the very beginning of the COVID-19 pandemic, we offered preventive and lab materials to our 

local counter part, the North Korean Health Ministry. All reactions to support any delivery were slow 

and came to a complete halt with the closure of the border. Monitoring visits werde not anymore possi-

ble and crucial contacts to the our counter parts lost. So even in case the border would open again and 

visits could be resumed, it would take time to recover project activities and to establish access to local 

sites. We have been informed that former contact persons changed or even have died. 

 

4) Please provide any detailed information about how the implementation of UN sanctions may 

have impacted your organization s humanitarian response. 

 
As mentioned under 1) we don’t see a correlation between the humanitarian situation and the UN sanc-

tions, but with political decisions by the North Korean government. The UN mechanism to receive a 

humanitarian excemption had in the past gone smoothly and had no negative impact on our operations. 
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5) If your operations require humanitarian exemption approvals from the 1718 Committee, has the 

approval process met your needs? What could be further improved in the exemption process or the 

sanctions regime itself that would better meet your operational needs and objectives in addressing the 

humanitarian problems of DPRK? 

 
The main challenges are at this stage the loss of trust and contacts on our local counter parts’ side. So 

far, we don’t see any effort from North Korean government to welcoming international NGO back into 

the country. Consequently a significant change of attitude of the North Korean government would be 

required to clearly show that humanitarian assistance is accepted. 

 

6) Recommendations of the Panel of Experts in its latest Midterm Report (see S/2022/668, para. 

188) include a suggestion that “relevant stakeholders practically consider the idea of exempting se-

lected exports currently under sanctions, the proceeds of which might be used to finance humanitarian 

supplies". Do you have any ideas or suggestions how this measure can be implemented and what is 

your assessment of possible effects? 

 

As there is no clear perspective for continuing cooperation with local counter parts in the hu-

manitarian field any suggestion would be irrelevant. 

 

7) Are there other issues, needs, or organizational viewpoints regarding the humanitarian impact 

of UN sanctions on your work in the DPRK that you want to share with the Panel? 

 
We hope that the UN panel can contribute to changing the North Korean government’s attitude towards 

allowing humanitarian assistance back into the country. 
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Organization 4 

 

1) What is your assessment of the cumulative effect of UN sanctions on the humanitarian situation in 

the DPRK since 2018? What sources of data and information do you draw from as the basis for this 

assessment? 

 

[Org. 4’s] general assessment is that people in DPRK are suffering from a combination of border 

closures and sanctions against the country. We are concerned that humanitarian support cannot 

reach people in need, which are expected to be a large part of the population. This is a general 

understanding of the situation based on media articles, reports and sharing of information among 

peers. 

 

3) What has been the scope of your organization’s operations in the DPRK since its borders were closed 

in early 2020? Were you able to continue some humanitarian operations with local staff? What prob-

lems, if any, have you encountered in this time period? When, if at all, do you expect to be able to resume 

your operations in the DPRK? How do you see the prospects of re-opening of the borders? How are 

these prospects related to COVID factors and what other factors are at play? 

 

The [Org. 4] country delegation in Pyongyang has been kept in place since the closing of the 

borders [….] Due to the Covid-19 restrictions along with the lack of a functioning banking 

channel, operations have been very limited. Primary focus has been to procure emergency items 

and supporting emergency preparedness activities. Items are purchased outside DPRK to be 

shipped to DPRK and sent to [Org. 4] warehouses. [Org. 4] is dedicated to keep supporting the 

[local Org. 4] to be prepared in case of a natural disaster. The central problem for [Org. 4] is the 

inability to get money into DPRK and to pay off the incurred debt to the DPRK [Org. 4] Society, 

local suppliers and [Org. 4] staff. It is not possible to identify a specific time for [Org. 4] to 

return with international staff, but we are preparing for a return and ready to respond if there is 

a request for international assistance during a natural disaster of scale.  

 

4) Please provide any detailed information about how the implementation of UN sanctions may have 

impacted your organization’s humanitarian response. 

 

The effects of the sanctions have primarily impacted the ability to transfer funds for the support 

of operations and staff. The absence of a banking channel along with the unwillingness and risk 

awareness of banks and suppliers have made it almost impossible to continue funding activities 

in country. The overall situation is contributing to overall reduced funding and might influence 

the [Org. 4] ability to sustain presence in DPRK.  
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5) If your operations require humanitarian exemption approvals from the 1718 Committee, has the 

approval process met your needs? What could be further improved in the exemption process or the 

sanctions regime itself that would better meet your operational needs and objectives in addressing the 

humanitarian problems of DPRK? 

 

The exemption approval process has met our needs lately. [Org. 4] had helpful and speedy sup-

port during the last request and need for publishing of the approval. We appreciate the new 2664 

UN resolution but also acknowledge that private actors, especially banks, are still hesitant to 

support transfers to DPRK.  

 

7) Are there other issues, needs, or organizational viewpoints regarding the humanitarian impact of UN 

sanctions on your work in the DPRK that you want to share with the Panel? 

 

Humanitarian organizations must be able to deliver humanitarian assistance in a way that does 

not compromise the humanitarian principles. There is a need for a permanent banking channel 

for humanitarian funding. 
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Organization 5 

 

1) What is your assessment of the cumulative effect of UN sanctions on the humanitarian 

situation in the DPRK since 2018? What sources of data and information do you draw from 

as the basis for this assessment? 

 

In the current situation of the country's self-imposed border closure and self-imposed import 

restrictions, we deem that the UN sanctions currently do not have a major direct effect on the 

humanitarian situation. On the other hand, we can assume that the humanitarian impact of the 

DPRK's self-isolation because of COVID-19 is severe and threatens to undo some of the pro-

gress made in areas such as food security, nutrition and health. However, it has to be noted that 

any assessment of the impact within the DPRK of the COVID-19 pandemic or the country's 

border closure is based on assumptions rather than evidence at this point. No foreigner has vis-

ited the areas outside Pyongyang since 22 January 2020. Very little reliable information trickles 

out of the country. 

 

2) How has the COVID- 19 pandemic and the related closure of the borders of DPRK affected 

the economic and humanitarian spheres, and in what way have they influenced the overall 

humanitarian situation in the DPRK? If possible, please include information or examples 

that support your assessment. 

 

The border closure is a concern especially for the most vulnerable population requiring specific 

medical treatment, be it for chronic conditions, severe acute malnutrition (children) or tubercu-

losis. With the exception of [one UN agency], which was able to import and distribute therapeu-

tic foods and micronutrients in February this year, international humanitarian actors that used to 

support the country's health system seem not to have been able to import and distribute goods 

on a significant scale since June 2020 [….]The strict border closure further affects the livelihood 

of small traders and industries relying on cross-border trade and imported goods. 

 

3) What has been the scope of your organization's operations in the DPRK since its borders 

were closed in early 2020? Were you able to continue some humanitarian operations with 

local staff? What problems, if any, have you encountered in this time period? When, if at all, 

do you expect to be able to resume your operations in the DPRK? How do you see the 

prospects of re-opening of the borders? How are these prospects related to COVID factors 

and what other factors are at play? 

 

The COVID-19 pandemic preventive measures taken by the DPRK Government have strongly 

affected the ability of all humanitarian actors to deliver humanitarian goods and assistance. 
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[Org. 5] had to put its activities in the DPRK on hold […] The office in Pyongyang is running 

with minimal local staffing looking after the maintenance of the premises and other assets. An 

independent monitoring of the situation is impossible. 

 

A recent positive development has been the delivery to DPRK in [month] 2022 of a stock of 

PPE gear (Personal Protective Equipment) destined for hospitals. It received clearance at the 

[Member State’s] border, where it was blocked since [Month] 2020. No other activity is cur-

rently implemented. 

 

The first and main condition to be able to resume humanitarian operations in the DPRK will be 

the reopening of borders. As long as they are closed and no international staff is allowed to enter 

into DPRK, the current minimal activities (maintenance of the premises and other assets) will 

continue. As for now, there is no concrete signal for any development in that direction or a time 

horizon for a potential reopening of the border. Without such a signal, it is difficult and too early 

to assess the level of operations that will take place once they could resume. Their feasibility 

and the DPRK humanitarian needs at that moment will have to be taken into account. 

 

4) Please provide any detailed information about how the implementation of UN sanctions may 

have impacted your organization's humanitarian response. 

 

As stated above, the strict border closure imposed by DPRK has had more impact on the diffi-

culties to respond to COVID-19 than the UN sanctions. For example, the stock of [project items 

were] allowed to enter into the country after waiting for clearance from the DPRK authorities 

for [number of] years, meaning the humanitarian exemption from the 1718 Committee had to 

be extended several times. 

 

5) If your operations require humanitarian exemption approvals from the 1718 Committee, has 

the approval process met your needs? What could be further improved in the exemption 

process or the sanctions regime itself that would better meet your operational needs and 

objectives in addressing the humanitarian problems of DPRK?  

 

In some cases in the past, the approval process was lengthy and required a lot of information to 

be collected. However, there has been a significant improvement in the approval process for 

humanitarian exemptions in the course of the last years. We are satisfied with the procedures, 

and welcome the 1718 Committee's update of the IAN7 specifying the implementation of Res-

olution 2664 in the context of the DPRK. We welcome the joint call to work together to sustain-

ably resolve the banking channel. This matter has further increased in urgency, as cash-carry in 

the current situation is not a feasible option. 
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6) Recommendations of the Panel of Experts in its latest Midterm Report (see S/2022/668, para. 

188) include a suggestion that " relevant stakeholders practically consider the idea of 

exempting selected exports currently under sanctions, the proceeds of which might be used 

to finance humanitarian supplies". Do you have any ideas or suggestions how this measure 

can be implemented and what is your assessment of possible effects?  

 

[Org. 5] welcomes initiatives aimed at facilitating the provision of humanitarian aid, while at-

taching the utmost importance to the proper implementation of UN sanctions. At this stage, we 

do not have specific elements to share regarding the Panel of Experts' recommendation. 

 

7) Are there other issues, needs, or organizational viewpoints regarding the humanitarian 

impact of UN sanctions on your work in the DPRK that you want to share with the Panel? 

 

There is room for improvement in the implementation of sanctions as follows: 

 

• establishment of a humanitarian international banking channel, and we refer here 

to our letter of [Month] 2022 on that matter. We need a way to legally and 

transparently bring humanitarian funds into DPRK to be able to pay local expenses. 

Without being able to pay our debts, we put at risk our cooperation with local 

partners. 

 

• consideration of a "green list" of humanitarian goods for which multi-year 

exemptions could be granted (for example: water pipes, plastic sheeting for 

agriculture, personal protective equipment etc.). 
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Organization 6 

 

1) What is your assessment of the cumulative effect of UN sanctions on the humanitarian situation 

in the DPRK since 2018? What sources of data and information do you draw from as the basis for this 

assessment? 

 

The humanitarian crisis is a reality that the North Korean authorities refer to the current situa-

tion, such as international sanctions against North Korea, COVID-19, and natural disasters 

caused by the climate crisis, as “triple hardships.” However, at the fifth plenary session in De-

cember 2019, the North Korean authorities declared the “front-to-front breakthrough” and de-

cided to resolve the crisis by self-reliance, judging that the situation would be prolonged. These 

policies remain unchanged over three years (Source: Rodong Newspaper, a party newspaper). 

Recently (June 15), however, various media outlets in Korea quoted the BBC as saying that 

starving people appear in North Korea. 

 

In response, we checked with North Korean insiders and contacts to find the authenticity and 

obtained information that the broadcast could be true. However, insiders also said that although 

the situation of North Koreans is serious, they should overcome it on their own, not with external 

help. In other words, it is judged that they are not in a condition where they can request external 

assistance. 

 

We are concerned about whether the situation before and after 1995 is repeated. At that time, it 

was recognized that there would be a high humanitarian crisis in North Korea, but there was no 

way to help it out, so I recall the experience of nearly 300,000 starvation. I hope not to repeat 

the tragic history. To do so, humanitarian aid organizations must actively seek opportunities to 

talk with North Korea. 

 

The U.N. says humanitarian aid to North Korea is possible at any time and is ready to provide 

it if it wants, but we believe that the U.N. is not taking action acceptable to the North Korean 

authorities. 

 

2) How has the COVID-19 pandemic and the related closure of the borders of DPRK a affected the 

economic and humanitarian spheres, and in what way have they influenced the overall humanitarian 

situation in the DPRK? If possible, please include information or examples that support your assess-

ment. 

 

The North Korean authorities have closed their borders for over three years, preventing even 

their citizens from entering the country. Recently, the North Korea-China and North Korea-

Russia borders have been opened, allowing trains and vehicles to enter, but the North Korean 

authorities need most of the material transported. It is still impossible for ordinary North Kore-

ans to come forward and import the necessary supplies. The COVID-19 quarantine the North 

Korean authorities are taking is still strongly promoted. 
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However, we recently sent [item] from Dandong […] to Sinuiju, confirming that the natural 

neglect date for preventing supplies in the previous period considerably eased from 90 days (3 

months) to 14 days (2 weeks). And from the second half of this year, rumors have been con-

firmed that it is possible to accept not only supplies but also outsiders' visits to North Korea. 

 

Still, if the international atmosphere is unfavorable to the North Korean authorities, the human-

itarian crisis could be prolonged because it is improbable to open the border. We hope the inter-

national community will discuss measures to resolve this issue.  

 

3) What has been the scope of your organization's operations in the DPRK since its borders were 

closed in early 2020? Were you able to continue some humanitarian operations with local staff? What 

problems, if any, have you encountered in this time period? When, if at all, do you expect to be able to 

resume your operations in the DPRK? How do you see the prospects of re-opening of the borders? How 

are these prospects related to COVID Actors and what, other factors are at play? 

 

We have promoted humanitarian aid projects to North Korea since [Date in the 1990s], but con-

tact with North Korean business partners has been suspended since 2019. Moreover, with the 

inauguration of a new South Korean government in 2022, military tensions have increased, and 

as the current government has been confirmed to be pessimistic about inter-Korean exchange 

and cooperation, we have given up the North Korea project itself. In other words, neither South 

nor North Korean authorities accept NGO exchanges and cooperation. 

 

Therefore, we are waiting for the time when inter-Korean exchange and cooperation are possible 

with the minimum number of people. We will closely watch the situation in North Korea and 

collect related data to focus on education and research projects. 

 

The North Korean authorities are also seriously in a difficult economic situation, so the need to 

open the border is likely to increase over time. In addition, in May 2023, the WHO decided to 

lift the COVID-19 pandemic. As many countries are turning to the endemic, North Korea is also 

likely to come to the international community in the second half of 2023 to supply necessary 

supplies and secure funds through tourists. Unfortunately, however, the [Org. 6 national] gov-

ernment or NGOs will not be considered.  

 

4) Please provide any detailed information about how the implementation of UN sanctions may 

have impacted your organization's humanitarian response. 

 

UN sanctions against North Korea make it difficult to deliver supplies smoothly. We can't do 

business when it's impossible to make bank transfers to purchase supplies. The willingness to 

actively develop the project has been dampened as we have seen the difficulty of delivering 

humanitarian aid to North Korea during the three years of the COVID-19 pandemic. 
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As exchange and cooperation with North Korea and humanitarian aid, which are the basis for 

our organization's existence, have become impossible, we are stuck in a vicious cycle that has 

decreased the interest from sponsors and doubled the difficulties in raising funds. 

 

5) If your operations require humanitarian exemption approvals from the 1718 Committee, has the 

approval process met your needs? What could be full further improved in the exemption process or the 

sanctions regime itself that would better meet your operational needs and objectives in addressing the 

humanitarian problems of DPRK? 

 

It is true that the process has improved a lot, with the UN 1718 Committee's approval process 

for sanctions exemption being streamlined and the time it takes to make an approval decision 

being shortened. However, from the standpoint of NGOs, it still feels cumbersome and chal-

lenging to get approval. In particular, even if we do get approved, humanitarian aid itself is still 

impossible when North Korea, which accepts it, is not receptive. 

 

Unfortunately, the decision to accept outside humanitarian aid is in the hands of the North Ko-

rean authorities. Humanitarian aid is in a difficult place to take hold at a time when the interna-

tional community, which is unable to resolve the issue of UN sanctions, and the North Korean 

authorities, which reject UN sanctions, are in a tight tug-of-war. Also, North Korean authorities 

do not believe that humanitarian aid will fundamentally improve their economic situation; in-

stead, they think it only increases the dependence of its high-ranking officials and people on the 

outside world. 

 

However, if the internal situation of North Korea is dire enough to dampen the will of the North 

Korean authorities, as it was in 1995, they may ask for help. But it is the worst-case scenario, 

and we know from experience that the level of suffering among North Koreans was already 

excessive in 1995 and that many starvation deaths had already occurred. 

 

In addition, the climate crisis is causing more damage to poorer countries like North Korea, 

which the North Korean authorities recognize and are trying to solve it. The UN agencies needs 

to step up and promote projects that can fundamentally improve the situation in North Korea. 

Only then can the North Korean authorities move. 

 

The longer the connection with North Korea is completely cut off, as it is now, the more the way 

is blocked to grasp the situation on the ground accurately. This is likely to act as an obstacle to 

the peace of the international community along with the prolonged tension on the Korean Pen-

insula.  

 

6) Recommendations of the Panel of Experts in its latest Midterm Report (see S/2022/668. para. 

188) include a suggestion that “... relevant stakeholders practically consider the idea of exempting 

selected exports currently under sanctions, the proceeds of which might be used to finance humanitarian 

supplies”. Do you have any ideas or suggestions how this measure can be implemented and what is 

your assessment of possible effects? 
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Items already approved should be exempted from the same approval process, or clear humani-

tarian supplies such as food and healthcare should be exempted from the UN sanctions waiver 

approval process altogether. The UN 1718 Committee on North Korea should review and ac-

tively implement the system of preparing a list of goods and removing sanctions exemption. We 

believe that the evaluation of the effectiveness could be sufficiently conducted through compar-

ison of indicators across UN agencies before and after the implementation of the system.  

 

7) Are there other issues, needs, or organizational viewpoints regarding the humanitarian impact 

of UN sanctions on your work in the DPRK that you want to share with the Panel? 

 

[…] We hope that [North Koreans] will never starve to death again in another humanitarian 

crisis. We also hope that UN sanctions on North Korea due to its nuclear program will not drive 

North Koreans to death. 

 

In common sense, no one believes that North Korea, the world’s most impoverished country, 

can solve strong international sanctions against it, COVID-19, and the climate crisis on its own. 

North Koreans should not be sacrificed to break the will of the North Korean authorities. We do 

not think that humanitarian aid, in particular, should ignore this type of business. 
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Organization 7 

 

1) What is your assessment of the cumulative effect of UN sanctions on the humanitarian situation 

in the DPRK since 2018? What sources of data and information do you draw from as the basis for this 

assessment? 

 

There have been reports that the health of North Koreans is not as good as it used to be since 

the UN sanctions in 2018. In particular, we have heard from the North Korean Consulate in 

[Member State] and North Korean sources that the nutrition and health of people in rural areas 

are worse than in Pyongyang. 

 

2) How has the COVID-19 pandemic and the related closure of the borders of DPRK a affected the 

economic and humanitarian spheres, and in what way have they influenced the overall humanitarian 

situation in the DPRK? If possible, please include information or examples that support your assess-

ment. 

 

COVID-19 and border closures have significantly impacted North Korea's economy and hu-

manitarian sectors. Internally, North Koreans have been surviving on their folk remedies due to 

the lockdown and disruption of medicine supplies from abroad. Also, we’ve heard from North 

Korean defectors that North Koreans are struggling to buy medicine, even at the market.  

 

3) What has been the scope of your organization's operations in the DPRK since its borders were 

closed in early 2020? Were you able to continue some humanitarian operations with local staff? What 

problems, if any, have you encountered in this time period? When, if at all, do you expect to be able to 

resume your operations in the DPRK? How do you see the prospects of re-opening of the borders? How 

are these prospects related to COVID Actors and what, other factors are at play? 

 

Since the border was closed in 2020, we have virtually lost contact with North Korea. We re-

ceived a waiver from UN sanctions in 2021. Since then, we have consistently asked the North 

to meet in third countries […] conveying our opinion to the country on the resumption of [Org. 

7’s project]. However, we have been unable to do so due to COVID-19. Our occasional corre-

spondence through the North Korean Consulate in [Member State] has also been cut off. 

 

According to a North Korean source, we’ve heard that flights between North Korea and China 

will resume between July and August this year. Now we are all set to resume the [Org. 7’s] 

project. Suppose we receive a positive response from North Korea. In that case, we will imme-

diately proceed with the project to resume the construction of [Org. 7’s project]. As the WHO 

declared end to COVID-19 as a global health emergency on May 5, we hope North Korea will 

open its borders soon.  

 

4) Please provide any detailed information about how the implementation of UN sanctions may 

have impacted your organization's humanitarian response. 
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Since most of the items we wanted to resume the project with were under sanctions, it took over 

a year to get the waiver approved. With the borders closed due to COVID-19, we were unable 

to make any plans for the project as an organization due to the length of time it took to get the 

waiver approved. 

 

5) If your operations require humanitarian exemption approvals from the 1718 Committee, has the 

approval process met your needs? What could be full further improved in the exemption process or the 

sanctions regime itself that would better meet your operational needs and objectives in addressing the 

humanitarian problems of DPRK? 

 

We are always grateful to the 1718 Committee for providing Sanctions Exemption Guidelines 

and humanitarian assistance through the Implementation Assistance Notices. Thanks to them, 

we were able to be exempted from UN sanctions for a significant amount of goods to resume 

the construction of [Org. 7’s project]. 

 

However, getting approval for such a large-scale exemption was quite time-consuming and eco-

nomically draining.  Therefore, if the facts of the exemption applicant's project are verified, I 

think it would be better to exempt the project as a whole rather than approving individual items. 

 

Also, we were approved for sanctions exemption, but we have yet to make any progress due to 

COVID-19. The exemption approval was extended in [Month] 2022, and we need it to be ex-

tended again this year. Instead of continuously extending without making progress, we would 

like to request an automatic extension until the end of the project.  

 

6) Recommendations of the Panel of Experts in its latest Midterm Report (see S/2022/668. para. 

188) include a suggestion that “... relevant stakeholders practically consider the idea of exempting 

selected exports currently under sanctions, the proceeds of which might be used to finance humanitarian 

supplies”. Do you have any ideas or suggestions how this measure can be implemented and what is 

your assessment of possible effects? 

 

First, the whitelist will be created by selecting the most sanctioned items and prioritized items 

for each field of humanitarian aid. We believe that the evaluation of the effectiveness of the 

whitelist can be achieved through the monitoring of the organizations that have implemented 

the assistance and the subsequent submission of monitoring reports.  

 

7) Are there other issues, needs, or organizational viewpoints regarding the humanitarian impact 

of UN sanctions on your work in the DPRK that you want to share with the Panel? 

 

As per the answer to question 5, we need the sanctions exemption extended until the project is 

completed. Please review the automatic extension system for the goods already exempted from 

sanctions.  We are unsure when we will be able to send the goods to North Korea, and we believe 

continuous extensions are pointless. 
  



S/2023/656  

 

23-15418 401/440 

 

Organization 8 

 

1) What is your assessment of the cumulative effect of UN sanctions on the humanitarian situation 

in the DPRK since 2018? What sources of data and information do you draw from as the basis for this 

assessment? 

 

As outlined in the annexed letter there is a continuing and pressing need to provide emergency 

relief and development to the most vulnerable people in DPRK. The UN OCHA’s Needs and 

Priorities Report for 2023 estimates that 11.3 million people are in need of humanitarian assis-

tance. The World Food Program (WFP) estimates that 40 percent of the population (10.1 mil-

lion) are food insecure and according to the Global Hunger Index (GHI) 2022, DPRK scored 

24.9, a level of hunger that is serious. 

 

It is important to emphasise also that up-to-date data is not available at this time and that the 

situation is likely to be worse than estimates indicate. The biggest humanitarian challenges fac-

ing the country include chronic malnutrition; lack of access to basic health services; declining 

conditions in water and sanitation, and hygiene (WASH); malnutrition and high vulnerability to 

natural disasters 

 

The details in Question 1 in the annexed letter also outlines the unintended consequences of the 

sanctions. 

 

2) How has the COVID-19 pandemic and the related closure of the borders of DPRK affected the 

economic and humanitarian spheres, and in what way have they influenced the overall humanitarian 

situation in the DPRK? If possible, please include information or examples that support your assess-

ment. 

 

The annexed letter outlines the information we have regarding the economic and humanitarian 

situation in the country as a result of the COVID-19 measures. As you are aware the strict lock-

down measures implemented in the Democratic People's Republic of Korea (DPRK) as a re-

sponse to the COVID-19 pandemic have indeed posed significant challenges for humanitarian 

operations. The suspension of many humanitarian programs and the lack of international staff 

since early 2020 have impacted the delivery of essential services to vulnerable populations. The 

restrictions on supplies into the country, limited to China and Russia, have hampered the flow 

of goods; including food, medical supplies, and equipment. This has put a strain on the availa-

bility of food, access to healthcare, and water and sanitation services. It is still not possible to 

get verifiable data however there are continuing reports in the media about serious food security 

concerns. 

 

3) What has been the scope of your organization's operations in the DPRK since its borders were 

closed in early 2020? Were you able to continue some humanitarian operations with local staff? What 

problems, if any, have you encountered in this time period? When, if at all, do you expect to be able to 

resume your operations in the DPRK? How do you see the prospects of re-opening of the borders? How 

are these prospects related to COVID factors and what other factors are at play? 
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Again the annexed letter outlines [Org. 8’s] operations in the DPRK since early 2020. We are 

still working from the assumption that the borders may reopen sometime in quarter three 2023. 

Since our last correspondence there has been some positive reports that the flow of trade by rail 

and ship are getting back to normal and there is on-going negotiations to open the border by 

land transport. Moreover, quarantine period of items coming from outside the country at present 

is 3-6 weeks compared to previously 3 months. 

 

It was also confirmed that [a Member State’s] ambassador also crossed a bridge at the […] 

border city of Dandong into Sinuiju on the DPRK side by vehicle last March 2023. There have 

also been some informal reports that there may be some lifting of restrictions for diplomats, UN 

& International NGO staff in 2023. Nevertheless, until this information has been officially con-

veyed or validated, we remain in the current situation. 

 

Given the global crisis caused by COVID-19, the challenges faced in DPRK are particularly 

complex and require concerted efforts from all stakeholders involved. To effectively respond to 

the humanitarian needs in the country, it urgently require greater cooperation of all stakeholders 

and needed support to secure entry for international staff and facilitate their movement with 

fewer restrictions both inside and outside the country. 

 

We recognize that securing the necessary permissions and access for international staff has been 

challenging due to various factors, including diplomatic and logistical constraints. However, it 

is crucial that we continue to engage with DPRK authorities and various diplomatic missions to 

emphasize the negative consequences of restricted access on humanitarian assistance. Through 

these engagements, we can work towards negotiating a formal arrangement that facilitates the 

entry and movement of international staff, ensuring access to vulnerable communities and the 

uninterrupted delivery of critical humanitarian aid. 

 

4) Please provide any detailed information about how the implementation of UN sanctions may 

have impacted your organization's humanitarian response. 

 

Please refer to Question 1 in the annexed letter for further information on the unintended con-

sequences of UN sanctions. 

 

5) If your operations require humanitarian exemption approvals from the 1718 Committee, has the 

approval process met your needs? What could be further improved in the exemption process or the 

sanctions regime itself that would better meet your operational needs and objectives in addressing the 

humanitarian problems of DPRK? 

 

Please refer to Question 5 in the annexed letter. 

 

6) Recommendations of the Panel of Experts in its latest Midterm Report (see S/2022/668, 

para.188) include a suggestion that relevant stakeholders practically consider the idea of exempting 

selected exports currently under sanctions, the proceeds of which might be used to finance humanitarian 

supplies". Do you have any ideas or suggestions how this measure can be implemented and what is 

your assessment of possible effects? 
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Before we are able to provide a response to this suggestion it would be useful to get more clarity 

on this question specifically related to what are the 'selected exports' currently under sanctions 

that are being considered for exemptions to finance humanitarian supplies. In hindsight, alt-

hough the objective is to alleviate human suffering, the challenge in DPRK will be how it could 

be operational in a very restrictive and controlled environment. Unhindered access to the most 

vulnerable and unrestricted monitoring of humanitarian supplies delivered should be the most 

important priority while maintaining the highest standards of transparency, accountability, and 

impact. 

 

7) Are there other issues, needs, or organizational viewpoints regarding the humanitarian impact of UN 

sanctions on your work in the DPRK that you want to share with the Panel? 

 

Please refer to Question 7 in the annexed letter for recommendations regarding the UN sanc-

tions. 

 

 

Annex to [Org. 8]’s letter 

 

Based on the conditions of the UN Security Council’s resolutions 1718 (2006), 1874 (2009), 2087 

(2013), 2094 (2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375 (2017) and 2397 

(2017), [Org. 8]’s Country programme has streamlined its standard operating procedures (SOPs) to 

comply with the obligatory UNSC policies and process.  We actively pursued the derogation approval 

processes through the [Org. 8’s national] Government’s Department of Foreign Affairs and Trade 

(DFAT) as the competent member state authority responsible for the monitoring of the Sanctions.  The 

guidance and collaboration with DFAT on derogations from the UN Sanctions Committee 1718 has 

always proved to be an effective and collaborative support to [Org. 8] in adhering to the mandatory 

process and smooth submission.   

  

[Org. 8] successfully received three UNSC approvals; two in 2019 and one in 2020 from the 1718 

Committee for the derogation of all humanitarian supplies falling under the restricted Harmonised 

Standard (HS) Codes on a half yearly basis.  The cooperation and approval from the 1718 Committee 

and support from our Member Sate, the Department of Foreign Affairs (DFA) and the [Org. 8’s country] 

Aid team ensured timely humanitarian assistance in [North Korea] up to 2021.  Currently our biggest 

challenge is the strict lockdown of the country as a result of COVID-19 preventative measures.  As you 

may be aware, the majority of humanitarian programmes have been suspended with limited interna-

tional staff on the ground since early 2020.  Supplies into the country (restricted only to China & Russia) 

have been severely hampered, which has no doubt put a huge strain on food supply, the health system 

and water and sanitation services.  In addition, these restrictions have severely limited [Org. 8] and the 

International Community’s ability to assess and verify the level of humanitarian need on the ground.   
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1) What is your assessment of the effect of UN sanctions on the humanitarian situation in the 

DPRK? What sources of data and information do you draw from as the basis for this assessment?  

  

There is an immense need to provide emergency relief and development to the most vulnerable 

people in DPRK in a timely manner to save lives and uplift the lives of the people.    The UN 

OCHA's Needs and Priorities Report for 2022 estimates that 11 million people are in need of 

humanitarian assistance.  The World Food Program (WFP) estimates that 40 percent of the pop-

ulation is undernourished and according to the Global Hunger Index (GHI) 2022, DPRK scored 

24.9, a level of hunger that is serious.  It is important to emphasise also that up-to-date data is 

not available and that the situation is likely to be worse than estimates indicate. The biggest 

humanitarian challenges facing the country include chronic food insecurity; lack of access to 

basic health services; declining conditions in water and sanitation, and hygiene (WASH); mal-

nutrition and high vulnerability to natural disasters.    

  

The unintended consequences of the sanctions continue to have a major impact on the humani-

tarian operations coupled with the gradual decline in funding.  Other factors such as the disrup-

tion to the banking channel as the result of the sanctions; the delay in supply chains due to the 

border restrictions for the transportation of vital goods; inflation in the prices of humanitarian 

goods and a steady decline in donor funding due to restricted working environments have all 

complicated and delayed humanitarian responses.  The situation gets more challenging in the 

case of rapid-onset-emergencies, where the humanitarian response needs to be swift to respond 

in real-time to needs.  The capacity to secure supplies to deliver a timely humanitarian response 

is restricted and complicated by access issues and compliance issues relating to UNSC sanc-

tions.  While there is a mechanism of humanitarian exemptions of banned items for UN agencies 

and INGOs, the approval process of UNSC adds another layer to the huge logistical challenges 

of bringing the much needed relief assistance to the people in a timely manner.  As detailed 

under question six below, modifications to the sanction approval timelines would be welcomed 

to expedite the process of delivery of humanitarian supplies once the country opens up.    

  

2) How has the COVID-19 pandemic affected the economic and humanitarian spheres, and in what 

way have they influenced the overall humanitarian situation in the DPRK?  If possible, please include 

information or examples that support your assessment.  

  

The humanitarian situation in the DPRK is characterized by chronic food insecurity and lack of 

access to lifesaving essential basic services with profound impacts on the most vulnerable.  The 

situation has been exacerbated during the global pandemic.  DPRK, with its fragile health sys-

tem took a more protective stand to shield the country from the spread of the pandemic.  COVID-

19 related restrictions, especially the closure of the border, further hampered the already com-

plex and challenging humanitarian operations on the ground, with international staff unable to 

return to the country, and the entry of humanitarian supplies severely restricted.  The ongoing 

border closures and the resulting suspension of most humanitarian programmes, means that the 

humanitarian situation is likely to have worsened significantly in 2022, and will continue to 

deteriorate through 2023.   

  

The ongoing socio-economic and other challenges resulting from COVID-19 are likely to re-

verse the meagre development gains made in previous years and result in additional people re-

quiring humanitarian support and deeper vulnerabilities.  Natural disasters such as drought, 



S/2023/656  

 

23-15418 405/440 

 

floods and storms are recurring phenomena in the country, compounding vulnerabilities and 

food insecurity, and increasing the need for humanitarian assistance.  There have been some 

reports of food imports from China and Russia but these are unverified, and there is no infor-

mation on how the food items are being distributed across the country and if it reached those 

most in need.   

  

Due to COVID-19 restrictions, field monitoring has not been possible and no verifiable data on 

the humanitarian situation is available, therefore the data is tentative and subject to adjustment 

once is access is restored.   

  

3) What has been the scope of your organization’s operations in the DPRK since its borders were 

closed in early 2020? Were you able to continue some humanitarian operations with local staff? What 

problems, if any, have you encountered in this time period?  

  

DPRK has been under strict lockdown since early January 2020.  The [number] international 

[Org. 8] staff left the country at different stages following the closure of the border.  The Country 

Director along with all remaining international staff left in March 2021 by crossing the border 

by land to China.  Since then, [Org. 8] and other agencies have been waiting for the borders to 

re-open to resume full operations.  [Org. 8] was able to remotely deliver some ongoing activities 

(including COVID response activities with IFRC) in 2020 and 2021, however, it was not possi-

ble in 2022 with no international staff in-country throughout the year.  As a result, projects were 

either suspended or terminated impacting the delivery of food security & agriculture, WASH 

and [disaster risk reduction (DRR)] activities.   

  

Despite this context, [Org. 8] has still maintained its presence in DPRK with limited national 

staff supervised remotely by the Interim Country Director.  The difficulty in accessing cash in 

country to support the remaining national staff has been a huge challenge, not only for [Org. 8] 

but also to the UN and other INGOs.  [Org. 8] continues to accrue administration operational 

costs and once the country reopens, these costs will be considered.   

  

4) If you had to pause your operations in the DPRK due to the COVID-19 pandemic, when, if at 

all, do you expect to be able to resume your operations in the DPRK? Do you expect to return operations 

to their pre-COVID levels? Why or why not?  

  

It is anticipated that the country will re-open again in quarter three of 2023 and [Org. 8] is 

cautiously optimistic that international staff will be able to return.  There have been reports of a 

‘return plan’ being drafted by the UN Permanent Representative to DPRK, following meetings 

with the DPRK Ambassador in Bangkok.  The on-going DPRK response planning for 2023 is 

based on the assumption that the border will open at least in the third quarter of 2023.  Resuming 

operations to pre-COVID levels will take time.  There may be significant quarantine periods for 

international staff entering the country as well as long quarantine periods for imported goods.  

Therefore the priority first step upon re-entry will be to conduct detailed needs assessment to 

understand the needs on the ground and to scale up operations as quickly as possible.   
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5) Please provide any detailed information about how the implementation of UN sanctions may 

have impacted your organization’s COVID-19 response.  

  

In 2020 [Org. 8] joined with the UN and [another organization’s] team to respond to the COVID 

preparedness at the community level, under the “Global Humanitarian Response plan for 

COVID-19” in DPRK.  Between April and May 2020, [Org. 8]’s COVID-19 preparedness re-

sponse facilitated the distribution of PPE material/hygiene kits to 314 kindergartens, nurseries, 

schools and clinics, benefitting 12,394 children and community members.    

  

However, as the monitoring and access to the field by the international team has been restricted 

since January 2020, monitoring and verification of data was limited.  Due to the strict COVID 

restrictions, [Org. 8] faced delays in procuring humanitarian supplies which resulted in the 

UNSC derogation approval received in April 2020 expiring, as it was valid for up to six months.  

This meant that COVID response, WASH and other activities could not be continued.  

  

6) If your operations require humanitarian exemption approvals from the 1718 Committee, has the 

approval process met your needs? What could be further improved in the exemption process or the 

sanctions regime itself that would better meet your operational needs and objectives in addressing the 

humanitarian problems of DPRK?  

  

Looking at the post- COVID-19 scenario when the border re-open and the increasing complexity 

of the operational environment as a result, it would be extremely helpful to extend the validity 

of the approval process to allow for expected delays in procurement and other processes.    

  

Further, the consideration of a ‘blanket waiver’ for local procurement for humanitarian opera-

tions would be welcome to avoid the delays in meeting the priority needs for effective humani-

tarian assistance, once the border opens.   

  

7) Are there other issues, needs, or organizational viewpoints regarding the humanitarian impact 

of UN sanctions on your work in the DPRK that you want to share with the Panel?  

  

The list of sanctioned items from agricultural machinery to simple vegetable garden hand tools 

affect many aspects of everyday life and present serious challenges to social economic and de-

velopment in the country.  This impacts the most vulnerable people who live in remote villages 

and have very limited access for food, WASH, health supplies, and fuel for cooking and heating 

in winter.  A review of the UN sanctions mechanisms would be welcome to make it more stream-

lined with wider inclusion to cover humanitarian supplies to reach the most vulnerable in timely 

manner.  Apart from the supply of sanctioned items, many if not all the humanitarian agencies 

have been forced to suspend their operations due to the limitation of cash supply in the country.  

It would be very timely and progressive if a decision to pursue an operational banking channel 

was facilitated to ensure the continuity of the actions with cash flow possibilities for humanitar-

ian operations.   

  

Given the global crisis that COVID-19 has created and the unique consequences in DPRK, we 

must all work together to prevent further suffering and increasing vulnerability of communities.  

In order to do this, [Org. 8] must be able to plan and coordinate our operations effectively and 

efficiently.  We also require greater cooperation and support to secure entry for international 
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staff and ensure international staff can move with fewer restrictions inside and outside the coun-

try.  This will require continued bilateral engagement with relevant authorities and diplomatic 

missions to emphasise the negative consequence on the humanitarian assistance and negotiate 

for a formal arrangement in this regard.   

  

Thanking you again for the opportunity to engage in these critical discussions in relation to the 

impact of sanctions and the COVID-19 pandemic on DPRK.  We cannot underestimate the im-

portance of greater cooperation and coordination to ensure humanitarian programming can re-

sume and continue to deliver to the most vulnerable communities in DPRK. 
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Organization 9 

 

1) What is your assessment of the cumulative effect of UN sanctions on the humanitarian situation 

in the DPRK since 2018? What sources of data and information do you draw from as the basis for this 

assessment? 

 

We believe there is a “structural vulnerability” when it comes to North Koreans' access to cook-

ing and heating fuels. A vicious chain reaction of energy shortages continues. 

 

Economic hardship due to UN sanctions → Deforestation for cooking and heating fuels → For-

est degradation → Landslides due to heavy summer rains → Food shortages → Economic hard-

ship and energy shortages 

 

We’ve learned that the reality inside North Korea has been revealed through news reports of 

typhoons and torrential rains in the country and media interviews with North Korean defectors 

about their struggles to heat their homes and make meals in the winter. 

 

2) How has the COVID-19 pandemic and the related closure of the borders of DPRK a affected the 

economic and humanitarian spheres, and in what way have they influenced the overall humanitarian 

situation in the DPRK? If possible, please include information or examples that support your assess-

ment. 

 

In the early days of COVID-19, shortages of COVID-19 quarantine supplies, vaccines, etc. in 

North Korea were already known. However, North Korean defectors suggest that the situation 

of cooking and heating fuels has improved somewhat as UN sanctions have prevented North 

Korea from exporting coal, which is distributed internally.  

 

3) What has been the scope of your organization's operations in the DPRK since its borders were 

closed in early 2020? Were you able to continue some humanitarian operations with local staff? What 

problems, if any, have you encountered in this time period? When, if at all, do you expect to be able to 

resume your operations in the DPRK? How do you see the prospects of re-opening of the borders? How 

are these prospects related to COVID Actors and what, other factors are at play? 

 

It has been more difficult to get in touch with North Korea than before since the border closure 

in 2020. Our organization did not have local staff on the ground in North Korea before the border 

closure, and the closure limited our ability to get information about the humanitarian situation 

inside the country. North Korea is likely to partially open its borders with the recent easing of 

COVID-19, but it will take time as political factors such as inter-Korean and U.S.-North Korea 

relations, apart from the humanitarian situation, are strongly at play.  

 

4) Please provide any detailed information about how the implementation of UN sanctions may 

have impacted your organization's humanitarian response. 
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Implementing UN sanctions required an additional process, called UN sanctions exemption, in 

addition to the domestic legal process for humanitarian aid. To proceed with the project of 

providing coal briquette machines, we had to first obtain a UN sanctions waiver before we could 

begin the domestic import and export process and consultations with North Korea. It was an-

other gateway that we had to go through. 

 

5) If your operations require humanitarian exemption approvals from the 1718 Committee, has the 

approval process met your needs? What could be full further improved in the exemption process or the 

sanctions regime itself that would better meet your operational needs and objectives in addressing the 

humanitarian problems of DPRK? 

 

The process of obtaining the approval for sanctions exemption went smoothly. Still, if the 1718 

Committee reduced the time, it would benefit organizations to carry out their projects. 

 

It is also likely to improve meeting the needs and achieving the goals of the humanitarian sector 

if the approval letter includes recommendations for governments to implement their projects 

exempted from the sanctions imposed by the Committee.  

 

6) Recommendations of the Panel of Experts in its latest Midterm Report (see S/2022/668. para. 

188) include a suggestion that “... relevant stakeholders practically consider the idea of exempting 

selected exports currently under sanctions, the proceeds of which might be used to finance humanitarian 

supplies”. Do you have any ideas or suggestions how this measure can be implemented and what is 

your assessment of possible effects? 

 

We believe it would benefit us if the sanctions exemption continued to apply to the items ap-

proved for a sanctions waiver. In addition, the 1718 Committee should make a whitelist by or-

ganizing a list of items exempted from sanctions, including non-disclosure items.  

 

7) Are there other issues, needs, or organizational viewpoints regarding the humanitarian impact 

of UN sanctions on your work in the DPRK that you want to share with the Panel? 

 

We would love the opportunity to organize online or offline seminars on the implementation of 

UN sanctions exemptions to share information. 
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Organization 10 257 258 
 
With respect to the questions raised by the Panel, the provision of accurate analysis of recent develop-
ments of the impact of UN sanctions on the civilian population continues to be challenging due to the 
lack of transparent data and strict limitations imposed by the DPRK government on access inside the 
country. 
 
Throughout our submission, we have particularly focused on examining the responsibility of the DPRK 
government in perpetuating a widespread situation of humanitarian concern among the population, es-
pecially the most vulnerable. In particular, we have addressed government expenditure on its nuclear 
weapons and missile program at the expense of the citizens’ health, nutrition, and human security. The 
human security of North Koreans has remained precarious, especially since the spread of the COVID-
19 pandemic. This becomes increasingly problematic not only as the population remains at the edge of 
a widespread humanitarian crisis, but also because the state’s commitment to develop its nuclear and 
missile programs continues to pose a threat to international peace and security while violating multiple 
UN Security Council resolutions. 
  
[Org. 10] respectfully submits the following observations to the Panel based on our experience, exper-
tise, and current understanding of the topics addressed. Our response below addresses questions 1, 2 
and 3 from the list of questions provided by the Panel as these questions most directly pertain to our 
activities. 
 
1) What is your assessment of the cumulative effect of UN sanctions on the humanitarian 

situation in the DPRK since 2018? What sources of data and information do you draw from 

as the basis for this assessment? 
 

In our previous submissions to the Panel of Experts, we described the ongoing concerns relating 
to the humanitarian and human rights situations in the DPRK by highlighting and addressing 
the government’s responsibility in protracting the dire conditions that threaten the human secu-
rity of the North Korean citizens. Moreover, we addressed the DPRK government's continuation 
of sponsoring its nuclear development and missile programs despite the critical humanitarian 
situation that remains widespread in the country and the multiple UN Security Council resolu-
tions that sanction such activities.  

 
One year later, the conditions have not improved. 2022 has in fact characterized a turning point 
concerning the escalation of tensions in the East Asian and Pacific region. In December 2022, 
the Korean Workers’ Party (KWP) stressed the importance of advancing the mass production of 
tactical nuclear weapons for their potential employment against Japan and the Republic of Ko-
rea.259 Additionally, with the DPRK launching more than 90 missiles in one year, the Republic 
of Korea and Japan may consider the potential deployment of nuclear weapons within their own 
territories and/or the increase of military security spending in light of the escalating threats de-
riving from the DPRK missile launches.260 Moreover, despite the fact that it remains challenging 
to establish the exact ratio of the national budget assigned to nuclear weapons and artillery de-
velopment, it is believed that both the Supreme People’s Assembly and Kim Jong-un requested 
an additional increase of budgetary allocation devoted to military equipment, from 15.9 % in 

__________ 
257 Note: Sourcing and bolding are in Org. 10’s submission. 

258 Two experts are of the view that this organization did not answer the Panel's questions from a professional perspective. Its 

response is full of ideological bias and misinformation and should not be reflected in the report. 
259 Stockholm International Peace Research Institute, “World Nuclear Forces,” 2022, retrieved from https://www.sipri.org/sites/de-

fault/files/YB23%2007%20WNF.pdf.  
260 Kim Tong-hyung, “North Korea sustains high defense spending with new budget,” AP News, 2023, January 19, retrieved from: https://ap-

news.com/article/politics-united-states-government-kim-jong-un-north-korea-south-d834bdffda0c2277f180e2e749b5e764.  

https://www.sipri.org/sites/default/files/YB23%2007%20WNF.pdf
https://www.sipri.org/sites/default/files/YB23%2007%20WNF.pdf
https://apnews.com/article/politics-united-states-government-kim-jong-un-north-korea-south-d834bdffda0c2277f180e2e749b5e764
https://apnews.com/article/politics-united-states-government-kim-jong-un-north-korea-south-d834bdffda0c2277f180e2e749b5e764
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2022.261 For each missile launch, Bruce Bennet, analyst and researcher at the RAND Corpora-
tion, stated that costs range from $3 to $10 million USD. Ever since the 1970s, the DPRK is 
estimated to have allocated up to $1.6 billion for the development of its nuclear weapons.262 
Such expenditure would have sufficed to feed the North Korean population for 4 years 
straight.263 While the DPRK government continues to allocate funds to the country’s military 
apparatus, humanitarian actors and international organizations believe that the population is 
continuing to endure increasingly critical conditions relative to their human security.  

 
The most recent FAO-WFP report highlighted that a large segment of the population remains 
food insecure due to the extremely low levels of food access and consumption.264 Defined as a 
“strategic issue” other than merely a humanitarian one by Dr. Marcus Noland,265 humanitarian 
concerns and, mostly, food insecurity are deepening within the country as a consequence of the 
government’s policy-making which disregards its own citizens. Exclusive interviews from in-
side the country quoted by BBC News have recently revealed that food insecurity remains wide-
spread today and people are dying from starvation.266 Some have argued that the current situa-
tion might become catastrophic soon and might amount to the worst humanitarian crisis ever 
since the famine of the 1990s, also considering the worsening climate conditions and increased 
global food prices.267 The FAO currently estimates that the number of malnourished people in 
the country range from 40 to 60 %,268 as the number of undernourished people has increased 
since the 2000s up to more than 10 million people today.269 

 
  

__________ 
261 Christy Lee, “Price of North Korea's Missile Launches Measured in Food Relief,” VOA Asia, 2022, February 2, retrieved from 

https://www.voanews.com/a/price-of-north-korea-s-missile-launches-measured-in-food-relief-/6423243.html.  
262 Rok Suk-jo, “Starving N.Korea Squanders Billions on Developing Nukes,” The Chosunilbo, 2022, September 27, retrieved from https://eng-

lish.chosun.com/m/news/article.amp.html?contid=2022092701605.  
263 Greg Scarlatoiu, “Long Overdue Paradigm Shift: A Human Rights up Front Approach toward North Korea,” HRNK Insider, 2022, November 

2, retrieved from https://www.hrnkinsider.org/2022/11/long-overdue-paradigm-shift-human.html.  
264 WFP and FAO, “Hunger Hotspots. FAO‑WFP early warnings on acute food insecurity: October 2022 to January 2023 Outlook,” 2022, Rome. 
265 Marcus Noland, “North Korea as a complex humanitarian emergency: Assessing food insecurity,” 2022, Asia and the Global Economy, 2(3): 

100049. 
266 Jean Mackenzie, “North Korea: Residents tell BBC of neighbours starving to death,” BBC News, 2023, June 14, retrieved from 

https://www.bbc.com/news/world-asia-65881803.  
267 Paula Hancocks, “North Korea’s food shortage is about to take a deadly turn for the worse, experts say,” CNN, 2023, March 3, retrieved from 

https://edition.cnn.com/2023/03/03/asia/north-korea-hunger-famine-food-shortages-intl-hnk/index.html.  
268 FAO, IFAD, UNICEF, WFP and WHO, “FAO Hunger Map,” 2022, Rome retrieved from https://www.fao.org/fileadmin/tem-

plates/SOFI/2022/docs/map-pou-print.pdf.  
269 FAO, IFAD, UNICEF, WFP and WHO, “The State of Food Security and Nutrition in the World,” 2022, Rome, retrieved from 

https://www.fao.org/3/cc0639en/cc0639en.pdf.  

https://www.voanews.com/a/price-of-north-korea-s-missile-launches-measured-in-food-relief-/6423243.html
https://english.chosun.com/m/news/article.amp.html?contid=2022092701605
https://english.chosun.com/m/news/article.amp.html?contid=2022092701605
https://www.hrnkinsider.org/2022/11/long-overdue-paradigm-shift-human.html
https://www.bbc.com/news/world-asia-65881803
https://edition.cnn.com/2023/03/03/asia/north-korea-hunger-famine-food-shortages-intl-hnk/index.html
https://www.fao.org/fileadmin/templates/SOFI/2022/docs/map-pou-print.pdf
https://www.fao.org/fileadmin/templates/SOFI/2022/docs/map-pou-print.pdf
https://www.fao.org/3/cc0639en/cc0639en.pdf
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Since 2006, the UN Security Council has adopted multiple resolutions for sanctioning and ter-
minating the illicit activities of the DPRK government to ultimately safeguard the North Korean 
population and the international community as a whole. The fundamental aim of the sanctions 
encompasses limiting the regime sources of funding that allow it to pursue its illicit activities. 
According to our previous submissions and statements, the sanctions are not meant to degrade 
the human security or humanitarian situation of DPRK citizens. Rather, accountability 
for the lack of health, food, and human rights of the DPRK population is to be attributed 
to the country’s regime. The funds that remain available to the DPRK government continue to 
be invested in the development of nuclear warheads and missile launches, in turn having a sig-
nificant negative impact on its population.  

 
To illustrate this proposition, we can look at last year’s arms development expenditures versus 
food shortages. In 2022 alone, the DPRK is believed to have spent $589 million on nuclear 
weapons development, approximately one third of its GNI (35%), witnessing an increase of $21 
million from the previous year.270 As of 2023, the DPRK is expected to not be able to provide 
enough food to its population as it is facing a food deficit of about 800,000 tons of rice.271 As 
the average price of rice is currently estimated to be $0,70 cents per kilogram,272 the DPRK 
government could have used the funds spent on nuclear weapons in 2022 to buy the tons of rice 
that the population needs. Therefore, despite the potential financial burdens arising from the UN 
sanctions, the DPRK government could have sufficient funds to ensure a more stable food sup-
ply to its population. And yet the DPRK leadership has knowingly and willingly decided to 
allocate the available funds to its military and security apparatuses. It is therefore a question of 
will, not capacity, which continues to perpetuate human insecurity among the population.  

 
Although the UN sanctions may have unintended and indirect negative effects on the civil-
ian population, the DPRK government’s priority on the nuclear weapons program directly 
affects the human security, especially the food and health security of the civilian popula-
tion. While UN sanctions can “frequently delay and suspend the delivery of international hu-
manitarian aid”,273 the DPRK government has continued to refuse the humanitarian aid offered 
by international organizations and bilateral aid offered by other countries ever since the impo-
sition of the COVID-19 border closure.274 The DPRK’s allocation of funds to the nuclear weap-
ons program while also rejecting foreign aid and vaccines for over two years demonstrates how 
the DPRK’s priority on the nuclear weapons program affects the citizens of the DPRK. 

 
  

__________ 
270 International Campaign to Abolish Nuclear Weapons, “Wasted: 2022 Global Nuclear Weapons Spending,” 2023, June, retrieved from https://as-

sets.nationbuilder.com/ican/pages/3785/attachments/original/1686495965/ICAN_Spending_Report_2023_sm.pdf?1686495965.  
271 Sung Whui Moon and Do Hyung Han, "Food shortage spreads in North Korea, with some starving farmers unable to work," Radio Free Asia, 

2023, May 23, retrieved from https://www.rfa.org/english/news/korea/food-05232023121954.html.  
272 RimJin Gang “Latest Market Price Index Inside N.Korea,”, 2023, Asiapress, retrieved from https://www.asiapress.org/rimjin-gang/north-k-

korea-prices/.  
273 Council on Foreign Relations, “What to Know About Sanctions on North Korea,” 2022, July 27, retrieved from https://www.cfr.org/back-

grounder/north-korea-sanctions-un-nuclear-weapons.  
274 The Guardian, “‘Poisoned candy’: North Korean state media shuns food aid despite hunger crisis,” 2023, February 22, retrieved from 

https://www.theguardian.com/world/2023/feb/22/poisoned-candy-north-korean-state-media-shuns-food-aid-despite-hunger-cri-

sis#:~:text=3%20months%20old-,'Poisoned%20candy'%3A%20North%20Korean%20state%20media%20shuns,food%20aid%20 

despite%20hunger%20crisis&text=The%20major%20North%20Korean%20state,increase%20in%20deaths%20from%20starvation.  
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Moreover, UN sanctions against DPRK illicit activities have not been enforced unanimously 
and consistently. [Certain Member States] in particular have maintained a certain level of rela-
tionships, trade, and exchanges with the DPRK despite sanctions. This includes officially dis-
patching North Korean workers to [certain Member States], leading to further human rights 
violations at overseas worksites. The DPRK’s official dispatching of overseas workers provides 
the government with hard currency which fuels the elite and the country’s nuclear weapons and 
missile program rather than assisting its own population.275 Dispatching North Korean workers 
to the Middle East and other areas has become more difficult, due to applicable UNSC sanctions, 
and most of them are now sent to [certain Member States]. Their worksites are managed by 
agents of the DPRK. They work under conditions that constitute forced labor while the DPRK 
regime confiscates up to 90 percent of their salary, under different pretexts. Nevertheless, 
providing work authorizations and allowing North Koreans to work within the territories of UN 
Member States remains prohibited by the UN Security Council, following Resolution 2397 from 
2017.276 Despite sanctions having been implemented at the UN level to halt this exchange, North 
Korean workers appear to have remained in [certain Member States].277 The latest US State 
Department Trafficking in Persons Report estimated that between 20,000 to 100,000 North Ko-
reans are currently working in [a Member State].278 Latest developments have also included the 
consideration by the DPRK regime to send North Korean workers to [a Member State’s]-occu-
pied territories in support of the war in Ukraine,279 highlighting the continuation of the sanc-
tioned activity also after the spark of the pandemic.  

 
The DPRK continues to use cyberattacks to fund its nuclear program while bypassing sanctions. 
These cyberattacks and cryptocurrency thefts are used to steal millions or even billions of dollars 
for the regime while the citizens suffer from food insecurity and health issues.280 In May 2023, 
CNN reported that almost half of the regime’s nuclear program is funded through cyberattacks 
and cryptocurrency thefts.281 Latest data on this matter indicates that billions of dollars are gar-
nered through these illicit activities which is funding that could be directed to alleviate the coun-
try’s humanitarian crisis.282 It is evident that cyberattacks, cryptocurrency theft, and the exploi-
tation of illicit overseas workers are essential strategies for the DPRK to fund the nuclear weap-
ons program, despite the UN sanctions and the resulting human and labor rights violations of its 
citizens. 

  

__________ 
275  https://www.hrnk.org/uploads/pdfs/Overseas_Workers_0926.pdf. 
276 United Nations Security Council, “Resolution 2397 (2017),” 2017, S/RES/2397. 
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The DPRK regime continues to violate numerous UN sanctions in order to procure the funds 
needed to support its nuclear and missile development programs. Funds continue to be invested 
on the country’s military apparatus while the population continues to suffer increasing levels of 
food insecurity and what appears to be an evolving healthcare crisis. 

 
2) How has the COVID-19 pandemic and the related closure of the borders of DPRK affected 

the economic and humanitarian spheres, and in what way have they influenced the overall 

humanitarian situation in the DPRK? If possible, please include information or examples 

that support your assessment. 
 

The current conditions of the economic and humanitarian spheres in the DPRK are driven by 
political factors. The constant food insecurity and the limited access to basic healthcare and 
clean water in the country have left millions of people in need of humanitarian assistance. How-
ever, the limited and restricted access to information inside the country, along with the absence 
of official statistics, makes it challenging to correctly assess the needs of the economic and 
humanitarian spheres within the country.283 Nevertheless, the evidence collected has highlighted 
that both have particularly worsened since the COVID-19 pandemic and border closures im-
posed by the DPRK regime in January 2020. After two years of claiming no confirmed COVID-
19 cases, the DPRK government disclosed a nationwide outbreak in May 2022 and launched 
emergency epidemic prevention measures, including a strict national lockdown.284 We have pre-
viously expressed the concern that the inability to conduct independent assessments within the 
DPRK directly hinders other countries, institutions and aid organizations from not only estimat-
ing the current COVID-19 situation, but also from providing humanitarian assistance in an ef-
fective manner.285  

 
The DPRK government continues to deny any great negative impact caused by the COVID-19 
pandemic, announcing in August 2022 that it has successfully defeated the virus. The govern-
ment’s preferred narrative remains framing the outbreak as under control for two reasons. 
Firstly, to boost Kim’s legitimacy and enhance domestic control over the population, and sec-
ondly, to signal to the world that it is self-reliant under its Juche “self-reliance” ideology - able 
to handle its own affairs without outside assistance.286 This is only a smokescreen masking the 
true condition of the country. 

 
It is perplexing to see how the DPRK has been reluctant to reveal the facts regarding COVID-
19 - hiding the truth from its people to avoid any potential unrest, and from the outside world to 
avoid any speculation and investigation.287 Despite this, the recognition of the spread of 
COVID-19 has led the government to impose tighter travel controls, both internationally and 
domestically. Moreover, the overall situation has been defined by worsening food insecurity, 
decreasing food consumption and nutritional diversity levels among the most vulnerable.288  As 
mentioned in our previous correspondence, official statistics indicated a cumulative total of 4.7 
million cases in a country of 25 million, with only 74 deaths reported as of July 7, 2022. Around 
4.8 million cumulative fever cases (nearly 20% of the country’s total population) were reported  

  

__________ 
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in the DPRK as of August 2022.289 Yet on August 11, 2022, the DPRK claimed that it had suc-
ceeded in defeating the virus without vaccines. Kim Jong-un called it the “greatest miracle,” 
accomplished without a single vaccine being administered. Subsequently, on August 13, 2022, 
the DPRK government lifted the mask mandate and social distancing regulations.290 We have 
previously submitted that public health experts including WHO have noted that the healthcare 
system in the DPRK is not at all equipped to deal with such a massive outbreak. Moreover, 
experts have argued that it  remains difficult to provide a proper analysis of the most closed 
country where we do not have access to the necessary data, casting uncertainty on the govern-
ment’s narrative.291 In October 2022, Elizabeth Salmón, the special rapporteur on human rights 
in the DPRK, expressed her concerns about the people’s access to healthcare given the fragile 
state of the health system, plagued by unreliable electricity supply, lack of equipment, and lack 
of access to basic medicine, which has reportedly been further limited during the prolonged 
border shutdown brought about by the COVID-19 pandemic.292 Nevertheless, Kim Jong-un an-
nounced victory over the COVID-19 pandemic purportedly without a single vaccine being ad-
ministered, and after refusing to receive millions of vaccines from foreign countries in the past 
two years, implying their lack of “technical preparedness” and supply shortages.293 The situation 
seemingly changed when, last September, Kim Jong-un announced that the DPRK would begin 
distributing COVID-19 vaccines officially for the first time in fall 2022, having been wary of 
the virus spreading during the winter. The origin of the vaccines remains unclear and undis-
closed, but most of them are believed to be Chinese imports.294  

 
The COVID-19 restrictions have affected the already dire food insecurity and nutritional defi-
ciency levels in the country, especially among the most vulnerable, including the children and 
the elderly.295 Between 2020 and 2021, the population affected by food insecurity was estimated 
to be 45–60% of the total population and the prevalence of malnutrition among children under 
five years of age was estimated at 18%.296 The prices of staple foods, i.e. rice and corn, have 
increased in recent months, with more people not being able to access food. A series of satellite 
images indicates that the increased border security has almost entirely stopped unauthorized 
cross-border economic activity, which has contributed to severe shortages of food, medicine, 
and other necessities. The DPRK government has been taking advantage of the pandemic to 
tighten control and further oppress its citizens. The government continues to impose severe re-
strictions on basic freedoms to allegedly contain the spread of the virus. These restrictions in-
clude the shutdown of informal marketplaces commonly known as jangmadangs, as well as a 
crackdown on cross-border trade. Kim Yeong-soo, a professor of Political Science and Interna-
tional Studies at Sogang University, said, "North Korean residents obtained food through rations 
in the past, but since the Arduous March, they have been securing food from the marketplace.297 
Many marketplaces have been shut down due to the COVID-19 pandemic, severely affecting 
the food supply. “The North has been in serious economic difficulties since a total border lock-
down early in the coronavirus pandemic. Yoo Seong-ok, a former chief of the Institute for Na-
tional Security Strategy, said, “The North is launching provocations to create a warlike  
 

__________ 
289 [Org. 10], “Submission: UN Panel of Experts,” 2022. 
290 Ibid. 
291 Maria Cheng, “WHO Believes COVID is Getting Worse, Not Better in North Korea,” AP News, 2022, June 2, retrieved from https://ap-

news.com/article/covid-politics-health-epidemics-north-korea-ba092ba8f0dfd1e534fb420a0efddd91.  
292 OHCHR, “Report of the Special Rapporteur to the 77th session of the General Assembly,” 2022, October 13, A/77/522. 
293 James Fretwell, “State media silence fosters uncertainty around COVID vaccinations in North Korea,” NK Pro, 2022, November 16, retrieved 

from https://www.nknews.org/pro/state-media-silence-fosters-uncertainty-around-covid-vaccinations-in-north-korea/.  
294 Ibid. 
295 ACAPS, “DPRK: Humanitarian Needs in the Context of COVID-19.” 
296 ACAPS, “DPRK: Humanitarian Needs in the Context of COVID-19.” 
297 [Org. 10], “Submission: UN Panel of Experts,” 2022. 

https://apnews.com/article/covid-politics-health-epidemics-north-korea-ba092ba8f0dfd1e534fb420a0efddd91
https://apnews.com/article/covid-politics-health-epidemics-north-korea-ba092ba8f0dfd1e534fb420a0efddd91
https://www.nknews.org/pro/state-media-silence-fosters-uncertainty-around-covid-vaccinations-in-north-korea/


 S/2023/656 

 

416/440 23-15418 

 

atmosphere and quell domestic discontent with economic difficulties”.298 As such, the strict con-
tainment measures issued by the DPRK are expected to have long-term consequences on the 
economy as trade, imports/exports, aid, and livelihood opportunities have been disrupted.299 
Furthermore, the reduced cases of DPRK citizens who seek asylum abroad are also attributed to 
the strengthening of border control. The DPRK government has used purported COVID-19 
measures to further repress the citizens of the DPRK, which violates freedom of movement and 
other fundamental human rights.300  

 
Constraints on humanitarian access have persisted in the DPRK. As mentioned in previous cor-
respondence, international aid organizations and countries including the United States and the 
Republic of Korea have attempted to make multiple aid shipments to the DPRK to alleviate the 
COVID-19 situation in the country, but they have been consistently refused by the DPRK’s 
government.301 As previously submitted, UNICEF has been one of the few aid organizations 
that has been able to ship supplies to the DPRK after it shut its borders in early 2020 (after being 
granted a second exemption from  UN sanctions against the DPRK). However, once a shipment 
crosses the border, it will likely be held at a storage facility for several months and no infor-
mation relative to its distribution will be provided to the sender. Considering the organization’s 
most recent aid shipment took more than a year to reach the country, it is unclear when the latest 
health and nutrition supplies may reach the DPRK’s most vulnerable groups.302 It is noteworthy 
that the DPRK has been implementing the songbun system, a socio-political classification sys-
tem that favors groups who are viewed as loyal to the DPRK regime, its top leadership in par-
ticular as well as the Korean Workers’ Party (KWP). This system inevitably discriminates 
against certain groups and limits their access to resources in the country, also including basic 
services and necessities, and especially humanitarian aid. As mentioned in our previous corre-
spondence, the Republic of Korea approved two recent deliveries of humanitarian aid to the 
DPRK in October 2022, according to the ROK Ministry of Unification, which was the fourth 
aid delivery that had been approved under the Yoon administration and subsequently rejected. 
It seems that regardless of the sender, the DPRK appears unlikely to accept aid as it still exerts 
strict COVID-19 border controls resulting in very few humanitarian shipments reaching the 
DPRK over the last three years.303 

 
The right to freedom of movement remains strictly controlled in the DPRK. Traveling abroad 
or moving within the country without government authorization is rendered illegal. The an-
nouncement of the COVID-19 pandemic resulted in stronger COVID-19 containment measures, 
with the implementation of a strict national lockdown, tighter border control (including total 
closure), and a further restriction of the freedom of movement. This resulted in heightened 
movement restrictions for the population and led to a negative impact on both trade and the 
remaining humanitarian responses.304 Tómas Ojea Quintana, the previous Special Rapporteur 
on the situation of human rights in the DPRK, claimed that “prolonged border closures and 
restrictions on movement in-country have decimated the market activity that has become essen-
tial for the general population to access basic necessities.305 Since April 2021, there have been 
no foreign aid workers left in the country. International aid organizations have  
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been relying on local staff to distribute aid throughout the country, resulting in the increased 
control of the government over the distribution of humanitarian aid and subsequently increasing 
the likelihood of maldistribution (as this is subject to the songbun system). In her first report to 
the UN General Assembly in October 2022, Elizabeth Salmón, the UN Special Rapporteur on 
the situation of human rights in the DPRK, noted that “the DPRK’s self-imposed COVID-19 
restrictions led to the departure of all international humanitarian staff from the country.306 

 
COVID-19 and the subsequent tighter border controls have placed a lot of strain on an already 
failing DPRK economy. Despite this, Kim Jong-un’s choice is still to prioritize his nuclear and 
missile programs, not food or other necessities of the population. The DPRK remains consistent 
with its strategy of advancing its nuclear and missile capabilities to gain recognition for its status 
as a nuclear power and to increase its bargaining power with the United States. However, this is 
a strategy that does not allow any sustainability for future generations. We have previously in-
dicated that sources within the DPRK escapee community who are in contact with sources inside 
the country have informed [Org. 10] that, in absolute terms, the level of human insecurity may 
be comparable to the mid to late-1990s, the days of the “Arduous March,” the great famine that 
devastated the DPRK. It is unfortunate that the DPRK continues to deliberately choose to pri-
oritize the regime’s perceived “security” at the expense of the population’s health and well-
being. In our previous correspondence, it was highlighted that if there were a shift in the DPRK’s 
budget allocation from military spending to COVID-19 relief, the humanitarian impact of 
COVID-19 on the DPRK could be limited. “The money North Korea spent launching missiles 
this year could have been used to procure 20 million to 32.5 million coronavirus vaccine doses, 
according to KIDA.307 That would be enough to give each North Korean citizen one round of 
vaccination, the institute said.” This is the value that the DPRK places on its nuclear and missile 
program versus that of the lives of its people.308 

 
At this point, the DPRK is likely facing a prolonged humanitarian crisis caused by worsening 
food shortages resulting from long-term border closures, adverse weather, and a failing econ-
omy. It has been reported that in March 2023 the country requested assistance from the WFP, 
which could not be provided due to disagreements around access into the country. According to 
statistics, before the COVID-19 pandemic, approximately 42% of the population was malnour-
ished, and an estimated 40% of the population was unable to access food or other supplies. In 
2022, the number of people affected by food insecurity was estimated to increase to 60% of the 
population.309 In the economic sphere, trade with [a Member State] decreased by up to 90% in 
2021 compared to 2019. The current humanitarian and economic situation in the DPRK is ex-
ceptionally dire. This is due to the lack of imports, including agricultural inputs, and the decline 
in food production which has led to significant price increases and food shortages. Furthermore, 
continued access restrictions make assessment data difficult to obtain, allowing Kim Jong-un's 
narrative to mislead the population. Nevertheless, the DPRK government continues to build its 
nuclear and missile programs and allocate its funding elsewhere. In 2023, there is no marked 
improvement in the humanitarian, human security, or human rights situation in the DPRK.  

 
While the COVID-19 pandemic has a clear humanitarian and economic impact on the DPRK, 
the government continues to prioritize its military power over reducing the impact of the pan-
demic on its population. The DPRK’s rejection of foreign aid while allocating funds to the nu-
clear weapons and missile programs demonstrates how the DPRK’s prioritization of such pro-
grams worsens any possible unintended negative effects of the UN sanctions on its citizens, 

__________ 
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resulting in an exacerbated humanitarian and economic crisis affecting the North Korean popu-
lation. 

 
3) What has been the scope of your organization’s operations in the DPRK since its borders 

were closed in early 2020? Were you able to continue some humanitarian operations with 

local staff? What problems, if any, have you encountered in this time period? When, if at all, 

do you expect to be able to resume your operations in the DPRK? How do you see the 

prospects of re-opening of the borders? How are these prospects related to COVID factors 

and what other factors are at play? 
 

 [….] The COVID-19 border closure implemented by the DPRK has not directly affected our 
operations and research projects, as we do not operate and engage with local actors within the 
country’s borders. Nevertheless, considering the strict measures imposed in early 2020, includ-
ing the shoot-to-kill orders at the country’s borders,310 the number of North Koreans who es-
caped the country has notably decreased during the last three years, reaching a record low of 
fewer than 100 escapees entering the Republic of Korea in 2021 and 2022.311 As a consequence, 
the number of recently escaped North Koreans that we have been able to interview has de-
creased. As we rely on interviews and testimonies of escapees for the collection of data on hu-
man rights violations, it has been challenging to obtain direct information about the conditions 
experienced by the population, both related to the humanitarian emergency as well as the re-
pression and human rights abuses perpetrated by the government. 

 
Additionally, despite the sporadic release of unofficial news announcing the total re-opening of 
the DPRK-China border for tourism and trade, as of now it remains unlikely that such activities 
will fully resume soon and that the DPRK will officially open its entire northern border. Never-
theless, small-scale exchanges of both authorized and illicit goods, such as hair products, rice 
and seafood, have been detected at the beginning of this year at border cities in China and the 
DPRK.312 Moreover, considering the crumbling DPRK economy, which deteriorated after the 
closure of the borders and interruption of all economic exchanges as well as inflows of hard 
currency, it appears that the country has not entirely interrupted its cross-border trade with China 
and Russia.313 Over the course of the pandemic, despite enforcing the strictest COVID-19 border 
closure in the world, the DPRK has continued to engage in illicit trade for sponsoring its nuclear 
weapons program, neglecting the needs of its population and breaching UN-imposed sanctions.  

 
In conclusion, the COVID-19 border closure has been an additional challenge to international 
organizations aiming to gather information on the humanitarian and human rights situations 
within the country and for assisting the people of the DPRK. Nevertheless, the DPRK regime 
has not altered its sanctioned and illegal activities, continuing to develop its nuclear weapons 
program and never ceasing to represent a threat to regional and international peace and security. 

 
In closing, [Org. 10] wishes to emphasize the egregious human rights situation in the DPRK. 
[Org. 10] continues to support human rights initiatives in the DPRK and abroad. [Org. 10] would 
like to highlight a “Human Rights up Front” approach towards the dire humanitarian situation 
in the DPRK, also ming to successfully denuclearize the country, which includes international  
 

__________ 
310 France 24. “North Korea issues shoot-to-kill orders to prevent virus: US,” September 9, 2020, retrieved from: 

https://www.france24.com/en/20200911-north-korea-issues-shoot-to-kill-orders-to-prevent-virus-us.  
311 Ministry of Unification, “Settlement Support for North Korean Defectors,” n.d., retrieved from: 

https://www.unikorea.go.kr/eng_unikorea/whatwedo/support/.  
312  https://asia.nikkei.com/Spotlight/N-Korea-at-crossroads/From-wigs-to-seafood-North-Korea-scrambles-for-China-trade. 
313 Sangsoo Lee. “North Korea Likely to Lift Pandemic Border Restrictions in 2023,” January 6, 2023, The Diplomat, retrieved from:  https://the-

diplomat.com/2023/01/north-korea-likely-to-lift-pandemic-border-restrictions-in-2023/.  

https://www.france24.com/en/20200911-north-korea-issues-shoot-to-kill-orders-to-prevent-virus-us
https://www.unikorea.go.kr/eng_unikorea/whatwedo/support/
https://asia.nikkei.com/Spotlight/N-Korea-at-crossroads/From-wigs-to-seafood-North-Korea-scrambles-for-China-trade
https://thediplomat.com/2023/01/north-korea-likely-to-lift-pandemic-border-restrictions-in-2023/
https://thediplomat.com/2023/01/north-korea-likely-to-lift-pandemic-border-restrictions-in-2023/
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access to DPRK detention facilities, increased transparency, and in-country access for human 
rights organizations as well as humanitarian assistance for the most vulnerable groups in the 
DPRK. [Org. 10] respectfully recommends that the Panel ask organizations requesting sanctions 
exemptions for specific information on the intended locations of the disbursement of humani-
tarian aid as well as its beneficiaries. This will facilitate better monitoring of humanitarian aid 
and allow to determine more accurately whether the aid prioritizes the most vulnerable DPRK 
citizens. 
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Organization 11 

 

1) What is your assessment of the cumulative effect of UN sanctions on the humanitarian situation 

in the DPRK since 2018? What sources of data and information do you draw from as the basis for this 

assessment? 

 
The DPR Korea has suffered a severe set-back, impacting the humanitarian situation due to UN and 

bilateral sanctions and to the complete closure of borders since February 2020. This has further weakened 

[Org. 11]’s efforts to supply critical equipment and human resources development initiatives.  

 

The sanctions and closure of borders also have challenged and, in some cases, stopped the work of [Org. 

11] and other … humanitarian organizations. The dysfunctionality of international banking channels has 

further led to acute liquidity crunch and severely constrained the critical in-country activities. Concom-

itantly, with limited in-country funds, [Org. 11]’s focus remained in supporting and responding to hu-

manitarian crisis and emergencies, such as those caused by the COVID-19 pandemic, floods and ty-

phoons, etc. Resultantly, there is dearth of resources needed to develop strategies enabling prevention 

and mitigation of shocks and emergencies, as demonstrated by the COVID-19 pandemic. 

 

For instance, procurement got delayed due to the closure of borders and ultimately some items could not 

be procured.  

 

These challenges further cascaded when some supplies and equipment got stranded at the [Member 

State’s] borders and not allowed to enter the country, thus incurring huge storage/demurrage/cold chain 

charges.  

 

2) How has the COVID-19 pandemic and the related closure of the borders of DPRK affected the 

economic and humanitarian spheres, and in what way have they influenced the overall humanitarian 

situation in the DPRK? If possible, please include information or examples that support your assess-

ment. 

 

[See also response under 1) above] 

 
In January 2020 the Government of DPRK closed its international borders (air, sea, and land) in an 

attempt to prevent the entry of the novel coronavirus into the country when WHO declared the COVID-

19 outbreak to be a pandemic. As of date, the borders continue to remain closed although the limited 

supply of essential commodities are being allowed on a case-by-case basis. 

 

The strict restrictions on cross-border movement has a profound negative impact on the flow of supplies, 

which the DPRK population heavily relied on to supplement the government initiatives to meet needs of 

its vulnerable population.  
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To reiterate, several shipments of essential and critical equipment that [Org. 11] procured, most of which 

were approved by the UN Sanctions Committee were held up at different locations incurring large ex-

penses on storage charges and customs demurrage. Several shipments expired while being held up, cost-

ing more money to dispose such shipments. Some shipments had to be re-routed to other countries, 

causing additional financial burden. 

 

3) What has been the scope of your organization’s operations in the DPRK since its borders were 

closed in early 2020? Were you able to continue some humanitarian operations with local staff? What 

problems, if any, have you encountered in this time period?  When, if at all, do you expect to be able to 

resume your operations in the DPRK? How do you see the prospects of re-opening of the borders? How 

are these prospects related to COVID factors and what other factors are at play? 

 
In the absence of any international staff allowed in the country for about three years, the operations were 

remotely managed. The implementation of technical activities however, got severely impacted.  

There were certain difficulties encountered as during the year 2021 and early 2022 the borders and ports 

were closed due to pandemic which impacted in delivering supplies to the country.  Also due to the 

sanctions imposed on certain items, the procurements are delayed. 

The preparation of the required documentation for the UN Sanctions Committee is lengthy and requires 

several levels of consultations.  

As of now, there is no concrete information from the Government on the border reopening. However, 

with WHO’s declaration of COVID-19 no longer a public health emergency of international concern, it 

is anticipated that the Government may consider opening its borders in the near future.  

 

4) Please provide any detailed information about how the implementation of UN sanctions may 

have impacted your organization’s humanitarian response. 

 
With the decision of the Government to limit the presence of international staff, the capacity of the [Org. 

11] Country Office was markedly reduced. Limited capacity due to suboptimal staff presence led to 

challenges in providing emergency support to the country. This got further aggravated when all interna-

tional staff had to leave the country. 

 

5) If your operations require humanitarian exemption approvals from the 1718 Committee, has the 

approval process met your needs? What could be further improved in the exemption process or the 

sanctions regime itself that would better meet your operational needs and objectives in addressing the 

humanitarian problems of DPRK? 

 
[Org. 11] has been able to obtain humanitarian exemption approvals from the 1718 committee in the past 

as required, generally on a fast-track process, whenever required.  [Org. 11] also appreciate the fact that 

the exemptions may now be provided for a period longer than 6 months (i.e., up to 18 months) for in-

stance when the applicant provides a well-founded justification such as transportation delays. This de-

velopment is very helpful and welcome. Thanks to the quick approval process used during the pandemic, 

[Org. 11] requests to procure emergency supplies were approved within 4 days, which is a positive ex-

ample of the UN Sanctions Committees flexibility and understanding of the severity of the situation. 

 



 S/2023/656 

 

422/440 23-15418 

 

6) Recommendations of the Panel of Experts in its latest Midterm Report (see S/2022/668, para. 

188) include a suggestion that “… relevant stakeholders practically consider the idea of exempting 

selected exports currently under sanctions, the proceeds of which might be used to finance humanitarian 

supplies”. Do you have any ideas or suggestions how this measure can be implemented and what is 

your assessment of possible effects? 

 
The Panel’s recommendation is a welcome move if considered. It would be good to know the selected 

exports under sanctions that will be considered for exemption. without which it will be difficult to com-

ment or suggest how the proceeds for financing humanitarian supplies will be utilized. 

 

7) Are there other issues, needs, or organizational viewpoints regarding the humanitarian impact 

of UN sanctions on your work in the DPRK that you want to share with the Panel? 

 
One of the major challenges in [Org. 11]’s work in DPRK has been the absence of a viable banking 

channel to transfer much needed funds for in-country operations and programmatic implementation. This 

has a significant negative impact on [Org. 11] activities, and a quick and efficient solution is required to 

be found. This also negatively impact international staff to meet their daily subsistence expenses like 

accommodation, food, and other personal expenses. 
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Annex 80: Excerpts of BBC News interviews conducted in 2023 with North Korean citizens in the 
DPRK 
 
Individual 1 (“Myong Suk” – a border town) 
 
“I wake up at 5 am and make breakfast for my family. Then I go and prepare my business at the market, where I sell medicine. Before 
COVID, life was stable. I didn’t smuggle every day, but my business made quite a profit. But since COVID, my earnings have halved. 
It’s become much harder to smuggle things over the border, and the crackdowns have become stricter. I tried to smuggle, but I got 
caught. I had to bribe an official with money I didn’t have, and barely got away with it. After that, I was monitored, and I couldn’t do 
anything. Most of the products in the market came from China, but its empty now. You could always find grain, but not these days. The 
scarcest thing is medicine. Even if you can find it, it’s too expensive.”  
 
“Our food situation has never been this bad,” Myong Suk tells us. 
 
She is the main earner in the family. Before the border closure, Myong Suk would arrange for much-needed drugs, including antibiot-
ics, to be smuggled across from China, which she would sell at her local market. She needed to bribe the border guards, which ate up 
more than half of her profits, but she accepted this as part of the game. It allowed her to live a comfortable life in her town in the north of 
the country, along the vast border with China.  
 
The responsibility to provide for her family has always caused her some stress, but now it consumes her. It has become nearly impossi-
ble to get hold of products to sell.  
 
Once, in desperation, she tried to smuggle the medicine herself, but was caught, and now she is monitored constantly. She has tried sell-
ing North Korean medicine instead, but even that is hard to find these days, meaning her earnings have halved.   
 
Now when her husband and children wake, she prepares them a breakfast of corn. Gone are the days they could eat plain rice. Her hun-
gry neighbours have started knocking at the door asking for food, but she has to turn them away.   
 
“We are living on the front line of life,” she says. 
 
The pandemic, she believes, has merely provided the authorities with the excuse to re-exert its diminished control over people’s lives. 
“Really they want to crack down on the smuggling and stop people escaping,” she says. “Now, if you even just approach the river to 
China, you’ll be given a harsh punishment.” 
 
 
Individual 2 (“Chan Ho” – a border town) 
 
“I work on construction projects. Often, we have to work late into the night, and I sleep at the site. I wouldn’t be able to survive if my 
wife didn’t work at the market. When they closed the border, everything became scarce. The price of grain, sugar and seasoning has 
shot up. Food supplies are so low, people have started dying.” 
 
“I want people to know that I am regretting being born in this country,” says Chan Ho, a construction worker.  
 
He helps his wife set up for the market, before heading to the construction site. He carries her products and loads them on to her stall, 
aware that her business is the only reason he is still alive. The 4,000 won he makes a day is no longer enough to buy one kilo of rice, 
and it has been so long since his family received government food rations, he has forgotten about them.  
 
The markets, where most North Koreans buy their food, are now almost empty, he says, and the price of rice, corn and seasonings has 
soared.  
 
At first Chan Ho was afraid he might die from Covid, but as time went on, he began to worry about starving to death, especially as he 
watched those around him die.  
 
The first family in his village to succumb to starvation was a mother and her children. She had become too sick to work. Her children 
kept her alive for as long as they could by begging for food, but in the end all three died. Next came a mother who was sentenced to 
hard labour for violating quarantine rules. She and her son starved to death.  
 
More recently, one of his acquaintance's sons was released from the military because he was malnourished. Chan Ho remembers his 
face suddenly bloating. Within a week he had died.  
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“I can’t sleep when I think about my children, having to live forever in this hopeless hell,” he says. 
 
This is the hardest period he has ever lived through. The famine was difficult, he says, but there were not these harsh crackdowns and 
punishments. “If people wanted to escape, the state couldn’t do much,” he says.  “Now, one wrong step and you’re facing execution.”  
 
His friend’s son recently witnessed several executions carried out by the state. In each instance three to four people were killed. Their 
crime was trying to escape.   
 
“If I live by the rules, I’ll probably starve to death, but just by trying to survive, I fear I could be arrested, branded a traitor, and killed,” 
Chan Ho tells us. “We are stuck here, waiting to die.” 
 
 
Individual 3 (“Ji Yeon” –  Pyongyang) 
 
“I know one family that starved to death at home.  No-one came in or out for three days. Water was brought around, and we knocked 
on their door telling them to get some. But nobody answered. There are lots of beggars now. if they’re lying down, we check them and 
usually find they’re dead. There are others who kill themselves at home or disappear into the mountains. I never used to hear of this 
happening.” 
 
Ji Yeon has two children and her husband to support with the pennies she makes working in a food shop.  
 
She used to sneak fruit and vegetables out of the shop to sell at the market, alongside cigarettes her husband received in bribes from his 
co-workers. She would buy rice with the money. Now her bags are thoroughly searched when she leaves, and her husband’s bribes 
have stopped coming. No-one can afford to give anything away.  
 
“They’ve made it impossible to have a side-hustle,” she frets.   
 
Ji Yeon now goes about her day pretending she has eaten three meals, when in truth she has eaten one. Hunger she can endure. It is 
better than having people know she is poor.  
 
She is haunted by the week she was forced to eat puljuk – a mash of vegetables, plants and grass, ground into a porridge-like paste.  
 
“We survive by thinking 10 days ahead, then another 10, thinking that if my husband and I starve, at least we will feed our kids,” Ji 
Yeon says. Recently she went two days without food.  
 
 “I thought I was going to die in my sleep and not wake up in the morning,” she says.  
 
Despite her own hardship, Ji Yeon looks out for those worse off. There are more beggars now, and she stops to check on the ones lying 
down, but usually finds they are dead. One day she knocked on her neighbour’s door to give them water, but there was no answer. 
When the authorities went inside three days later, they discovered the whole family had starved to death.  
 
“It’s a disaster,” she says. “With no supplies coming from the border, people do not know how to make a living.” Recently she has 
heard of people killing themselves at home, while others disappear into the mountains to die. She deplores the ruthless mentality that 
has blanketed the city.   
 
“Even if people die next door, you only think about yourself. It’s heartless.” 
 
 
Source: BBC News, lightly edited by the Panel, https://www.bbc.co.uk/news/extra/bskbb4rmae/inside-north-korea 

  

https://www.bbc.co.uk/news/extra/bskbb4rmae/inside-north-korea
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Annex 81: Russian Ambassador Alexander Matsegora’s interview with NK News 

 



 S/2023/656 

 

426/440 23-15418 

 

  



S/2023/656  

 

23-15418 427/440 

 

 

Source: https://www.nknews.org/2023/06/russian-ambassador-rejects-reports-of-famine-in-north-korea-

corpses-on-streets/  

https://www.nknews.org/2023/06/russian-ambassador-rejects-reports-of-famine-in-north-korea-corpses-on-streets/
https://www.nknews.org/2023/06/russian-ambassador-rejects-reports-of-famine-in-north-korea-corpses-on-streets/
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Annex 82: Excerpts from previous Panel reports on humanitarian factors 

 

S/2019/171, paragraph 176 

 

S/2019/691, paragraph 83 
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S/2020/151, paragraph 209 
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S/2020/840, paragraphs 156-158 and 160 

     … 
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S/2021/211, paragraphs 168-171 
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S/2021/777, paragraphs 174-178 
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S/2022/132, paragraphs. 187-190 
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S/2022/668, paragraphs. 163-166 
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S/2023/171, paragraphs 179-180 
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Annex 83: Consolidated list of recommendations  

 

Trade Statistics and Customs Issues  

 

1. The Panel emphasizes its previous recommendations that: 

(a) Appropriate measures be taken by the International Organization for Standardization and Member States, in-

cluding outreach activities to respective customs authorities, to prevent erroneous usage of country codes;  

(b) Member States streamline their export and import control lists, using as supporting material the informal list of 

prohibited commodities (see annex 50); 

(c) Customs authorities of Member States use the above-mentioned list to inform trading agents in their jurisdictions 

for due diligence purposes, in particular when dealing with such commodities in the vicinity of sanctioned juris-

dictions such as the Democratic People’s Republic of Korea;  

(d) With regard to Member States requiring assistance with the implementation of the sectoral ban, the Committee 

consider information outreach.    

 

Luxury Goods Ban 

 

2. The Panel reiterates its recommendation that Member States consider updating their export control lists to reflect 

their lists of prohibited luxury goods in a manner consistent with the objectives of Security Council resolutions 1718 

(2006), 1874 (2009), 2094 (2013), 2270 (2016) and 2321 (2016), avoiding unnecessary broadening of their scope in 

order not to restrict the supply of unprohibited goods to the civilian population or have a negative humanitarian 

impact.  

 

3. The Panel recommends that Member States encourage their business entities and nationals involved in exporting 

luxury goods to include a contractual provision to prohibit forwarding to the Democratic People’s Republic of Korea.  

 

Overseas Workers 

 

4. The Panel reminds Member States that there is no humanitarian or health services exemption to the requirement, 

pursuant to paragraph 8 of resolution 2397 (2017), to repatriate to the DPRK all DPRK nationals overseas earning 

income in that Member State’s jurisdiction and all DPRK government safety oversight attachés monitoring DPRK 

workers abroad, unless the Member State determines that a DPRK national is a national of that Member State or a 

DPRK national whose repatriation is prohibited, subject to applicable national and international law.  

 

Finance 

5. The Panel encourages Member States to be vigilant regarding Democratic People’s Republic of Korea financial 

sanctions evasion through the use, by United Nations-designated entities of the Democratic People’s Republic of Korea, 

of front and subordinate companies.  The Panel also encourages Member State provision of company names and other 

identifying data to the Panel and/or Committee, as appropriate. 

https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/RES/1718(2006)
https://undocs.org/en/S/RES/1874(2009)
https://undocs.org/en/S/RES/2094(2013)
https://undocs.org/en/S/RES/2270(2016)
https://undocs.org/en/S/RES/2321(2016)
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6. The Panel reiterates its recommendation that Member States implement as soon as possible the Financial Action Task 

Force guidance on virtual assets and virtual asset service providers, including full implementation of the revised 

recommendation 15 (and the “Travel Rule”). 

 

7. The Panel further recommends that Member States consider more active outreach to the virtual asset industry to 

ensure a broad awareness of Democratic People’s Republic of Korea cyber-enabled thefts of virtual assets, as well as 

appropriate measures to defend against and respond to such attacks. 

 

Unintended Humanitarian Effects of Sanctions 

 

8. The Panel values the biannual briefings by the relevant United Nations entities on the unintended impact of sanctions 

and recommends that the Committee continue this practice. 

 

9. The Panel once again stresses the urgency of re-establishing a durable banking channel for humanitarian operations in 

the Democratic People’s Republic of Korea.  

 

10. The Panel recommends that, in the context of implementation of Security Council resolution 2664 (2022), the United 

Nations system, including the Committee, take into account information provided by humanitarian actors on the 

mitigation of the potential adverse impact of United Nations sanctions on the civilian population and on humanitarian 

assistance in the Democratic People’s Republic of Korea. 

 

11. The Panel reiterates its previous recommendations that: 

(a) The Security Council continue to address issues and processes that mitigate the potential unintended adverse 

impact of sanctions on the civilian population of the Democratic People’s Republic of Korea and on humanitarian 

aid operations; 

(b) The Committee and other relevant stakeholders continue to practically consider the idea of exempting selected 

exports currently under sanctions, the proceeds of which might be used to finance humanitarian supplies;  

(c) The Committee consider more active outreach with civil society providing humanitarian assistance to the DPRK 

to help to implement Security Council resolution 2664 (2022);     

(d) The Committee practically consider the idea of renewable and standing exemptions for humanitarian aid actors 

and humanitarian-related commodities. 

 


