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Annex to the note verbale dated 16 April 2003 from the Per manent
Mission of Germany to the United Nations addressed to the
Chairman of the Committee

Report of Germany required pursuant to paragraphs 6 and 12 of
resolution 1455 (2003)

l. Introduction

Germany strongly condemns all acts of international terrorism, regardliess of the
motives behind them. In this context, Germany attaches great importance to the
complete implementation of United Nations Security Council Resolutions
concerning measures to combat international terrorism, including those imposing
restrictive measures against the Taliban, Al Qaida and Osama bin Laden, namely
UNSCRs 1267 (1999), 1333 (2000), 1390 (2002), 1452 (2002), and 1455 (2003).
Pursuant to paragraphs 6 and 12 of UNSCR 1455 (2003), Germany herewith
presents its report on the implementation of the aforementioned United Nations
Security Council Resolutions. This report should be read in conjunction with its
reports to the United Nations Security Council’s Counter Terrorism Committee
(CTC, S/2002/11 and S/2002/1193), which provide detailed accounts of Germany’s
actions in the fight against terrorism.

1. Please provide a description of activities, if any, by Usama Bin Laden, Al-
Qaida, the Taliban and their associates in your country, the threat they pose to
the country and the region, as well as likely trends.

Please see the responses to questions 4, 5 and 7.

II. Consolidated List

2. How hasthe 1267 Committee's List been incorporated within your legal system
and your administrative structure, including financial supervision, police,
immigration control, customs and consular authorities?

The financial sanctions were implemented by Council Regulation (EC) No.
881/2002 of 27 May 2002, which is binding in Germany and in the other member
states of the European Union. This Regulation is updated regularly to reflect
changes in the List, cf. Appendix Ill. For details cf. questions 9 and 20. The answer
to question 15 provides an account of how the travel ban is implemented in
Germany. The arms embargo is implemented by EU Common Position
No. 2002/402/CFSP, which places a binding obligation on EU member states. At
national level, it is implemented in administrative terms by denying the requisite
licences.

The  Federd Financial Supervisory  Authority  (Bundesanstalt ~ fur
Finanzdienstleistungsaufsicht, BaFin) regularly circulates the names of the persons
and entities designated in the Consolidated List to all credit institutions and
financial services ingtitutions in Germany. If an institution has a business
relationship with and, in particular, holds accounts in the name of any of the persons
or organizations named in the list, it has to notify the BaFin without delay by
sending a detailed report. For a detailed list of the respective BaFin circulars cf.
question 11.
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The task of the German customs administration in this respect is to monitor the
import, export and transit of goods to ensure that no economic resources are made
available to the persons and entities designated in the Consolidated List. The Federal
Ministry of Finance has issued detailed rules for this purpose: in the course of their
surveillance of cross-border goods traffic, customs offices ensure that no direct or
indirect supplies of goods are made to or by the listed persons and entities. To this
end, updated lists are transmitted electronically to customs offices. When suspicious
circumstances are identified, the appropriate customs investigation office
responsible for dealing with criminal offences related to foreign trade is notified
accordingly and decides what further action is to be taken (instigation of criminal
proceedings, seizure of the goods).

Where no clear evidence of any link to Osama bin Laden, the Al Qaida network and
the Taliban can be identified in accordance with the lists but such links cannot be
completely ruled out, the customs office will decline to carry out import/export
clearance and will require the submission of more detailed documentation, in
particular documents identifying the persons and entities in question. These
documents will then be submitted to the responsible security authorities for
examination.

The penalty for contravention of the applicable legal provisions is a term of
imprisonment of between two and fifteen years pursuant to Section 34 paragraph 4
of the Foreign Trade and Payments Act in conjunction with Council Regulation (EC)
No. 881/2002.

3.  Have you encountered any problems with implementation with regard to the
names and identifying information as currently included in the List? If so,
please describe these problems.

The main problem continues to be the lack of essential basic personal data needed to
positively identify persons on the list (surname, given name, date of birth, if
possible country/city where born, nationality, if possible also aliases and reporting
authority). This information is a prerequisite for inclusion in the Schengen
Information System (SIS) and for refusal of entry or transit based on national border
authorities’ data files. Complete basic personal data are not available for the
overwhelming majority of suspected terrorists listed in UN Security Council
Resolutions 1267/1333/1390 and 1455.

Due to the insufficient information contained in the lists regarding organizations and
especially persons, the customs authorities face serious difficulties in clearing
goods. In anumber of cases, goods (used cars and trucks) were being sent to persons
in Afghanistan whose names were identical or similar to those listed — particularly
on the Taliban list. The Customs Criminological Office, as the agency responsible
for monitoring external trade, was informed of these suspicious cases. As the
Consolidated List contains no further identifying data on the persons in question,
such as home address or date of birth, the security authorities were asked to check
further. Their enquiries have so far been negative in every case, i.e. they have no
relevant information about the recipients of the shipments either.

4. Have your authorities identified inside your territory any designated
individuals or entities? If so, please outline the actions that have been taken.

and



S/AC.37/2003/(1455)/10

7. Have you identified any of the listed individuals as nationals or residents of
your country? Do your authorities have any relevant information about them
not already included in the List? If so, please provide this information to the
Committee as well as similar information on listed entities, as available.

The Taliban maintained an office in Germany that functioned as a kind of diplomatic
mission. Following UN Security Council Resolution 1333 of December 2000, this
mission was closed by the responsible security authorities in early March 2001.
There are no indications that a new Taliban office has opened or that other Taliban
structures are still in place within German territory.

Furthermore, there is no evidence of Al Qaida structures in Germany. Individuals
known to be close to or linked with Al Qaida are under surveillance by the German
security authorities according to their legal areas of responsibility.

Mamoun DARKAZANLI, whose name is listed, is currently the subject of an
investigation in Germany. Mamoun DARKAZANLI is aso listed in Annex | of
Council Regulation (EC) No. 881/2002, freezing the funds and economic resources
of the persons and entities listed in its Annex |. Mamoun DARKAZANLI’s accounts
have been frozen accordingly.

Germany has supplied the necessary information about the accused persons it has
submitted for inclusion in the List (Said BAHAJ, Ramzi Mohamed Abdullah
BINALSHIBH, Mounir EL MOTASSADEQ and Zakarya ESSABAR).

5. Please submit to the Committee, to the extent possible, the names of
individuals or entities associated with Usama Bin Laden or members of the
Taliban or Al-Qaida that have not been included in the List, unless to do so
would compromise investigations or enforcement actions.

The Federal Public Prosecutor has initiated a total of 66 investigations regarding
persons linked to the Taliban/Al Qaida. Detailed information regarding ongoing
investigations cannot be provided here.

The Federal Government is checking on the possibility of submitting additional
names to the List beyond the four already reported by Germany (see response to
questions 4 and 7).

6. Have any listed individuals or entities brought a lawsuit or engaged in legal
proceedings against your authorities for inclusion in the List? Please specify
and elaborate as appropriate.

No.
7. Seeabove after question 4.

8. According to your national legislation, if any, please describe any measures
you have taken to prevent entities and individuals from recruiting or
supporting Al-Qaida members in carrying out activities inside your country,
and to prevent individuals from participating in Al-Qaida training camps
established in your territory or in another country.

Immediately following terrorist attacks in the United States on 11 September 2001,
the Federal Government enacted a number of operational emergency measures
allowing it to react flexibly to the changed security situation.
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The first anti-terror package of legislation was aimed at extending its powers to ban
extremist religious organizations and ideological associations under the Act
Governing Private Associations — discontinuing what is known as the religious
privilege in that Act (effective as of 8 December 2001). According to the new law,
religious or ideological associations may be banned if their aims or activities are
directed at violating the law, or when they are directed against the order enshrined in
the constitution or against the ideal of international understanding. Discontinuing
the religious privilege in no way implies an anti-religious or anti-lslamic stance.
Religious or ideological organizations that practise their beliefs in conformity with
the German legal order are not subject to a ban. In addition, the new Ordinance on
the Reliability of Staff Employed at Airports contains regulations on an obligatory
procedure for carrying out background security checks, particularly on personnel
who work in restricted areas of airports. The Ordinance makes annual security
checks obligatory for airport and airline employees, in particular those whose jobs
require them to have access to security-relevant airport areas. The Ordinance
requires, among other things, the extensive participation of security authorities and
regular queries to the Federal Central Criminal Register, and defines the criteria for
background security checks.

A further step in this direction was taken on 1 January 2002 when the Counter-
Terrorism Act came into effect. This Act expands the powers of the security
authorities, among other things by giving the Federal Criminal Police Office the
power to initiate investigations in serious cases of data sabotage. The Federal Office
for the Protection of the Constitution was granted powers to gather information from
credit and financial institutions in order to investigate capital flows and to gather
information from aviation, postal services, and telecommunications companies. The
power to gather banking and telecommunications information was also given to the
Federal Intelligence Service.

In addition, the Counter-Terrorism Act also contains stricter measures with regard to
legislation on foreigners, including, among other things, the denial of visas or
residence permits in case of a threat to security or to the liberal and democratic
order, as well as the regular expulsion of foreigners involved in terrorist networks.

Significant changes to the law on the Central Aliens Register have resulted in
improved access to information in that register. The visa database, which in
principle currently contains only information regarding visa applications, will be
expanded to contain records on visa decisions in order to improve checks of entry
traffic. Police authorities will have improved access in case of non-specific threats,
such as in the context of routine identity checks, so that they can immediately
determine whether a foreigner is living in Germany legally. The possibility of
accessing information on groups will be extended to persons with a consolidated
residence status and will be permitted also in cases of non-specific threats. In order
to increase the effectiveness of their efforts, the security services will be able to call
up the entire database automatically. These changes to the Central Aliens Register
come into effect on 1 July 2003.

Furthermore, the Counter-Terrorism Act extends the grounds for banning
associations under the Act Governing Private Associations, making it possible to
take action against foreigners associations that support violent or terrorist
organisations abroad, contribute to the creation of parallel societies or hinder
peaceful coexistence in Germany. The legislation governing passports and identity
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cards has been amended to improve the computer-aided identification of individuals
based on identity papers and to prevent persons from using the identity papers of
someone of a similar appearance. In addition to a photograph and signature, another
biometric feature may be incorporated into passports and identity cards — also in
encrypted form; details will have to be specified in a special federal law. This will
make it possible to determine whether the identity of the person in question matches
up with the original data stored in the document.

Section 129b of the Penal Code (StGB), effective as of 30 August 2002, extends the
criminal offence of forming terrorist organizations (Section 129a StGB) to
organizations based outside the country; the previous law required the existence of
an independent branch organization within Germany for prosecution. Extending the
criminal offence to include the founding, membership and support of a terrorist
organization has created a tool geared to actual needs and to deal with the new kind
of threat posed by international terrorism as demonstrated by the attacks in the US
and Tunisia.

IIl. Financial and Economic Asset Freeze
9. Please describe briefly:

—the domestic legal basis to implement the asset freeze required by the
resolutions above

—any impediments under your domestic law in this context and steps taken to
address them.

Germany has implemented UNSCR 1390 (2002) within the EU framework. The
asset freeze required by the Resolution was implemented by the EC Regulation No.
881/2002 of 27 May 2002.

Beyond the EC Regulation, it is also possible in Germany to take preliminary
national measures to restrict capital and payment transactions involving
persons/organizations which will be notified for listing to the sanctions committee.
Such measures have been taken several times to bridge the time gap between the
notification of a person/organization to the sanctions committee and the
implementation of the decision of the sanctions committee by means of an
amendment to EC Regulation No. 881/2002.

There are no impediments under national law in this context.

10. Please describe any structures or mechanisms in place within your
Government to identify and investigate Usama bin Laden, Al-Qaida or
Taliban-related financial networks, or those who provide support to them or
individuals, groups, undertakings and entities associated with them within
your jurisdiction. Please indicate, as appropriate, how your efforts are
coordinated nationally, regionally and/or internationally.

Member states of the Financial Action Task Force on Money Laundering (FATF)
have undertaken to enact in national law the Eight Special Recommendations on
Terrorist Financing, adopted at the FATF special meeting held in Washington in
October 2001, by June 2002. Even before that date, Germany had in place
comprehensive rules and provisions on fighting money laundering, these being the
Money Laundering Act (Geldwéschegesetz, GwG) and the Banking Act
(Kreditwesengesetz, KWG). Germany took further legislative measures to
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implement the FATF recommendations when it adopted the Fourth Financial Market
Promotion Act (Viertes Finanzmarktfdrderungsgesetz), which took effect on 1 July
2002, and the Money Laundering Prevention Act, which became effective on 15
August 2002.

The Fourth Financial Market Promotion Act introduced a new Section 24 c into the
Banking Act. This section regulates what is called the automated retrieval procedure
for account master data. The aim is to enable in particular the supervisory
authorities in the banking sector to counteract money laundering and the funding of
terrorism with queries carried out centrally. Queries show at a glance at which banks
or institutions a given person or organization has accounts. This was one of the
essential basic demands made by the criminal prosecution and investigation authori-
ties in light of the current threat situation. The amendment to the Banking Act will
take effect on 1 April 2003. The banking sector is preparing its technical
implementation at present.

With the Money Laundering Act of 15 August 2002, the Federal Government has
adopted landmark legislation in the fight against international crime and the funding
of terrorism.

Thefocal areas are as follows:

—using “money laundering tools” to fight the funding of terrorism based on what
was decided at the FATF special meeting held in Washington in October 2001.

—designing the German Financial Intelligence Unit (FIU) at the Federal
Criminal Police Office in order to improve cooperation with FIUs abroad: this
includes, above all, building clearing and analysis capacities within the unit
and making arrangements for the exchange of data with FIUs abroad. To this
end, banks and financial authorities also have to submit reports on suspicious
transactions which may involve money laundering and the funding of terrorism
to the FIU.

— making use of the experience gathered with the Money Laundering Act so far:
above all, the increased use of new media for the conduct of financial
transactions is taken into account; also, red tape has been reduced.

—including new professions such as real estate agents, lawyers, notary publics,
tax consultants and qualified auditors in the groups of persons governed by the
Money Laundering Act in line with the EU Money Laundering Directive,
which took effect on 28 December 2001.

—incorporating a new Section 25 b into the Banking Act; this provision is
intended to implement the FATF Special Recommendation No. 7 on fighting
the funding of terrorism. It provides that where non-cash transactions are
carried out with states outside the European Union the financial institutions
have to use data sets containing full and accurate information (name, address,
and account number of client).

As for the rest, we refer to the German National Report regarding Section 6 of
UNSC Resolution 1373 of December 2001 (S/2002/11 item 1) and the supplemental
German National Report of October 2002 (S/2002/1193 item 1).

Germany cooperates closely with other states, e.g. within the European Union, the
Council of Europe, OSCE, G8 and FATF. In this respect and as regards cooperation
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at the national level, we refer to the German National Report (S/2002/11 in
particular items 2 b, 3 a/b/c).

11. Please convey the steps banks and/or other financial institutions are required
to take to locate and identify assets attributable to, or for the benefit of, Usama
bin Laden or members of Al-Qaida or the Taliban, or associated entities or
individuals. Please describe any “ due diligence” or “ know your customer”
requirements. Please indicate how these requirements are enforced, including
the names and activities of agencies responsible for oversight.

Mechanism of identification of bank account holders and verification of their
antecedents:

A central requirement of the Money Laundering Act (Geldwéschegesetz, GwWG) is
the establishment of personal identity on the basis of documentation. In accordance
with Section 1 (5) of the GwG, customer identity is established by verifying by
means of a valid identity card or passport the name, date and place of birth,
nationality and address. The type, number and issuing authority of the identity
document must be recorded. In accordance with Section 9 (1) of the GwG, a record
must be kept of these particulars, where possible by making a copy of the documents
submitted for the purpose of establishing identity.

The know-your-customer principle and the requirement that personal identity shall
be established on the basis of documentation mean that individuals must in general
be present in person, this being the only means of verifying their identity. The
identity of legal entities can be established by reference to an official publication or
official register. If a credit institution is unable for good reason, especially in direct
banking, to establish the customer’s identity, this identification can be carried out on
behalf of the institution by reliable third parties (such as other banks, insurance
companies providing life assurance policies, notaries public, Deutsche Post AG, an
embassy or a consulate in the case of EU countries). Responsibility for correct and
complete identification in accordance with Section 1 (5) of the GwG rests with the
original credit institution.

Computerized system for the retrieval of key account data in accordance with
Section 24c of the Banking Act (Kreditwesengesetz, KWG):

This provision stipulates the introduction of a modern data retrieval system to give
the  Federa Financial Supervisory Authority (Bundesanstalt for
Finanzdienstleistungsaufsicht, BaFin) access by electronic means to the key account
data held by banks. To this end, banks are obliged to hold these data available in a
central database (name and account number of the account-holder, name of a further
person authorized to draw on the account and of an economic beneficiary other than
those persons). Preparations are at present under way for installing the computerized
retrieval system. Access to the data will be possible as from April 2003. This will
enable the BaFin to take swift action to counter money laundering, terrorist
financing, illicit underground banking and the unlicensed provision of banking and
financial services. In addition to banking supervisory measures, this also embraces
freezing the financial assets of specific persons and organizations to counter
terrorism on the basis of appropriate UN Security Council Resolutions and EU
Regulations. Furthermore, financial market supervisory authorities in third
countries, investigating authorities and courts, as well as the authorities responsible
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for restricting capital and payment transactions in accordance with the Foreign
Trade and Payments Act, are entitled to request information.

Particular organizational duties of institutions to counter money laundering in
accordance with Section 25a of the KWG:

This provision places institutions under an obligation to deploy an internal security
system that is not linked to suspicious transactions in order to review business
operations according to risk groups and conspicuous features and to develop
adequate business- and customer-related security systems. Implementing the
international know-your-customer standard, the provision obliges institutions to be
active in conducting investigations focusing on the categories of business relations
and risk groups which experience has shown to be susceptible to abuse for money
laundering, financing of terrorism and fraud purposes. To this end, they must make
use of computer-aided systems which permit account profiling on the basis of
parameters taking into consideration the specific business structure of the
institution. Banks must themselves decide on the basis of their own risk structure
what business relationships and transactions are to be regarded as conspicuous and
included in the investigation.

Organizational duties of credit institutions in accordance with Section 25b of the
KWG:

This provision stipulates that credit institutions carrying out cashless payment
transactions with countries outside the European Union must ensure that the
customer’s transaction data can be recorded and transmitted and that incomplete
transaction data can be identified and if necessary completed. In the event of
investigations, the aim of this provision is to prevent a break in the “paper trail”
which would mean that transactions serving money laundering or terrorist financing
cannot be traced back to the originator by the receiving institution and by
investigating and supervisory authorities.

Implementation of the Eight Special Recommendations of the Financial Action Task
Force on Money Laundering (FATF):

The member countries of the FATF, of which Germany is one, were committed to
transpose into national law by June 2002 the Eight Special Recommendations to
combat the financing of terrorism. Before specific national measures against the
financing of terrorism became effective, Germany already had a comprehensive set
of regulations to counter money laundering in place in the form of the Money
Laundering Act (Geldwaschegesetz, GwG) and the Banking Act (Kredit-
wesengesetz, KWG). In the Fourth Financial Market Promotion Act that came into
effect on 1 July 2002 and the Money Laundering Prevention Act of 8 August 2002,
Germany has taken further legislative steps to implement the FATF
recommendations to combat money laundering and the financing of terrorism.

With the Money Laundering Prevention Act of 8 August 2002 Germany has fulfilled
all of the Eight Special Recommendations. The 1999 UN International Convention
for the Suppression of the Financing of Terrorism is not yet ratified, but the actual
legal situation in Germany already fulfils all Convention requirements.

Oversight of banks and other financial institutions by the Federal Financial
Supervisory Authority (Bundesanstalt fir Finanzdienstleistungsaufsicht, BaFin):
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The BaFin which supervises banks, insurance companies and other financial
institutions in Germany has sent binding circulars to all supervised institutions, also
listing the specific duties of implementation for these institutions in relation to
countering the financing of terrorism. Thisis alist of the relevant BaFin circulars on
money laundering and the financing of terrorism. The circulars are attached to this
report (Appendix 1V):

— Safeguards to prevent the misuse of credit and financial services institutions
for money laundering purposes in connection with persons and organizations
suspected of involvement in the terrorist attacks on institutions in the US
(Rundschreiben_08 2001)

— Safeguards to prevent the misuse of credit institutions and financial services
institutions for money laundering purposes in connection with the terrorist
attacks of 11 September 2001 on institutions in the US; Request for
information  under  Section 44 (1) of the Banking Act
(Rundschreiben_13 2001 3terNachtrag)

— Request for information under Section 44 (1) of the Banking Act in connection
with the terrorist attacks of 11 September 2001 on institutions in the US
(Rundschreiben_15 2001)

— Request for information under Section 44 (1) of the Banking Act in connection
with the terrorist attacks of 11 September 2001 on institutions of the US
(Rundschreiben_02_2002)

— Request for information under Section 44 (1) of the Banking Act in connection
with the action to combat the financing of terrorism (Rundschreiben_06_2002)

— Safeguards to prevent the misuse of credit institutions and financial services
institutions for money laundering purposes in connection with the terrorist
attacks of 11 September 2001 on institutions in the US; 3" Supplement to the
so-called Control List (Rundschreiben_11 2002)

— Request for information under Section 44 (1) of the Banking Act in connection
with the action to combat the financing of terrorism (Rundschreiben_12_2002)

12. Resolution 1455 (2003) calls on Member States to provide “a comprehensive
summary of frozen assets of listed individuals and entities.” Please provide a
list of the assets that have been frozen in accordance with this resolution. This
list should also include assets frozen pursuant to resolutions 1267 (1999),
1333 (2001) and 1390 (2002). Please include, to the extent possible, in each
listing the following information:

— identification(s) of the person or entities whose assets have been frozen;

—a description of the nature of the assets frozen (i.e., bank deposits, securities,
business assets, precious commodities, works of art, real estate property, and
other assets);

— the value of assets frozen.

A total nhumber of 10 accounts amounting to EUR 4,935.75 are currently frozen
under the above-mentioned resol utions.

13. Please indicate whether you have released pursuant to resolution 1452 (2002)
any funds, financial assets or economic assets that had previously been frozen

10
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as being related to Usama Bin Laden or members of the Al-Qaida or the
Taliban or associated individuals or entities. If so, please provide reasons,
amounts unfrozen or released and dates.

Germany has not released any funds pursuant to UNSCR 1452 (2002).

14. Pursuant to resolutions 1455 (2003), 1390 (2001), 1333 (2000), 1267 (1999)
States are to ensure that no funds, financial assets or economic resources are
made available, directly or indirectly, to Listed individuals or entities or for
their benefit, by nationals or by any persons within their territory. Please
indicate the domestic legal basis, including a brief description of laws,
regulations and/or procedures in place in your country to control the
movements of such funds or assets to designated individuals and entities. This
section should include a description of:

— The methodology, if any, used to inform banks and other financial institutions
of the restrictions placed upon individuals or entities listed by the Committee,
or who have otherwise been identified as members or associates of Al-Qaida
or the Taliban. This should include an indication of the types of institutions
informed and the methods used.

— Required bank-reporting procedures, if any, including the use of Suspicious
Transaction Reports (STR), and how such reports are reviewed and evaluated.

— Requirements, if any, placed on financial institutions other than banks to
provide STR, and how such reports are reviewed and evaluated.

—Restrictions or regulations, if any, placed on the movement of precious
commodities such as gold, diamonds, etc.

— Restrictions or regulations, if any, applicable to alternate remittance systems
such as -- or similar to -- “ hawala” , as well as on charities, cultural and other
non-profit organizations engaged in the collection and disbursement of funds
for social or charitable purposes.

Banks and other financial institutions (for example insurance companies) are
informed by circulars of the German Central Bank (Deutsche Bundesbank) and the
Federal Financial Supervisory Authority (Bundesanstalt for
Finanzdienstleistungsaufsicht, BaFin) when EC regulations or national freezing
orders enter into force.

When facts become known to institutions from which it may be inferred that a
financial transaction serves the purposes of criminal money laundering or the
financing of a terrorist organization, Section 11 of the Money Laundering Act
(Geldwaschegesetz, GwG) obliges them to report such facts without delay to the
responsible criminal prosecution authorities. Sections 13 and 16 of the GwG impose
the same obligation on the financial market supervision authorities.

Section 11 of the GwG was amended by the BaFin Guidelines of 30 March 1998
concerning measures to be taken by credit institutions to combat and prevent money
laundering (see Appendix V). In part VV1.23.-31., the procedure in cases of suspicion
is stipulated concerning the duty to report suspicious transactions, internal cases of
suspicion, the organization of the reporting procedure, formal requirements and the
termination of the business relationship.

11
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Under Section 31b of the Fiscal Code (Abgabenordnung, AO) the obligation to
report suspicious transactions is extended to the revenue authorities. This renders
the fight against money laundering and terrorist financing more effective, as the
revenue authorities in particular are likely to come across indications of money
laundering in fulfilling their official functions.

Council Regulation No. 2368/2002 of 20 December 2002 on implementing the
Kimberley Process certification scheme for the international trade in rough
diamonds requires that the import and export of rough diamonds into or from the
territory of the Community be made subject to the certification scheme.

Any person wishing to conduct banking business or provide financial services in
Germany must have written authorization from BaFin. Persons conducting banking
business or providing financial services without such authorization (underground
banking, hawala banking) render themselves liable to prosecution in accordance
with Section 54 (1) no. 2 of the Banking Act (Kreditwesengesetz, KWG). In
accordance with Section 1 paragraph 1 of the KWG, a licence is also required for
the execution of cashless payment and clearing operations (giro business). Financial
services also requiring a licence and subject to ongoing supervision are in
accordance with Section 1 (1a) of the KWG financial transfer business (alternative
remittance services), foreign exchange and credit card business.

In Germany, non-profit organizations exist mostly in the form of registered
associations (e.V.). They can be exempted from paying corporate income tax
(Section 58-61 of the Fiscal Code — Abgabenordnung, AO). The non-profit character
of an association is only controlled if it requests exemption from corporate income
tax.

IV. Travel Ban

15. Please provide an outline of the legislative and /or administrative measures, if
any, taken to implement the travel ban.

and

16. Have you included the names of the listed individuals in your national “ stop
list” ? Please briefly outline steps taken and any problems encountered.

As regards the implementation of the international obligation arising from UN
Resolution 1390 aimed at preventing the entry and transit of terrorists included in
the list of UN Security Resolutions 1267, 1333 and 1455, the above-mentioned
persons have been included in the data files on foreigners who are to be refused
entry. We draw attention to the fact that a person who has been included in such a
list may only be refused entry and transit if he or she can be clearly identified on the
basis of the information given in the list (cf. reply ad question 3.).

Furthermore, persons for whom sufficient information on identification is available
have been entered into the Schengen Information System (SIS) for refusal of entry.

The relevant national data files can be accessed by all offices charged with border
control tasks in the Federal Republic of Germany; the SIS can be accessed by all
police and border police authorities of the Schengen contracting states.
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17. How often do you transmit the updated List to your border control authorities?
Do you possess the capability of searching List data using electronic means at
all your entry points?

The list is transmitted to the central unit in charge of border control whenever it is
updated. The data of persons for whom an alert has been issued for the purposes of
refusing them entry is automatically included in the search files of the police
information system, and can therefore be retrieved by any border control office.

18. Have you stopped any of the listed individuals at any of your border points or
while transiting your territory? If so, please provide additional information as
appropriate.

So far, none of the listed individuals have been stopped at our borders.

19. Please provide an outline of the measures, if any, taken to incorporate the List
in the reference database of your Consular offices. Have your visa-issuing
authorities identified any visa applicant whose name appears on the List?

Please see the responses to questions 3 and 16.

If the information available on the person makes it possible to identify him/her
clearly, the person is entered into the Schengen Information System (SIS).
Information is requested from the SIS whenever a visa application is submitted. The
application isrejected if the person islisted in the SIS for refusal of entry.

Other persons who are not clearly identifiable are listed in a national border search
list. In the case of certain nationals, the visa application is passed on to the security
authorities which compare the application with the national border search list. In the
case of a match, the visa application is rejected provided it is possible to identify the
person in question with the help of further criteria.

All other persons on the list who cannot be clearly identified due to incomplete data
cannot be recognized by German missions abroad.

To date, no-one named on the list has applied for avisa at a German mission abroad.

V. ArmsEmbargo

20. What measures, if any, do you now have in place to prevent the acquisition of
conventional arms and weapons of mass destruction (WMD) by Usama bin
Laden, members of Al-Qaida organization and the Taliban and other
individuals, groups, undertakings and entities associated with them? What kind
of export control do you have in place to prevent the above targets from
obtaining the items and technology necessary for weapons development and
production?

The export of military weapons is subject to a comprehensive licensing system. A
licence for the export of military equipment will only be granted for export to state
entities in the recipient country, i.e. the applicant for an export licence has to
produce an official end-use-certificate signed by the armed forces or the police
forces of the country of final destination. A licence will only be issued if the export
is in line with the Federal Government Policy Principles for the export of war
weapons and other military equipment. One reason for denying a licence is, for
example, the risk of diversion of the equipment to recipients other than those stated
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in the application. If a government has produced false end-user certificates all
licence applications for that country will be rejected until further notice.

The export of dual-use-goods or technology, technical assistance related to military
activities or the exports of goods eligible for the production or development of
WMD are also subject to a comprehensive licensing system. Export licenses will be
denied if thereis any risk of diversion to terrorist end-users.

21. What measures, if any, have you adopted to criminalize the violation of the
arms embargo directed at Usama bin Laden, members of Al-Qaida
organization and the Taliban and other individuals, groups, undertakings and
entities associated with them.

A violation of the arms embargo, for example an export to a listed
person/organization is subject to up to five years imprisonment according to
Section 34 (1) of the Foreign Trade and Payment Act (Aul3enwirtschaftsgesetz).

22. Please describe how your arms/arms broker licensing system, if any, can
prevent Usama bin Laden, members of Al-Qaida organization and the Taliban
and other individuals, groups, undertakings and entities associated with them
from obtaining items under the established arms embargo.

Concerning war weapons, there has been a far-reaching licensing requirement for
practically all procurement and brokering activities (Section 4 (a) of the War
Weapons Control Act) since 1978. Given the very restrictive licensing practices of
the Federal Government, there are de facto no arms dealers in the Federal Republic
of Germany. Thereis no central register of “authorized” arms dealers.

In accordance with Section 7 (1) (2) of the Weapons Act (Waffengesetz), the
practice of commercial arms trading and brokering with firearms and ammunition
requires a permit and therefore the trader’s registration with the authorities, even
when the firearms are not located in the area in which the Act is valid, the business
is conducted in third countries or, where applicable, only individual procurement
measures are undertaken in the area in which the Act is valid.

23. Do you have any safeguards that the weapons and ammunition produced
within your country will not be diverted/used by Usama bin Laden, members of
Al-Qaida organization and the Taliban and other individuals, groups,
undertakings and entities associated?

The manufacture and export of arms and ammunition is subject to a detailed
licensing process. The respective licenses are only issued if the recipient is a state
entity which declares with an official end-use certificate that the goods will be
solely for their own use and will not be re-exported to any third country without
prior authorization of the German licensing authority.

VI. Assistance and conclusion

24. Would your state be willing or able to provide assistance to other States to
help them implement the measures contained in the above-mentioned
resolutions? If so, please provide additional details or proposals.

Germany is willing to provide assistance to other states to help them implement the
measures contained in the above-mentioned resolutions. Detailed information on
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possible assistance has been provided to the Counter Terrorism Committee and its
Directory of Assistance.

25. Please identify areas, if any, of any incomplete implementation of the
Taliban/Al-Qaida sanctions regime and where you believe specific assistance
or capacity building would improve your ability to implement the above
sanctions regime.

As this report serves to show, Germany fully implements the Taliban/Al Qaida
sanctions regime and does not see the need for specific assistance.

26. Please include any additional information you believe pertinent.
A

Appendix*
I Germany'’s report to the Counter-Terrorism Committee (S/2002/11)

Il Germany’s supplementary report to the Counter-Terrorism Committee
(S/2002/1193)

[l EC Regulation 881/2002 and amendments
IV BaFin circulars concerning money laundering and the financing of terrorism

V  Money Laundering Act — Guidelines of the Federal Banking Supervisory
Office

* The enclosures referred to in the report are on file with the Secretariat, room S-3055, and are
available for consultation.
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