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Annex |

Correspondence with Member States

Country

Number of letters
sent

Responses
received

No responses

Not past date for
reply

Austria

Azerbaijan

Belarus

Canada

China

Czech Republic

Eritrea

Ethiopia

Germany

Greece

Italy

Japan

Mongolia

—_ (N = =

Myanmar

Panama

Russian Federation

Singapore

South Africa

Sweden

Switzerland

Syria

Tanzania

Uganda

Ukraine

United Kingdom

United Sates

Zimbabwe

—_— N B =N = (N == == B IN = = (N = = = = = = [ = = = =

TOTAL

N
N

24

13
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Imagery of the Yongbyon nuclear complex
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Imagery of thelight water reactor and the 5 MWe reactor

Map No. 4517.2 Department of Field Support
January 2014 Cartographic Section

64/125 14-23226 (C)



(D) 9zTeTvi

G2T/99

Annex |V

0lFebru

201

Uranium|EnrichmentWorkshop

Imagery of the fuel fabrication plant

Landscaping alterations

20|February 2013
- - -
. M
"I b Eggaa 1L R S e
f 3 _,:' —— f'__'--;.:‘;,;m' Y '
tablished pursuant to Resolution 1874 (2008) A
£ e ' AL - i
SR - -

Map No. 4517.3
January 2014

Department of Field Support
Cartoaraphic Section

LYTIVT02/S



S/2014/147

AnnexV

66/125

Imagery of suspected nuclear test site in the Democratic
People’s Republic of Korea (Punggye-ri)

Imagery: QuickBird (imagery captured 21 November 2013)
Data Source: UN Panel of Experis established pursuant to Resolution 1874 (2008)

Map production date: January 2014 -

o 50 100 200 Metres A

L 1 I i 1 i i i ]
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Annex VI

Chong Chon Gang confidential annex*

* The annex has not been reproduced in the present document because it is confidential.
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Annex V1|
List of arms and related materiel reported by Panama found
onboard the Chong Chon Gang
. ._|Hold Date Date of
No,| Container No. |Size No. Contents discovered | inspection
Rear support structure for SA-3 antenna, 2 Volvo diesel
1 [TGHU421080-4| 40| 4 |engines with Russian electricity generators and 1 modified 18/07/2013 | 20/07/2013
IP-19 target acquisition radar
2 IMARU4001997|40| 4 2 SA-2 Fan Song multi-band antennas 15/07/2013 | 15/07/2013
3 | CLHUS8263263 |40 | 4 |MiG-21 aircraft fuselage 17/07/2013 | 21/07/2013
4 | XINUS8118515 [40| 4 [MiG-21 aircraft fuselage 17/07/2013 | 21/07/2013
5 | CBHU1699039 | 40| 4 2 transport trucks for Fan Song fire-control radar, calibration 18/07/2013 | 20/07/2013
equipment and missile uplink antenna
SA-2 missile launcher guide rails and Fan Song radar dishes|
6 | JOLUA4066461 | 40| 4 (target-tracking radar dishes) and a third trailer for the SA-2 19/07/2013 | 20/07/2013
7 | CARU4691721 | 40| 4 SA-3 Low Blow antenna post vans and lower parabolic 19/07/2013 | 20/07/2013
antenna, communication cable reels and electrical cables
8 |CBHU1626048 |40 | 4 [2 MiG engines and metal afterburner assembly 18/07/2013 | 20/07/2013
9 | TRLU4571812 | 40| 4 2 MiG engines and metal afterburner assembly 22/07/2013 | 12/08/2013
10 (i{llg/gi)ljl?e ) 20| 2 2 MiG engines and metal afterburner assembly 28/07/2013 | 05/08/2013
11| CAXU2224636 20| 2 |2 MiG engines metal afterburner assembly 28/07/2013 | 05/08/2013
12| PCIU 2242770 [20]| 2 R MG engines and metal afterburner assembly 28/07/2013 | 05/08/2013
13 SCZglhi 1805 20| 2 1 R-25 MiG-21 engine and metal afterburner assembly 28/07/2013 | 05/08/2013
14| SEBU2959253 | 20| 2 light weapons, rocket-propelled grenades (RPGs), recoilless 28/07/2013 | 05/08/2013
rifles, night vision binoculars, equipment, munitions
n/a| 3 blue trucks 2 3 SA-2 computers and vans 27/07/2013 | 30/07/2013
n/a| 1 blue truck 2 |1 SA-3van 27/07/2013 | 30/07/2013
w/al 2 blue trucks 2 tZ)ae;Ieectricity generators for surface-to-air missiles and 1 radar 27/07/2013 | 30/07/2013
15| ECTU2847620 | 40| 3 SA-3 missile launcher base, rails, trailer wheels 05/08/2013 | 05/08/2013
16| SCZU5721085 |40 | 3 [|radar transporter, cylinder antennas 05/08/2013 | 05/08/2013
17] XINU8111064 [40| 3 |1 MiG tail section, 2 wings 08/08/2013 | 09/08/2013
18] CLHU8094097 [40 | 3 |1 MiG tail section, 2 wings 08/08/2013/] 09/08/2013
19| CATU4441925 40| 3 |2 SA-3 missile launchers 08/08/2013 | 12/08/2013
20| CARU4721702 40| 3 ]2 SA-2 missile launchers 09/08/2013 | 12/08/2013
21| CARU4722400 40| 3 2 SA-2 missile launchers 08/08/2013 | 12/08/2013
22| TOLU2437239 [20| 3 2 MiG 21 engines, 2 afterburners 08/08/2013 | 12/08/2013
SCZU1517031 2 sets of SA-2 bogie wheels
23 blue 201 3 3 sets of SA-3 bogie wheels 08/08/2013
3 SA-2 missile foresections and electronics
6 SA-3 missile foresections and electronics
1 RPG-7 ket- lled de 1 h ith|
24| SCZU1514243 [ 20| 3 tandem_charge(f‘;gcﬁetp;f&f,re grenade  launcher) - with 0 e o013 | 11/08/2013
|Assorted commercial munition loading machines
25| CBHUO086693 |20 | 3 |2 MiG 21 engines, 2 afterburners 08/08/2013 | 12/08/2013
Source: Panamanian authorities
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Annex VIl

Cargo found onboard the Chong Chon Gang

1. Arms and related materiel
(a) Typeand quantities

1. A total of 25 standard shipping containers (16 forty-foot and 9 twenty-foot) and 6 trailers were found, for a total of
about 240 tons of arms and related materiel.'”” The Panel confirmed the presence of all the items declared by Cuba. The
Panel did not find any items not mentioned in this list. Most of the consignment was of former Soviet military origin.

i. Surface-to-air missile systems

2. The largest part of this shipment consisted of various components of SA-2 (C-75 Volga) and SA-3
(C-125 Pechora)''* surface-to-air missile systems.

3. It included various components for the associated SA-2 and SA-3 radar systems (Fan Song and Low Blow radars —
figure 1) such as the 6 trailers (i.e. the vans housing the system electronics, the operator stations or the power generators);
antennas, bases, transmitters and tracking systems, as well as their supporting structures; electric generators; and other
miscellaneous equipment (reels of cables, transport trailers, control and measurements instruments, etc.). The trailers were
clearly labelled as belonging to Volga and Pechora systems on a loading check sheet in the captain’s possession.

Figure 1: Complete SA-2 Fan Song'"® and complete SA-3 Pechora system with Low Blow radar

Source: Miroslav Gylirosi Source: Wikipedia

113 Tonnage as reported by Cuba in its 16 July statement. However, the Panel found that the weight of

the containers and trailers on the prestowage plan amounted to 574 tons. The captain’s check sheet
shows a weight of 474 tons, excluding trailers. The Panel cannot verify which if any of the figures
provided or found is correct.

114 Former Soviet manufacture.

15 Fan Song and Low Blow are designations used by North Atlantic Treaty Organization.

14-23226 (C) 69/125


http://upload.wikimedia.org/wikipedia/commons/b/b0/S-125_Neva_VS_1.jpg
http://upload.wikimedia.org/wikipedia/commons/b/b0/S-125_Neva_VS_1.jpg

S/2014/147

4. The original paint scheme of the 6 trailers was matt green and this scheme was painted over in blue gloss paint. The
original paint scheme can be seen on the inside of doors and doorframes (figure 2). The damage caused by bags of sugar
also reveals the original paint scheme on the roof of some of the trailers (figure 2). All other parts of the surface-to-air
missiles systems found in the containers had not been repainted, but kept their original green or camouflage scheme. This
suggests repainting was employed for concealment of military origin and nature, rather than protection against corrosion.

Figure2: Original paint schemeinside (left) and revealed by damage (right)

Source: Panel of Experts

5. The shipment also contained a total of four SA-2 and two SA-3 launchers, which had been disassembled to fit into
standard shipping containers (figure 3).

Figure 3: Disassembled SA-2 (Ieft) and SA-3 launchers (right)

Source: Panel of Experts

6. In addition, various parts for three SA-2 and six SA-3 missiles were in the cargo, such as the nose cones housing
proximity fuses, auto-pilots and transponders, transmitter antennas and some actuators (figure 4).''®

116 The Panel notes that some of the SA-2 and SA-3 parts could also meet the criteria defined in the list
of items, materials, equipment, goods and technology related to ballistic missile programmes
(S/2012/947), whose export and import by the Democratic People’s Republic of Korea are prohibited.
See in particular the Category II, Item 9 of S/2012/947 covering “instrumentation, navigation and
direction finding”.
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Figure4: SA-2 and SA-3 missile components

Source: Panel of Experts

7. The shipment also contained a radar antenna, labelled “P-19”, and its associated supporting components. The
instruction manual and certification report indicate that it is of Cuban manufacture (figure 5).

Figure5: P-19 radar and instruction manual

j{IEIIERRNEEEEEEE

Source: Panel of Experts

ii. MiG-21jet fightersand engines

8. Two MiG-21 jet fighters were also found in the containers. Both had been disassembled and the various parts had
been packed into several containers (figure 6). The tandem seating configuration and other features indicate that these are
MiG-21UM advanced jet trainers. These two jet fighters were shipped along with 15 MiG-21 engines and afterburners

(figure 6).
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Figure 6: MiG-21 fuselage, tails, wings and engines

Source: Panel of Experts

9. All identification markings and insignia of the Cuban Revolutionary Air Force had been removed from both MiG-21
aircraft; the Panel observed signs of overspray and scratch marks in places dedicated to original insignia (figure 7).

Figure 7: Comparison of Cuban Air Forceinsignia with that of the MiG-21 found onboard

Source: Panel of Experts

iii.  Ammunition and ammunition manufacturing related items
10. The shipment included 10 lots of shells casings (packed with samples of propelling charge but without primers) of

various diameters (57 to 152 mm) for various purposes (fragmentation, high explosive, armour piercing and or tracer).
Each lot contained between five and eight shell casings (figure 8).
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Figure 8: Ammunition boxes (left) and 57 mm fragmentation cartridges (right)

Source: Panel of Experts

11. Eight 73 mm rocket propelled projectiles (PG-9/PG-15 anti-tank and OG-9/0G-15 fragmentation projectiles) to be
fired with recoilless rifles, as well as a single PG-7VR round, a high explosive antitank tandem charge to penetrate
explosive reactive armour, were also in the shipment (figure 9). The Panel observed that the 73 mm rounds were packed
and shipped with at least the nose portion of the fuse in place.'"’

Figure9: 73 mm projectiles (left) and PG-7VR round (right)

Source: Panel of Experts

12. Further, the shipment contained (figure 10):
= A single box of 7.62 mm cartridges (440 rounds);
= A machine tool for loading shotgun cartridges (12 gauge calibre ammunition);
= Another machine tool for manufacturing 5.56 mm cartridges.

"17 " These projectiles use a Point Initiating, Base Detonating fuse which is composed of two elements.
The presence of the explosive portion of the fuse cannot be confirmed without disassembling the
projectiles.
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Figure 10: Ammunition manufacturing equipment and cartridges

Source: Panel of Experts

iv. Miscellaneousitems

13. The shipment also contained various other arms-related items (figure 11):
= A tank track section;
= Various parts for Soviet AO-18 30 mm rotary cannons (firing pin, ejection window, bolt, rings, piston);
= One pair of night vision binoculars;
= A search light that can be fitted on helicopters, fixed wing aircraft or maritime vessels;
= Various gauges (ampere and power meters, tachometer, comptometer).

Figure 11: Tank track section, night vision binoculars and gauges

Source: Panel of Experts

(b) Overall condition of the arms and related materiel

14. While the age of the items found in the shipment varied greatly, most appeared to have been well maintained. Records
accompanying a great deal of the equipment indicated or certified the equipment functioned in accordance with
specification or had been calibrated just prior to packing.

15. A large number of control and measurement instruments in the radar control stations carried stickers indicating that
they were calibrated as recently as 2012 (figure 12). The night vision binoculars’ documents indicated that their
conformity was certified less than one month before the shipment (figure 12). The P-19 radar antenna came with an
instruction manual and a complete certification report dated February 2012

(figure 12).
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Figure 12: Calibration stickers (dated 2012) and binoculars' certificate (dated June 2013)
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16. Further, some of the equipment was unused or still in its original packaging. For example, some missile components
were in their original delivery packaging and crates from the former Soviet Union (figure 4). The cable reels were also
new, still covered with the original wax paper. The generator sets associated to the radar were constituted of new
commercial Volvo Penta engines, coupled with Soviet-era electrical generators, acquired in 2010'"® and had yet to be
properly run-in (figure 13).

Figure 13: One of thetwo Volvo engines, tested but not yet run in

- - VOLVO
||- PENTA
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1ON RODE

RADADO

Source: Panel of Experts

'8 Panel confirmed date of purchase with Volvo.
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(c¢) Packing of the items

17. The care shown in handling of some items was inconsistent with the careless packaging and haphazard stowage of
others. Some of the items were carefully sealed, labelled and packed methodically with sufficient protective measures. The
MiG-21 engines, the missile components or the P-19 radar were protected with grease, sealed and/or encased in special
packing material (figures 5 and 14).

Figure 14: MiG-21 engine (left) and cables (right) well packaged

Source: Panel of Experts.

18. Other items were placed loosely in a container. The MiG fuselages and other parts, as well as the SA-2 and SA-3
launchers were poorly secured in the containers using wire and tires (figure 15), presenting a risk of breaking free and
being extensively damaged in rough seas.

Figure 15: L oose packaging observed in containers— MiG-21, Low Blow radar and SA-3 launcher

Source: UNODC.

19. The packaging of the various logbooks was also inconsistent. The logbooks of the missiles and related components
were packaged in plastic and placed in crates, just like the record books for the calibration instruments, but those for the
aircraft were placed in an old recycled cardboard box of “vegetable oil”

(figure 16).
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Figure 16: Poor packaging of MiG-21 logbooks

Source: Panel of Experts.

20. Further, some of the items had to be substantially altered to fit into the shipping containers. All hand and foot holds of
the SA-2 launchers and a significant portion of the SA-3 launchers’ base had been roughly cut-off using oxy-acetylene
torches (figure 17).

Figure 17: SA-2 and SA-3 partschopped off in order for launchersto fit into the containers

Source: Panel of Experts.

21. Korean markings and inscriptions found on packaging, logbooks and equipment (including those painted on the
aircraft) point to prior involvement of personnel from the Democratic People’s Republic of Korea with this equipment
(figure 18). The Cuban authorities confirmed that specialists from the Democratic People’s Republic of Korea had been in
Cuba in 2012 to assess the equipment and marked them for reference purposes. If these activities in Cuba were conducted
to provide services or assistance related to the provision, maintenance or use of such arms and related materiel, they would
also have been a violation of paragraph 8 (c) of resolution 1718 (2006) and paragraph 9 of resolution 1874 (2009), as
clarified by paragraph 7 of resolution 2094 (2013).

Figure 18: Examples of Korean writing on crates and equipment

Source: Panel of Experts
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22. Cuba explained to the Panel that original packing materials were no longer available given the age of much of the
equipment. Thus packing it for shipment posed significant challenges and Cuba had to resort to methods which other
countries might not. In this regard, they said this shipment was unlike any other they carried out in the past twenty years.

(d) Dangerous stowage practice

23. The loading of the arms and related materiel on-board the Chong Chon Gang was poorly conceived and executed and
did not comply with standards or best practices. The sugar bags placed on top caused considerable damage to the shipping
containers and trailers (figure 19). In addition, should the bags of sugar break, leakage of sugar into the equipment would
have caused damage. Sugar takes and retains moisture and creates treacle-like stickiness, which causes corrosion and
adhesion of impurities. It is also a serious risk to electronics in terms of moisture damage.

Figure 19: Damage caused to the containersand trailers

Source: Panel of Experts

24. More importantly, loading the sugar on top of the arms shipment placed at risk the ship, its crew and any other ships
or infrastructure in close proximity. An explosion of ammunition tamped down with sugar could have caused considerable
damage. The Chong Chon Gang has a history of fire-related deficiencies'' and no measures had been taken to allow
constant monitoring of the ammunition’s container or to flood the compartments in the event of a fire or heat build-up.
This is a clear indication that concealment took priority over appropriate safety precautions and potential risks to life,
shipping, and related infrastructure.

25. In addition to not submitting the requisite hazardous cargo declaration seven days prior to entering the Panama Canal,
the ammunition stowed on-board did not conform to regulations relating to dangerous goods. The International Maritime

119 A Port State Control inspection in Saudi Arabia in June 2010 noted several deficiencies regarding fire
detection and readiness of fire-fighting gear. Lloyds List Intelligence and Mediterranean MoU on
Port State Control.
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Organization (IMO) promulgated the International Maritime Dangerous Goods (IMDG) Code'* as a uniform
international code for the transport of dangerous goods by sea to supplement the International Convention for the Safety of
Life at Sea (SOLAS). It includes provisions for the classification, packing, marking, labelling, documentation and stowage
of dangerous goods. Similarly, the International Ammunition Technical Guidelines developed by the United Nations
Office for Disarmament Affairs, recommends that when ammunitions are transported by sea:'*!

a) Prior to the voyage the consignor of the ammunition should liaise with the master of the vessel to agree the
most appropriate location(s) for ammunition containers on the vessel stow plan.

b) Each transport movement of ammunition should be accompanied by cargo documentation/freight papers.
Hand-over/take-over protocols requiring signatures upon receipt should also be in place.

26. The Panel found no indications that such documents or protocols were established for the ammunition shipped
on-board the Chong Chon Gang. Further, Cuba indicated to the Panel that the decision on the location of the cargo was the
sole responsibility of the captain.

27. Cuba explained that the explosive elements of the ammunition had mostly been removed. All ammunition had been
placed in a separate container, and the rocket-propelled projectiles and 7.62 cartridges were in their original water-proof
packing.

(e) Inconsistencies and other considerations

28. In its 16 July statement and follow-up communications with the Committee and the Panel, the Cuban Ministry of
Foreign Affairs indicated that the arms and related materiel were being sent for evaluation, diagnosis, repair and/or
verification. Cuba said certain items in the consignment might not appear to require repair, but instead required assessment
to ensure continued effectiveness, or were past their proper period for repair.

29. The Panel was told this consignment was part of an agreement between Cuba and the Democratic People’s Republic
of Korea. Cuban authorities did not provide a copy of this agreement but indicated that it included a requirement “to
perform the diagnosis, repair, monitoring, physical and laboratory tests’” of the equipment in the consignment prior to the
costing for the work being agreed upon (the amount, conditions and form of compensation were to be agreed within a
period of up to six months after initial evaluation by Democratic People’s Republic of Korea technicians).

30. However, it is the Panel’s view that examining individually the items and their handling suggest that some, if not all,
of the consignment was not expected to be returned to Cuba:

= Some of these items are irreparable (the tank tracks, the AO-18 cannon parts, the shells casings, the rocket
propelled projectiles, 7.62 mm cartridges) or were not in immediate need of repair because their proper
functioning had been certified recently (the night vision binoculars, the control and measurement instruments) or
were unused and still in their original packaging. Their small quantity and variety, however, suggest these were
possibly a precursor to a larger order.

=  The packing of some of these items was clearly inconsistent with standards of care expected when items of value
are to be shipped for later return in respect of conservation of their condition.

= The alterations made to some of the items (SA-2 and SA-3 launchers) to fit them into standard shipping
containers are also not appropriate for items to be repaired and returned. Moreover, these items would have to
have the same alterations made for return via shipping containers.

120 The IMDG Code supplements the regulations contained in the International Convention for the
Safety of Life at Sea (SOLAS). Amendments to SOLAS chapter VII (Carriage of Dangerous Goods)
adopted in May 2002 make the IMDG Code mandatory from 1 January 2004.

121 Ynternational Ammunition Technical Guidelines on the transport of ammunition, IATG 08.10, dated 1
October 2011.
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=  The removal of all identification markings and insignia of the Cuban Revolutionary Air Force on the MiG-21 jet
fighters erased visible signs of Cuban ownership. This, in addition to the use of permanent ink on documents and
logs, and paint on equipment (as opposed to erasable materials or removable tags/ labels) suggest a change of
ownership.

= The Panel also considers it very unusual that a Statement of Work was not prepared prior to the consignment’s
departure because the consignor is left unable to make an estimate of costs versus affordability and benefits.

31. Some of the systems found in the containers could be cannibalised to provide spare parts to maintain its own aging
systems. In particular, the Democratic People’s Republic of Korea is known to be actively seeking MiG-21 aircraft and
engines.'” The presence of unused equipment and equipment still in its original packaging suggests the disposal of war
reserve stock being phased out of service or surplus to current needs.

32. Cuba explained to the Panel that it has close military ties with the Democratic People’s Republic of Korea. Both have
historically relied on Soviet-era weaponry to equip their armed forces, and the Democratic People’s Republic of Korea has
maintained maintenance and repair facilities and factories for many of these older-generation weapons systems, leading
Cuba to seek the assistance of a traditional ally with a capability to repair such equipment.

33. Cuban authorities indicated to the Panel that, despite close cooperative ties, there was no previous shipment of arms
and related materiel under this agreement or any other agreement from Cuba to the Democratic People’s Republic of
Korea. While the Panel cannot corroborate or refute this, it notes that the voyage of another Democratic People’s Republic
of Korea-flagged and -owned vessel to Cuba presents a very similar pattern to the recent voyage of the Chong Chon Gang.

34. On April 2012, the general cargo vessel O Un Chong Nyon Ho (IMO 8330815) operated by OMM,'* sailed directly
from Nampo to Cuba and back without any further calls in the region. After having stopped in Havana and Puerto Padre,
the O Un Chong Nyon Ho drifted for several weeks off northern Cuba before returning for three weeks to Havana. Its
Automatic Identification System was switched off (in violation of IMO requirements) during these three weeks, however,
effectively preventing determination of further ports’ calls, as in the case of the Chong Chon Gang.

2. Sugar

35. According to the cargo manifest dated 4 July, bagged raw sugar and spare polyethylene bags destined for Nampo
were the only cargos declared by the Chong Chon Gang. The raw sugar was divided into two consignments: the first bill
of lading was for 200,018 50-kg bags and the second for 10,001 50-kg bags. Both were dated 4 July, and the total gross
weight amounted to more than 10,500 tons.'**

122 See the Panel’s unpublished 2011 Final Report and 2012 Final Report (S/2012/422).

123 Equasis.

124 Its total estimated value is US$ 3,925 992 at $ 0.1696 per Ib (www.indexmundi.com). The
calculation is based upon a quantity of 10,500 tons; the Panel notes that a different total weight
of 10,229.064 tons was found in the loading report.
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36. Both consignments listed the same shipper, Cubazucar, and consignee, Korea Central Marketing & Trading
Corporation. Freight charges were payable as per the charter party.'” The ship’s agent, Consignataria Mambisa, had
been dealing with the OMM Vladivostok branch and on its invoices named the client as “Ocean Maritime Management —
Brasil”.'**  This points to involvement of a Brazil branch of OMM in this shipment.

37. Cuban authorities told the Panel that the sugar consignments were unrelated to the military consignment, and that the
sugar was only for domestic consumption. Authorities declined the Panel’s request for copies of the contract(s) on the
basis of a commercial confidentiality clause in the contract. According to Cuba, the consignment of sugar was bartered in
exchange for a shipment of hot rolled steel plates and locomotive wheels. The nominal ‘buyer’ of the sugar was Korean
Central Marketing and Trading Corporation. Cuban authorities did not supply key information for this company (such as
names of contacts, addresses, telephone or fax numbers) suggesting instead that the Panel should contact the Pyongyang
Chamber of Commerce for the details. The Panel could not locate any recent information on the company, but its research
findings indicate that it may possibly be now known as Korea General Marketing and Trading Company,'’ or that the
name might be being used as an alias.

38. The Panel cannot conclusively confirm the sugar consignment was unrelated to shipment of arms and related materiel.
It finds it plausible that, though physically linked, the two cargos are not contractually linked. The Panel calculates that the
estimated value of the sugar, US $3.8 million, is comparable to the combined value of the hot rolled steel and locomotive
wheels delivered by the Chong Chon Gang, US $3.7 million.'”® This comparison excludes the springs and other
unknown items for which the Panel has no basis to construct a complete estimated value.

125 Confirmed by the representative for Cubazucar during consultations in Havana.

126 The Panel had access to invoices issued by the Puerto Padre agency of Consignataria Mambisa dated
30 June and 5 July.

'27 The most recent record found by the Panel about Korean Central Marketing and Trading
Corporation is dated 2005. According to this information, this entity was a state institution
under the Ministry of Foreign Trade which controlled a market in Unha-dong, Pothonggang
District, Pyongyang and promoted joint ventures (see “Korean Central Marketing and Trading
Corporation”, KCNA, 13 December 2005). A more recent publication, Foreign Trade of the
DPRK (issue No. 3, 2008) contained reference to a company named Korea General Marketing
and Trading Corporation (Unha-dong, Pothonggang, Democratic People’s Republic of Korea;
Tel +850-2-3815926 and Fax +850-2-3815827; email: kftc@co.chesin.com). Considering the
similar names and lines of business, the Panel believes it likely that General Marketing is an
alias for Central Marketing.

128 The value of the hot rolled steel, if new, could be around US$ 3.66 million (5,341 tons with a
July 2013 price at US$ 673 per ton) and the value of the locomotive wheels at US $36,000
(12 units valued at US §$ 3,000 each). The calculation is based on figures from
www.steelonthenet.com and alibaba.com.

14-23226 (C) 81/125



GC1/28

() 9zeee-v1

Annex I X

“Secret” instructions given to the captain concerning the arms and related
material consignment
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Annex X
Unofficial trandation of the “secret” instructions

Dear Captain of Chong Chon Gang (Secret),
Greetings!

Believing that it must be hard to make such a long voyage, I wish you organize everything well until arriving at Cuba
safely.

While you must have already received sailing instruction, I am giving you additional instructions regarding the
additional cargo from Cuba to homeland as follow. The instructions should be known only to the Captain, Political
Secretary and Security Officer. Five days before arriving at Havana, please inform the Deputy Captain so that he
could make a [loading] PLAN.

After unloading in Havana, load the 26 20-foot containers. Load the containers first and load the 10,000 tons of sugar
(at the next Port) over them so that the containers cannot be seen.

When you send communication in this regard, use the following description:
Container — Mechanical parts

Number — number of boxes

For example <loaded 26 boxes of mechanical parts>

While you do not need to send a daily report on this shipment of containers, if necessary, report as described above.
In principle, the containers will not be declared to Customs in Panama. However, if it is required for you to do so, you will

receive a message < Payment arranged for 26K in Panama > which you shall understand as having to declare the
containers in Panama.

/If you need to make a declaration, do as follows:
Shipper - Metal Co, Havana

Notify - Ferrous Export and Import Co
Consignee - To Order

Cargo — Generators

\Quantity — 26 package / 127 tons

False
Declaration

I will leave it up to you regarding the other matters on the declaration such as B/L and Manifest.

If the containers should not be declared to customs in Panama, you will receive a message < Payment was not arranged for
26K in Panama > which you shall understand as not declaring the containers.

I wish you a safe voyage.
Salute,

(PS) Please confirm to Headquarters that you have received and understood these instructions by submitting the following
message < Instruction on the payment in Panama >

Source: Panel of Experts
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Communications from Chong Chon Gang to OMM referencing “26 boxes’ (top left) and
loading of containers and trailers (top right) and their unofficial transation
(bottom left and right)
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To: OCRU | To: OCKP
CC: OCKP CC: OCRU

From: Chong Chon Gang
1800 LT (2200 UTC) 11 June

From: Chong Chon Gang
0800 LT (1200 UTC) 21 June

Today failed to establish contact with agent via VHF various times.
Request to contact the Counsellor Cffice as soon as possible and find out
how the person in charge of 26 boxes would organize the plan of the
vessel’s port-entry.

No response from the agent to our message at 08:00 LT [fiocal time].

The person in charge of the 26 boxes tcld us that he would locate the
vessel while drifting via VHF once the loading/port-entry is arranged. RGDS
But there has been no contact yet.

- 24hrs: 20 pes out of TTL of 31 pes were loaded.
- CONS [fuel consumption report, etc.j

- ROB [remaining onboard report fuel, etc]

- ETCL: PM today [estimated time of completion]:
- BETD: AM 22 June [estimated time of departure]

OCKP — Ocean Maritime Management Company Korea Pyongyang
OCRU - Ocean Maritime Management Company Russia
Source: Panamanian authorities (unofficial translation by Panel of Experts)




(D) 9zzeTvi

SC1/S8

Annex XI|I

Message from OMM regarding transportation fee for an “additional cargo of
200 tons’

L34 VB Anim W} M%ﬂ %@%WWW,
%ﬁ’ﬁjﬁ— ?éﬂ)’b/%@%ﬂ/ Mo wn G, AR MFe [ BT de)
e Woarh L RAS e, B L Wemy mufal i mbe.
Ak %%”%M/W Dkl tnf damn - @b YN en| (REFRANA G ,/g/%a

BTRATOR CEAT S049991E2455008 24—~JLUN-H013 0& 3819 #HEO0850

Lisy ?/”""Eo/% a2 Zprrmis.

From: ooeanmm@silibank..net.kp o
Date: Ob/BA/ROLE 0630114 AV B|#5% Anbpir “%‘:ﬁ’ﬂww¢
i 8 O e e e B S s 3 ——————— - 2l oM A %7“2/2{ 9,#;’) qu,g }Ulﬂfrj

TR MV oG
Fr DUEAN g

From: Ocean
(OMM head office, Pyonyang)

e E A
EY e qﬂ%;ﬂﬂﬁﬂfﬁW%ﬁ

MUMBEN GUANEBYED IENBHODAGHI BEMTD 3

~BEMUEN MAZ GEMSL VR,
LPYO HARBT BARGM.,
AEERNT O NOR ZEICHUL /ZERSU HOARIN BADSBO HMaI Il 2O, TALLY HEFDORT DRAIZO/AZ
BUFYO HAMYE CHULMANE ZEN FIMAL TALLY REFORT, MAR;B/. RBIALEELUE ZENBHIASHT HA
G BARAM .

~BERNEEEN ELIN YONGSEKZIU BUDAM EURD QHDPH EHHNE [z3a] HHMYE YODRU BOTHYEN 241 25X
ZLINEET  OZARNG ARETIRISESS T B T RO G = BaRAM .

~CHLIGSA HDAMUL. 2OOTORN UNMIM EUL. P MO ZEGRIB HHBE[
GUIHANE HU CAZH RD IBGEUM GIHIEI BARAM.

ST =4 203 R T HriMLmL Bl ikl Ll SO RALMYAE Z30rT . ILDAME 2MT
HOBT HAMEES EURDG DOIM. '
BIRELM ZELYAE EUL CHOIDATRD M

_L'aM =

C}

IELIAT BERAM.

REDE

“Transportation fee for the additional cargo of 200 tons will be
transferred to K2. Deposit in cash after setting off for sailing.”

Source: Panamanian authorities
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Annex XI11
Application for payment submitted by Chinpo Shipping
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Company on behalf of OMM Russia
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Annex XIV

Communication between Ocean Maritime M anagement Company
Russia (OCRU) and the shipping agent in Panama falsely stating
that the ship was only carrying sugar (top) and showing that

OCRU knew of the need to declare all containers (bottom)

RleHshipping Agent

Fm: Ocen Ru

Re: MV CCG - transit Pancanal

Pls revert us best proforma d/a and any needed doc

From: ! [ Ocean Russia D <oceanvid@gmail.com> ]
Sent: . Wednesday, July 03, 2013 12:05 AM

To: 7 _. Operations

Subject: 5 " . RE: Materials for MV Chong Chon Gang

Kindly be informed that MV Chong Chon Gang wud arrive at Pancanal by 10" Jul.
uments for this vsl on transit purpose.

[ Vsl will arrive there with bgd sugar Idd at Cuba.

T

Local supplier will contact with you directly.

Brgds
Han

Meantime, Owners had arrange bunkering of this vs| thru their channel at Pancanal.

Te: Ocenn Russia D; Operations
Subject: RE: MV CHONG CHON GANG - ETA AND DOX

Good day Captain,

e

Kindly notice that derrating certificate i expired and please confirm of you will renewal same before arrive Panama or

[s!-::nrd size (20, 40), type (general or specialized), weight [cannot ex

Regarding containers declare on the cargo declaration form, the fo lowing information i requine: Container number,

ceed 35 MT), size type (HC or 5TD)

]

Please confirm your ETA Panama Canal

Best regards,

OCRU - Ocean Maritime Management Company Russia

Source: Panamanian authorities

14-23226 (C)
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Annex XV

False declaration submitted to the Panama Canal authority
via thelocal shipping agent

FRECUENCY IN PANAMA CANAL

TOTAL VISITS: 2
DETAIL FRECUEMNCY
ARRIVAL LOCATION
BALBOA
CRISTOBAL

PORTS DECLARATION

ETA

30-MAY-2013  10:00
05-AG0-2008 11:00

ARRIVAL DATE/TIME

PREVIOUS PORTS SECURITY INFORMATION

I0-MAY-2083 02:13
05-AG0-2008 12:05

PORT NAME COUNTRY DEPART DATE MARSEC LEVEL
DALLAN CHINA 22-NON-2012 LEVEL 1
KOIONG KOREA ([SOUTH]) 16-DEC-2012 LEVEL 1
CHOMRGHN KOREA ([DEMOCRA)  17-JAN-2013 LEVEL 1
ZHENRANG CHINA ZA-LAN-2013 LEVEL 1
CHONGIIN KOREA [DEMOCRA)  25-MAR-2013 LEVEL 1
HUNGNAM KOREA (DEMOCRA.)  0B-APR-2013 LEVEL 1
,MMLMJ_M

VOSTOCHNIY, PORT ALISSLA, 17-APR-2013 LEVEL 1
HABANA CUBA 22-1UN-2013 LEVEL 1
PUERTO PADRE CUBA 06-IUL-2013 LEVEL 1
NEXT PORT OF DESTINATION
PORT: MAMPO COUNTRY: KOREA [DEMOCRA, |
CARGO DECLARATION
PRECAUTONARY DESIGNATOR (PDE: N

Reference DRAFT: TFW TSW

FORWARD 28/07 28/07
to Port AFT 29/09 29/09

Mariel was

omitted. DETAIL CARGO DECLARATION
T o e p———
METRIC TOMS: e
UN M. Only sugar was
Mol 0 L= declared

PROPER SHIFFING NAME/ BC NAME:

CONTAINED AS:
RENUARK:

CANE 5UGAR (RAW SUGAR)

88/125
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Annex XVI
Cargo manifest submitted to Panamanian authorities falsely
stating that Chong Chon Gang's only car go was sugar

IMO-CARGD DECLARATION

PUERTD PADRE, CLBA

_RITGNGIL ) NAMPHD PORT

n.r‘-" = WV "CHONG CHON GANG™
' 91737
_'rll'h"?F

DPR KOREA

TWO HUNDRED THOUSAND EIGHTEEN BAGS OF CUBAN RawW
SUGAR OF THE 20373 CROF PACHKED IN POLYTHENE
LINED PFOLYPROPYLENE BAGS OF ABOUT 30 KG NET EACH
50 KG HET EACH

BiL Kol

TWE THOUSARND EMPTY POLYETHYLENE SPARE HAGS FREE
OF CHARGE
2000 EMPTY BAGS

WEIGHING METRIC TONS
GROSS: 10.028 463
TaRE 8. d40
NET 10,000 022

BIL Mo, 7 TEM THOUSAND ONE BAGS OF CUBAN
RAW EUGAR OF THE 2012/201) CRCP PACKED IN

FOLYTHEME LINED POLYPROPYLENE
O3F ABCUT 50 KG NET EACH

Wont BAGS

INE HUNDRED EMPTY POLYETHYLEMNE SPARE BAGS FREE 0OF CHARGE
100 EMPTY BAGS

=1 WEIGHING METRIC TONS
CUBAZUCAR GROSS 500607

TARE ] _|?"-'|
NET: 500033

HOREA CENTRAL MARKETING "CLEAN ON BOARD"
B TRADNMG GO

CRATICH
FREMGHT PAYABLE AS PER CHARTER PARTY

BY CUSTOM FOR AND ON BEH&EFOE THE SHIF'S MASTER
SHIF'S AGENT

WE CERTIFY THAT THIS SARGO MAKIFEST CONTAIN l®

CURA JULY 4th . 03

Source: Panamanian authorities

14-23226 (C) 89/125
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Annex XVII

Bills of lading for the sugar consignments

E Paga 3
= 3 - EEL] Lt Ba Mo 1
fcuidiBAZUCAR ' BILL OF LADING
1O B USED WATH CHARTER Paj 1o
Fvforenca b
KOREA CENTRAL MARKETING & TRJ\DING] I COPY NON NEGOTIABLE
ATION
Ny adirs o

Tt of s
NAMPO PORT

UESTIN{LEON: D.P.R. OF KOREA

TWO HUNDRED THOUSAND EIGHTEEN BAGS OF CUBAN RAW
SUGAR OF THE 201272013 CROP PACKED IN POLYTHENE
LINED POLYPROPYLENE BAGS OF ABOUT 50 KG NET EACH

200 018 BAGS

TWO THOUSAND EMPTY POLYETHYLENE SPARE BAGS FREE OF CHARGE

2000 EMPTY BAGS

WEIGHING METRIC TONS
GROSS: 10,028.462
TARE: 25.440
NET: 10,000.022

" Gl et

Page 2
CODE NAME "CONGENBILL® EDITION 1884 mino 2
T BILL OF LADING
CUBMUC'“R T BF LISE D WITH CHANTUR-PARTIES
stores s
[ ] o

KOREA CENTRAL MARKETING & TRADING
CORPORATION

R = R R —
MV “CHONG CHON GANG"  PUERTO PADRE, CUBA

" For o Gechage

NAMPO PORT
Sppers dumcnelon of goads

COPY NON NEGOTIABLE

DESTINATION: D.P.R. OF KOREA

G e

TEN THOUSAND ONE BAGS OF CUBAN RAW SUGAR OF
THE 2012/2013 CROP PACKED IN POLYTHENE LINED
POLYPROPYLENE BAGS OF ABOUT 50 KG NET EACH

10001 BAGS

HUNDRED EMPTY POLYETHYLENE SPARE BAGS FREE OF CHARGE

100 EMPTY BAGS

“CLEAN ON BOARD"

"FREIGHT PAYABLE AS PER CHARTER PARTY"

ol whach

Frmghi poryable & par
CHARTER-PARTY dalad

FREHGHT ADVANGE
Received on account of freight

Time used for loading dnys

15 Prwted and sckd by
Wisnarty & Gorpany Limeiod, 1206 Aysstiuy Suie
srdon ECIROEL

ondeck at Shipper's isk tha Canne:
g roaganaibie o koss damage howsoever ansng)

WEIGHING METRIC TONS
GROSS: 500.602
TARE: 1.420
NET: 500.033

SHIPPED ot ihe Port ol Loading m appared good oeder

canditlon on board the Vessel fos casriage 1o e |
o Dischage o 30 mesr therels aa sho may saloly gal B goods spec
e +

| wieight, measure, quelity. quanity, condiSon, confents and vikie ko

ll N OWITNESS whereo! the Master o Ageni of tho sald Vessel Pas sig
the namber of Bils of Lading wdcated bolow ol of this lonor and d
ooy one o wheh bomg aocomgished e olhers shab be voll
POR CORDIVIONS OF CARRIAGE SEE OVERLEAF

. hhours

“RECEIVED ON BOARD" R
F Vi sed die s PUERTO PADRE
2013,

“CLEAN ON BOARD"

“FREIGHT PAYABLE AS PER CHARTER PARTY"

ol which

Fresht payanie as per
CHARTER-PARTY daled

1T ADVANGE
d en sccount of frosghl

Timo used lor ioading days _____ heurs

| Treight payable o
i

CUBA, JULY 4™
Wumber al caagumall Hall | 5 s

| THREE (

AP RI__‘I'.GNGE

MR 3 )

WMASTER!

Chongchongang Shipping Co., Ltd.

THREE (3)

]'m..-u.- of @riginat Bl
|
H

o) GECk A SROPLCS Mk, the Camer rot
g

SHIPPED ® the Pord ol Losdng in apparent good orer
condilion on board the Vessel for corage to the |
of Dischargs of so near fhsele 35 shs may safly gel the goods spec
above
Wioight. measune, qualily, quaniity, condbion, cortents and walue unkng
IN WATNESS whoreof the Master or Agent of Iha sasd Vessel has sig
ihe mamber Of BES O LaBN) TRCHd DEIOw AF O Inis Wnor and o
any one o which being accomplisked Ihe olhers shal be vod.
FOR CONDITIONS OF CARRIAGE SEE OVERLEAF

“RECEIVED ON BOARD" o )
P o s o amom PUERTO PADRE
CUBA, JULY 4™, 2013,

Sigmabre

: BAYRULA S S
%'.I ey

LVTIVT0C/S
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Annex XVIII

Communication conveying letter of protest from OMM for
Panamanian authorities stating that Chong Chon Gang was
only carrying sugar

STRATOS CSAT 804999123456008 11-JUL-2013 19:15:53 384982

From: oceanmm@silibank.net . bo
Date: 07/11/2013 07:15:82 fPH

Subject: MV CHONG CHON safa  FTOM: Ocean (OMM head office,
TO #MY CHONG CHON GAl Pyonyang)

T OCEAN RUSE

Fi OCEAN

GINGEUE 1

AGENT ROBUTE SUSA DANGEUG I ZACHEIRD BAI REUL CRYSTOBAL FIER RD IRAG SIKI

EISSDAED HANDAGD HAM.

GBANGIELI RO GGEULEBED GAZI MOS HADDROG ANCHOR TUMYD REUL DEUNDEUNHI HALGES.
~BAI MEUN RBAT EI SILRIN SBATANG GARU 10200TOM EWUN ENEL GAIBYELZEG HOISS EL
SAMBER ZEG HODAMUL I AMIRA KOREA-CUBA EUIZENMGZIO HOAMUL IGI DDAIMUNEI ZO0SE
ZENGEL OA CUBA ZENGBU EUI HABBERBIEG SEUNGIN EBRSINEUN GEU EDDEN GYENGL EI

0 BAI ZACHEIRO HASEW HALSU EBSDAMEUMEES EUL OANGANE HAGBEYI ZUZANG HAMYE HA
EN EUL BANDAI HALGES.

HAMPYEN BAI REUL CHULHAMG BIKIGI UIHAI HAIDANG GIGDAN DEUL EISE GAGBEANG E
RO MORYEG HAGD ISSEUM EUL CHAMBD BARAHM.

-~DCEAN RUSEIA NELN DAEUM EUI DAMBOSE REUL HAIDANG GIG0AN DEUL EI ZEMDAL F

MYE BAI NEUN PANAMA DANGEUE I DAMBOSE EI SEMYENG HAYE BONSA EI BOMNAI DASE

AMELUM HOABIN I ISSEUL DDAT GEAZI BAT EULD BUDL GANGBZEI CHAGEL REUL HEYONG

AZT MALGES.

THOPAFEIEIS RIS T VORI 71l @30 LT 6k L EAST T e e

e
NENGHMUN CHAMGD BARAM.

Falsely declaresthat ship isonly carrying
10,200 tons [of sugar] loaded in Padre

Frosecution)

Letter of Protest

To FPanama Authorities (Dr
To Fanama CTanal Authorities
To C B Fenton 8.4

To all concerned parties

FMAY Chong Chon Gang, under owgles
D.F.R.Korea Flag airrived a

ip of Chongchongang Bhipping Co..lLtd and
Lristobal on 9th July for transit of FPanama

Canal with cargo of 10800 nel
uwenrto Padre, Cuba.

metric tons which were shipped on board gt F

After transit inspection at 2830hours local time, her scheduled canal tran
sit was cancelled by the Panama Canal Authority alleging that the vessel
is now under suspicion of drugs present on board and we regard it regretfuo
1 and protest about vour action.

In the slim assumption of presence of the drugse on board and without the p
resefitation of justifiable reasons, some 35 avmymen got on board, confinec
all the crew in deck wcabin and searched the vessel from deck to the cargc
holds .

During their forced search, they stabbed with the stick and shifted the c
argo bags causing damage and loss to the cargo for which we are now claime
d by the charterer and the delay of the transit brings about on the huge c
laims due to late deliveries.

Source: Panamanian authorities

14-23226 (C)
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Annex X1 X
Correspondence from OMM to the Panel dated 12 December 2013

Frrom: Ocean Russia <occeanvidi@g

Tao: morales5@un.org, First response to the Panel’s initial
Cec: udeniEun. ong

Date: DE/01/2014 23:04 letter dated 12 December 2013
Subject Raply to the Letter of Enguiny

\

Dear Sirs, Good day!

Please kindly deliver our I:l*luw reply to the concemed party who gave us a lerlJ}r of enquiry on
December 12, 2013,

¥ our gquestion 1;

- The relationship between yourselves and the Chong Chon (ang . For instance, are you the
owner, operator or charterer of the vessel?

- The relationship between yourselves and Chongchongang Shipping Co., Lid.

- The nature of your company. For instance, who owns your company; where are its
headquarters; what 15 1ts main business; who are 1ts chief officers; what are its contact details

Chur answer 1;

We are only assisting external negofiations of Ocean Mantime Management Co. ltd which 1s
in charge of operation and management of M/V Chong Chen Gang under the ship
management confract with its owners “Chongchongang Shipping Co. Ltd™.

92/125 14-23226 (C)
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The head office is in Pyongyang, and its main scope of business ineludes ship operation and
management, ship repair in Eyongnam Ship Repair Yard, and crew training in the seafarers
training centre.

Your question 2:
- The relationship between yourselves and Chinpo Shipping Co Pre Ltd.

Or answer 2;

Chinpo Shipping Co Pte Ltd ( our shup agent in Singapore) 15 only one of the ship agents who
15 appointed to attend our vessels whenever any of them calls in Singapore.

Your question 3:
- ¥ our understanding regarding the cargo on the Cheng Chon Gang . For instance, who bears

responsibility for this undeclared shipment of arms and related materiel; who were the
consignors and consigness of these arms and related materiel?

Chur answer 3:

We have to make it very clear that the head office did not give any instmction to lead other
cargo than sugar, nor was aware there ever existed such instmuction. The head office only
instructed the vessel to carry rolled steel plates, rolling stocks and other accessonies for
railway sector to Cuba from Korea and sugar vice versa and consequently is not in a position
to give any reply to the Cuban cargo which was said to have been shipped for repair.

Your gquestion 4;

- Can you advise the Panel on the following aspects which were revealed duning the course of
the investigation:

- The containers, their contents and the six trailers stowed under the sugar were not
declared.

- Mo documents for this consignment were provided.

- The ammunition was not declared as hazardous cargo.

14-23226 (C)
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- Communications between yourself and the ship contained the following
instructions:

o Conceal the containers beneath the sugar carge

o Make reports using the desemphion * mechanical paris

o Do not declare the cargo unless instrmeted to

o Prepare a false declaration using the cargo desenption “generators ™

o Indicate the shipper as Metalcuba

Our answer 4

It is beyond our comprehension that our commumnication with the MV Chong Chon Gang
contained mstructions allegedly Listed in your letter.

We never gave such instruction, and it 15 a common knowledge that ouwr company could not
give any mstruction of such nature.

Panamamian authontes are openly revealing their ntention of confiscating the sugar alleging
1t was “used to hnde”™ something. We have to point out 1t 1s rather improper behavior lacking
the common sense, as sugar was not loaded wath a ntention of huding something The sugar
was loaded as goods of annual import from Cuba under the nommal trade protocol. and not as
a matenal to “lude” Cuban mulrtary hardware.

The sugar is one of the matenals essential for our people’s living and 15 a cargo of
humanitanan nature that we are entitled to retrieve by all means.

You may denive correct concept of the sugar from the cargo declarations submitted by our
vessels transiting the Panama Canal every vear.

We would highly appreciate if the provided information could assist you to understand the fact
that we have no relation to the Cuban military hardware found enboard M/V Chong Chon Gang.

Best regards/ OMM Viadivostok

94/125

14-23226 (C)



(D) 9zTeTvi

GC1/S6

Annex XX

Documents showing financial transactions conducted by Democratic People's
Republic of Korea embassy personnel in Cuba (top left and right), and their
unofficial trandation (bottom left and right)

i3 d+3

.
nu) A A5 Fa e AR 2000 2434
0.2 19,000, 00(F el 2FT-LAIUSDS & Ayl dd
ol gk e

| e 5

24 102(2013)% 64 10

[ gl Y

Cash Receipt
I confirm the receipt of 12,000 [figure in Korean] US$ in
cash from commercial counsellor of the Embassy in Cuba for
the transportation fee of 200 tons of sugar.

[Maritime Management Bureaul<< Chong Chon Gang>>,
Capraim: Rt Yong 11
Juche 102 (2013), June 10
[ Chongchongang Shipping Co. Ltd. seal]

Source: Panamanian authorities (unofficial translation by Panel of Experts)

F v 7 ] )
T2 el / ‘ghf 0/L }[(()
L& L.'-'L-M——‘]‘.

Pt cuesty cod Gamily

P6: DIA
Gy Wesk wie DA% A%h sy ,Zia%«ﬂq__.
M PHattris B tmand, g whden, Ve
NGivie OWNBRAe | Wesk wy  Dla% Snvbie. LR~
Te ee kP 5301,
it Bk 408 (20,2043

To: OCRU
Cc: OCKP
From: Chong Chon Gang

RE: D/A [disbursement account]

[Date] July/5 [2013] [Time:] 01:45

Commercial counsellor said that he signed a guarantee that D/A* will be
paid in one week and confirmed the vessel would start sailing upon
finishing the loading. The Counsellor requested the owner to reimburse the
D/A in one week.

To OCKP
We received one pouch from the Embassy to the Homeland.

RGDS

*D/A: Disbursement Account (to the ship’s agent)

LYTIVT02/S
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Annex XXI

Captain’s list of contacts referencing “26 boxes’, embassy

and Cuban military personnel

Port of loading
for arms &
related materiel

—

Marrel pe

a }’g ale. @aﬁpﬂméiﬂ At ancae A

I Agent I

]

[ “Counsdllor”

L“ 26 boxes’ %C}amilitarv person’
) zef gpit T b

g
__.d-:||'. 5 _d-.'l III"-’ﬁ_En‘r]I' E
SO Do el
“Secretary” ‘ \
N o e e e e e e e P

fih - of 385 @393 t2/cz8{c
Akt - 86 293 379/
I

96/125
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Source: Panamanian authorities
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Annex XXI|I

14-23226 (C)

Link between Tonghae Shipping Agency Pte. Ltd, Chinpo
Shipping Co. Ltd, and the Democratic People’s Republic of

K orea embassy in Singapore

sl 1¥J§h LTE}
EiiD

"GHAE‘ Sﬂ?fgﬂ**i‘i‘fé"" aad
m:o smpmmm £y 8

. K_I lia Hl '.}AE
KOHEA REER
HP: 9?31_ 71_1_9

About Countries International International ~  Media Consular Missions ©  Careers & Singapore

Home » Missions » Foreign Missions Accredited to Singapore » Mission Locator

Missions
» Singapore Missions Mission Locator

Overseas

There are 69 resident foreign High Commissions and Embassies, 41 foreign Consular posts and 11 International
Organisations in Singapore. In addition, more than 40 non-resident foreign High Commissioners and Ambassadors
are accredited to Singapore.

» Foreign Missions
Accredited to Singapore

Have a Good Trip 7@ Singapore Government
> eRegister Inkegrity = Service = Excellence
» Travel Notices
MINISTRY OF FOREIGN AFFAIRS > Passport/ Visa Info Go
kbl i, hbacst il Home | Contact | Feedback | FAQ | Ussul Links

MFA & Regions Organisations & Initiatives Issues Centre Information Scholarships Cooperation Programme

Korea, Democratic People's Republic of

Embassy of the Democratic People's Republic of Korea

Diplomatic Relations est;

Chancery 7500 Beach Road
#09-320 The Plaza

Telephone 6440 3498

Fax 6348 2026

E-mail embdprk@singnzt.com.sg

Office Hours Mon - Fri

9.00 am - 12 noon

2.00 pm - 6.00 pm

National Day The Day of Founding of the Democratic People's Republic of Korea
09 September

Trade Section
Address 7500 Beach Rozd, #09-320 The Plaza

Singapore 199591
E-mail skmicom@singnet.com.sg

Source: Ministry of Foreign Affairs of Singapore (www.mfa.gov.sg)
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Annex XXIII

Official registrations of businesses co-located with the Democratic People's

Republic of Korea embassy in Singapore

Great Best Trading (Private)

LE

WHILST EVERY ENDEAVOR IS MADE TO ENSURE

ERROR OR OMISSION,

(PRIVATE) LIMITED (197000692R)
The Following Are The Brief Particulars of :
Registration No.

Company Name.

Former Name if any

Incorporation Date -

Company Type

Sitatus -
Status Date

Activties (1) :
Description :
Activities (1l)-

Description :

Capital

Issued Share Capital *
(AMOUNT)

Number of shares. Curreng

240200.00 2402 | SINGAS

* Number of Shares includes number of Treasury Shares

Paid-Up Capital Mumber of shares  Curren
(AMOUNT)
24020000 SINGAS

Number Of Shares Currency

Corporate Compliance and Financial Profile of CHINPO SHIPPING COMPANY

AUTHORITY DISCLANMS ANY LIABILITY FOR ANY DAMAGE OR LOSS THAT MAY BE CAUSED AS A RESULT OF ANY

Tonghae Shipping Agency

ILE

COMPANY HAS THE FOLLOWING ORDINARY SHARES HELD AS TREASURY SHARES

Registered Office Address :

:|75004 BEACH ROAD

#08-320
THE PLAZA
SINGAPCRE (122501)

Date of Address

[0Dsitesa

RRES HELD AS TREASURY SHARES

: T500A BEACH ROAD
#00-320
THE FLAZA

(12121

Chlnpo Shlpplng Company (Prlvate) MADE TO ENSURE THAT INFORMATION PROVIDED IS UPDATED & CORRECT. THE
JABILITY FOR ANY DAMAGE OR LOSS THAT MAY BE CAUSED AS A RESULT OF ANY
THAT INFORMATION PROVIDED IS UPDATED & CORRECT. THE f GREAT BEST TRADING PTE LTD Date: 16/1202013
Date: 111212013 fulars of -
: 108T00824R
:|GREAT BEST TRADING PTELTD
:|187000822R
: CHINPO SHIPPING COMPANY (PRIVATE) LIMITED
: 177031287
: LIMITED EXEMPT PRIVATE COMPANY
:|11/08/1270
: Live Company
:|LIMITED EXEMPT PRIVATE COMPANY
< 17031887
- |Live Company
:[11/081970
: 46000
:[52222 : GENERAL WHOLESALE TRADE (INCLUDING GENERAL IMPORTERS
AND EXPORTERS)
:|SHIP AGENCIES & SHIP CHANDLERS
;5
:|48000
:|GENERAL WHOLESALE TRADE (INCLUDING GENERAL IMPORTERS ¢ HIPPING AGENCIES (FREIGHT)
AND EXPORTERS)
Bncy Share Type
- 7500A BEACH ROAD
[NGAPORE, DOLLARS ORDINARY
PORE, DOLLARS #09-320
THE PLAZA ares
e Share Ty
= SINGAPORE (199591) == e
FORE. DOLLARS ORDINARY SINGAPORE, DOLLARS ORDINARY

NDEAVOR 1S MADE TO ENSURE THAT INFORMATION PROVIDED 1S

JON.

liance and Financial Profile of TONGHAE SHIPPING AGENCY
|ED (138403963C)

[Mhe Brief Particulars of
- 18B403953C

:|D6/11/1984

: LIMITED EXEMPT PRIVATE COMPANY
:|Live Company

:[06/11/1984

- 46800

:|52222
: SHIFPING AGENCIES

[AIMS ANY LIABILITY FOR ANY DAMAGE OR LOSS THAT MAY BE CAUSED AS A RESULT OF ANY

: TOMGHAE SHIPPING AGENCY (PRIVATE) LIMITED

:|GENERAL IMPORTERS AND EXPORTERS & COMMISEION AGENTS

UPDATED & CORRECT. THE

Date: 1111212013

pl* Number of shares Currency Share Type
150000 | SINGAPORE, DOLLARS ORDINARY
includes number of Treasury Shares
Number of shares Currency Share Type
SINGAPORE, DOLLARS ORDINARY
E FOLLOWING ORDINARY SHARES HELD AS TREASURY SHARES
Currency
7500A BEACH ROAD
dress ;| TS00A BEACH ROAD -
#00-321 % #09 321
T AL THE PLAZA
SINGAPORE (122501)
SINGAPORE (199591)

Source: Accounting and Corporate Regulatory Authority of Singapore (www.acra.gov.sg)
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Annex XXIV

Key management personnel and shareholders shared by Chinpo
Shipping, Tonghae Shipping Agency and Great Best Trading

Name Registered address | Chinpo Shipping | Tonghae Shipping Great Best
(Singaporean ID Company Agency (Private) | Trading (Private)
number) (Private) Limited Limited Limited"”
Lim Cheng Wah | 55 New Upper Changi Director Shareholder
(S00905251) Road, #22-1456, (since 30 April
Singapore (461055) 1993)
Lim Whay Yuan | 665A Jurong West Secretary Secretary
(S00157667) Street 64, #12-160, (since 10 July (since 10 July
Singapore (641665) 20006) 2006)
Ling Ai Kwong 9A Lorong G Telok Shareholder
(S0568928G) Kurau, Singapore
(426174)
Tan Bee Tin 434B Fernvale Road, Shareholder Shareholder
(S15485547) #19-238,  Singapore
(792434)
Tan Ee Hong 506 Serangoon North | Director (since 25 Shareholder Shareholder
(S1637681G) Avenue 4, #06-422, July 1992) and
Singapore (550506) shareholder
Tan Hui Tin 2 Kitchener Link, Shareholder Director (since 21 Shareholder
(S15724967) #28-05, City Square | (since 22 August October 1996) and
Residences, Singapore 2012) shareholder
(207229)
Tan Tiak Cheng | 9A Lorong G Telok Director Director (since 5 Shareholder
@ Tan Cheng | Kurau, Singapore | (since 9 December May 2001) and
Hoe (426174) 1999) shareholder
(S0300102D)
Tan Ting Ting 9A Lorong G Telok Shareholder Shareholder
(S21829967) Kurau, Singapore
(426174)

Source: Panel of Experts, based on official registrations obtained from the Accounting and Corporate Regulatory Authority of Singapore

(Www.acra.gov.sg)

17 Official registration of Great Best Trading Pte., Ltd., does not name the manager(s) of the company.

14-23226 (C)
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Annex XXV
Sowage plan, which does not reflect presence of containers

SATHIFD T LM N
PRESTOWAGE PLAN
VESSELS MAME: OHONG CHON GANG WO AGE Mo 208 LOADING PORT FUERTO PADRE
CARIGD MAME: BAGG e s e DISCHARGING PORT: TO ORDER
MUMBER OF ORANE: 4Pgs, CAPAGITY: STana
T No.2 Hod | Had ___Has o0 TOTAL
Mateh | Figa | Mitona| hgs | Mitons | Phgs | Mitons | Phgs | Mitens | Phgs | Mtons | Phgs | Mitons | Prgs | Mitens
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Stowage plan reflecting actual content of the cargo
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Source: Panamanian authorities
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Annex XXVI

14-23226 (C)

Letter from captain requesting contact be made with owner

and owner’ s oper ating company

To. PANAMA AUTHORITY
ce AL CoNCEREM ED PARTIES

REQUEST

cRuUIRE To CaVTACT
MacTeR  pap cRev/ RER
T OwWNEK o7 CHoNG CHoN GNG CHIFP M5
CompAKY 4 THE {Dqujﬂfué D.P.R. KoKz
AUD OWNER e a,&gzz/,wws CompAN Y 14
VLADbIVOSToK — RULsS1A /N 0{&"5&'1‘&.7’ BY

e 7 [l
(AN ":UU{ ToTd =

MACTER. > CREW WANT T2
co- @/DWTIWU )
/o/{p/\/& NUMB

’

)/a UR. — (CAHO

s NS FoOLLO wg e

oy
"f, o~ A AT /A4

MR— HAN .

po T 4232~ 74‘9 267
ME 232 J03 208

%‘I’é’f_ MV . NG A Gans
oL . AL . >e)3

Source: Panamanian authorities
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Annex XXVII

L oading check sheet possessed by captain identifying holds where containers and
trailers would be placed, size of containers and labelling trailers belonging to

surface-to-air missile systems (Volga and Pechora)

6 g el |
Vi 7 | pb  sunoed L
wWs |8 8263063 L |
vl o |4 sussis p | 2
Qo |0 eosee1y . |
1 | 1699039 )
u [ f emmlyf
[E R

imzmety AEA
15 | BB ERHC1L2,3456)

| 4210808 K

SEM 4001997 L |
T I/ vitor N P

o 412400 [

' 4401925 |

b B09M087 V.

40" AR, & A3 5

3 1 ONAE
,T (3 2aamasn _
S Ie aemas L |

40"

s WER |y |
g 2282770 )7 _{
£.3 - 224836 VT 0
g7 1518059 V'
| &L MO9S N R
gy 29
24 ot AR g, A6 —

No. Number Location Notes
T T51703-1

7 TST47473 Hold 1 20"
3 086693-3

7 243723-9

5 162604-8 Hold 2 40

6 457181-2

7 SIT106-4

8 826326-3

9 8TI85T-5

10 406646-1

TT 169903-9

12 469172-

13 <Vgfga>machine car Tunit
14 <PesQora> guidance car ¥ Hold 3 T unit
15 Parts LOHW 6 crates
16 421080-4 40

17 400199-7

18 472170-2

19 472240-0

20 444192-5

21 809409-7 —

22 57210,

23 284762-0

24 <Vo power supply car Hol T unit
75 <Volga> entified] car Tunit
pIo <V0Iga>m_—4 Tunit
27 <Pechora> power supply car Tunit
28 22427T7-0 20

29 2272463-6

30 T51805-9

3T IM-0T9

Summary:

20” cargo containers 58) crates (0)
40” cargo containers

16), (5) urgits of cars (various kinds)

Source: Panamanian authorities (unofficial translation by Panel of Experts
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Annex XXVIII

Patter ns of sanctions evasion

For sanctions measures to be implemented effectively, governments and the private sector (including international air
and maritime transportation companies, freight forwarders, banks and trading companies) need to understand the
circumvention techniques commonly used by the Democratic People’s Republic of Korea. Below is a summary of the
most common techniques observed by the Panel in its investigative work.'® The Panel believes that awareness of
these techniques and due diligence based on the principle of “know your customer” by both the governmental and
private sectors are essential to curb sanctions evasion.

Use of international shipping container system

2.

The Democratic People’s Republic of Korea relies on the use of sealed shipping containers for its illicit exports
utilizing the legitimate international container trade system as cover. It follows techniques pioneered by
drug-trafficking organizations that integrate their logistics operations within the global supply chain because those
techniques represent the most cost-effective way to circumvent well-resourced and coordinated surveillance.'® The
increasing volume of containers flowing daily through the system allows physical inspection of only a small
percentage of them. Equally, the growing number of freight forwarders, carriers and shipping lines provides
opportunities to embed illicit trade activities behind different layers of legitimate commercial entities.

In almost all cases investigated by the Panel, the Democratic People’s Republic of Korea transhipped illicit cargo on
vessels operated by large international shipping companies, via a neighbouring regional transhipment hub because
none of the mainstream shipping companies calls at ports in the Democratic People’s Republic of Korea.>® Long
distance maritime transportation involves a numbers of ports for transhipment or transit, permitting the use of indirect
shipping routes and multiple carriers and an opportunity to obscure a cargo’s origin. The Panel has reported such
evasion techniques several times (for example, see paragraph 61 of the Panel’s Final Report S/2010/571).

In particular, as shipping companies load containers on-board with scant information on the contents, it is easy to hide
the real nature of the goods, the real consignor and origin. Reputable shipping companies will carry containers despite
knowing almost nothing of what they contain.”' In this regard, the practice of handling the cargo under a “Said to
Contain” clause, which is widely used in container transportation contracts, poses a challenge for the implementation
of sanction measures.

In one instance, a European shipping company with an office in Pyongyang was used for arms shipment from the
Democratic People’s Republic of Korea to Iran in July 2009. They informed the Panel that they did not have the legal
capacity to open the containers and check their contents once the Democratic People’s Republic of Korea customer
had packed, sealed and cleared them through customs. The Panel found that the shipper, shipping agent, owners,
operators and carriers were not provided with correct information on the real nature of the goods.

18 See also paragraphs 98-102 of the 2012 Final Report (S/2012/422) and paragraphs 119-132 of
the 2011 Final Report.

19 Hugh Griffiths and Michael Jenks, “Maritime transport and destabilizing commodity flows,”

S PRI Policy Paper No. 32, January 2012.
20 Paragraph 95 of the 2012 Final Report (S/2012/422).
21 Paragraph 95 of the 2012 Final Report (S/2012/422)
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6. The Democratic People’s Republic of Korea is also actively using overseas-based front/offshore companies or
middlemen to arrange illicit shipments using legitimate trade systems. The Panel has noted that these actors attempt to
obscure their activities by using common contact information (for example, maintaining a number of associated
entities under the same registered person, address or contact numbers).

False declaration of cargo

7. The most common circumvention technique observed by the Panel is the use of false labels or misleading declarations
of cargo in shipping. In the Chong Chon Gang case interdicted in Panama July 2013, the Democratic People’s
Republic of Korea excluded the prohibited military cargo entirely from the manifest and there was no bill of lading

for it.

Table 1: False cargo declarations

False declaration of the items

Actual items seized

Datelyear of seizure

VIIN)

Construction material Ballistic missile-related items | October 2007

Generator parts Rocket fuses March 2008

Returning oil boring equipment Rocket fuses, TBG, etc. July 2009

(see figure 20.a.)

Spare parts of bulldozers Spare parts for tanks November 2009

Mechanical parts Conventional arms and | December 2009
munitions

Lead pipe (see figure 20.b.) Graphite cylinders (ballistic | May 2012
missile-related items)

Generator Military cargo (see annex | July 2013

Figure 20: False descriptions on bills of lading

a. False description of “RETURNING OIL, BORING MACHINE (SPARE PARTS)”

A OOENASAN TIAN Yote  gg72 (R Per ot Leas ALIAN, CHINA

ORIGINAL
= -SHAHID-RAJAEE SEZ - BANDAR-ABBAS SHAHID RAJAEE SEZ - BANDAR ABBAS e Detraten 1 s conts 20 5550

cumiginsr gasl Na | sortaime I —SHHR

st ERi
| or P

SAID TO CONTAIN

11 Bhacha & N, is.'- Ho.of |13 ;,-,;utru-m.g Derssigion el Guoads |14, Qecez Weiga bns | 15 Meamasmiet
R'SL | |

OAD, COUNT & SEAL
33850  KGS

[ 2276 PKGS
NIt ]

RETURNING OIL BORING MACHINE{SPARE PARTS]

10X20°'GP

%85 cBm
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b. False description of “LEAD PIPE”

S T COPY - NON NEGOTIABLE
L XINYAN TAL 0154 E FTIAMUN " : e .
"B Rost of hnbene 3 Fiigse o Debunty’ A1, o CReaes i g o ol i A
JLATTAKIA JLATTAKIA, SYRIA . LATTAKIA  SYRIA
Phsl ik bse, T Npat | Endat Mudagtn Oveepion ] Goads i dmosn ittt | G Saasiiterard
ooy st s, akers h A
SHIFPERS LOALD & COUNT B SEAL
_ i EN CASES KGS CBM
BSIU2536448 20GP/ 20693 LEAD PIFE 12,155.00 8.854
1X20GP _ .
FREIGHT PREPAID

Scant, false or altered information on consignor

8. The Panel has also noted that the Democratic People’s Republic of Korea conceals the identity of the entities or
individuals involved by providing false, or very limited, information in its shipping documents.** As shown in figure
21 below, the bill of lading only notes the name of the company without listing an address, contact person, telephone
or fax number. This lack of information can make it difficult to identify individuals and /or entities involved in a

consignment.

Figure 21: Descriptions of the consignor in the shipping documents

Page Two. -
Tu'!ACHINERY EXP. & IMP. CORP. DRAFT
“MACHINERY EXP. & IMP. CORP.” BILL OF LADING

D.G.E. CORPORATION
TEL:002427529847

" SAME AS CONSIGNEE

DELMAS

SERVICE : ASAF

22 In many cases, the shipping document provides only very limited information on the consignee as

well.
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R L
| SOLSONG SHIPPING CO., LTD
[“CHUNG SHENG TRADING COMPANY”
NG |BL Mo .
=§hipper - . .
[ oune sews TRiome cowemny |
Shipped on board the vessel named hereln In apperent good order and
. i goods
Consignes heveln and 1o be j ot the above mentionsd p s
SYRIAN ARAB REPUBLIC. MINISTRY OF LOCAL oo thertto s the vessel may safely ot and be always afloat.
ADKINISTRATION AND ENVIRONKENT. “ENVIRONKENTAL The weigh, o .y and vatus,
STUDIES CENTRE, ESC. TEL:00963~11-23180T1(1.2.3) pynp particutars fumished by the Shipper ara not checked by the Cartier
FAX:00963-11-6622309 on loadlng.the Shipper,Consignes and Holder of this BUl of lading
heraby by accepl to all printed,writitn of stamoed
- and canditions ofthls bii of lading lactuding those
Notify Party o lte back of the 8Il of Lading duly must b
L for goods or ¥
COMBLANT In witnass whorestthe Carrior of his Agants has signed bitls of
DLC. Lating all of this tenorznd date,onc of which being accomplished,the

9. The Panel has also observed a common practice in which a slightly different name of a known or designated entity is
used to conceal its identity (see paragraphs 147-150 of this report). Some aliases listed by the Committee show the use
of alternative English spellings of names translated from Korean. Slight changes such as this, or omissions or minor
spelling changes, have featured in a number of cases investigated by the Panel.

Physical concealment techniques

10. The Panel has also observed physical concealment measures commonly used to avoid the detection of illicit cargo
during routine physical inspections. Illicit cargo is often placed in larger crates or hidden behind false walls bearing
false labelling or misleading markings.

Figure 22: Physical concealment — multiple layers of packaging

0

A range of physical concealment methods were employed to intentionally obscure the arms and related materiel
underneath 200,000 sugar bags on board Chong Chon Gang in Panama 2013 as well as in other shipments from before
the imposition of sanctions (see paragraphs 69, 80 and 125 and figures XIII and XXII of this report). The significant
costs of such an inspection could easily discourage Member States from applying robust inspection on similar cargos.
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Annex XXIX

Definition of terms of beneficial owner, registered owner and
commercial owner

According to Lloyd’s List Intelligence:

e The Beneficial Owner is the ultimate owning entity or representative thereof (either individual, company, group or
organization). It may be the vessel’s management company or the trading name of a group, both of which are
generally perceived to represent the ultimate owners of the vessel.

e The Registered Owner is the company or individual to whom the ship’s legal title of ownership has been registered.
This is where ‘open registry’, “paper’ or ‘name-plate’ companies are often involved, with ships being registered in a
country whose tax on the profits of trading ships is low/absent or whose requirements concerning manning or
maintenance might be more relaxed.

e The Commercial Operator is responsible for the commercial direction of a ship, including its employment. It is
responsible for ship operations, chartering, bunkering, port services and insurance, and may also oversee technical and
crewing management, although these two functions may be outsourced.
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Annex XXX

Re-registering or

re-flagging Democratic People’'s

Republic of Korea-owned or flagged vessels which took

place after the adoption of resolution 2094 (2013)

Originally Currently
IMO Registered
Number Name Flag Renamed Reflagged Owner/Operator
8225436 Kuk San Democratic .| Faith Cambodia Owner: Huajin
People’s Republic Shipping & Trading
General 23  Feb 2009 | of Korea 8 Apr 2013 8 Apr 2013 Ltd.
Cargo. & 23 Feb 2009 Operator:. = Huabao
Containers arine Limited
8 Apr 2013
8323812 Kichel Cambodia Kang Nam 6 Democratic .| Owner/Operator: Korea
People’s Republic | Kumrung Trading Co.
General 21 Feb 2007 14 Feb 2007 15 Apr 2013 of Korea Ltd.
Cargo 15 Apr 2013 2 May 2013
8312435 Xin Xin Cambodia Su Yang San Z | Democratic | Owner/Operator: Korea
Pe(l)gle’s Republic | Suyangsan Shipping
General 21 Oct 2008 21 Oct 2008 16 Apr 2013 of Korea 0.
Cargo 16 Apr 2013 16 Apr 2013
8712362 Ju Jakbong 5 | Democratic | BEastern Luck | Togo Owner: Eastern Luck
People’s Republic Shipping Co. Ltd.
Tanker 1 Mar 2010 of Korea 18 May 2013 17 May 2013 )
Operator: Dalian
28 Oct 2002 Taiyuan  International
Shépplng Agency Co.
Ltd.
27 Mar 2013
7408873 Activa Stierra Leon Yu Jong 3 Democratic | Owner: Korea Yujon
] People’s Republic | Shipping Company 1td.
Chemical 5 Dec 1999 5 December 1999 | 31 May 2013 of Korea
Tanker Operator: Government
31 May 2013 0 the _ Democratic
People’s Republic of
Korea
31 May 2013
8661575 BaoJiang 19 | Chmna TongHung 1 Democratic | Owner/Operator: |
People’s Republic | Tonghun Sh1gp1ng &
General 1 Sep 2005 1 Sep 2005 1 June 2013 of Korea Trading Co. Ltd.
Cargo 1 Jun 2013
1 Jun 2013
8217685 Sunshine Sierra Leone HwasongSO Democratic .| Owner/Operator:;
(or Hwa'song) | People’s Republic | Hwasong Shipping Co.
General 16 Jun 2009 9 Jun 2009 of Korea Ltd.
Cargo 14 Jun 2013 14 Jun 2013
14 Jun 2013
8613360 ‘Tae Won 166 Democratic . | DPETRO 166 [ Cambodia Owner: DP Shlppn}llg &
13 Apr 2012 People’s Republic Management ong
Product of Korea 26 Jul 2013 26 Jul 2013 Kong
tanker Dae Won 166 ) L
31 May 2011 31 May 2011 g erator: D%halrll Jia_]la
ippin echnolo
Cortid> &
26 Jul 2013
8610461 Bu Yon Democratic .| Ocean Lucky | Cambodia Owner: HK  Ever
(or Pu Yon) People’s Republic Prosper  International
Product of Korea 23 Dec 2013 23 Dec 2013 Tradin, Company
tanker 20 Dec 2001 Limite
20 Dec 2001
Operator: Huabao
arine Ltd.
23 Dec 2013
Source: Lloyd’s List Intelligence and Equasis database
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Annex XXXI

Democratic People' s Republic of Korea registered shipping companies®

Company Name IMO No. | Location Register ed vessels [vessels operated or managed)]

Government of DPRK=* Pyongyang | Baek Sa bong, Bu Gang, Chon Song, Da Song San, Daec Dong Gang, Ka
Chi Bong
Kang Nam 1, Myong Sin, Ra Nam 2, Ryong Am Po, Sam Ji Yon, Song
Hoa 2

Aprokgang Shipping & Trading 5647667 | Sinuiju Jung Gang 1, 6, Kum Pit 28 [also ISM manager>> of Jung Gang 2, 5]

Amnokgang Shipping Co. Ltd. 5459864 | Pyongyang | Ap Rok Gang (OMM is manager)

Daewon Shipping & Management (2008)>° 5489276 | Pyongyang | Sobaeksu

Daitonggang(or Taedonggang) Sonbak | 1845139 | Pyongyang | Tae Dong Gang, Mu Du Bong, Ryong Gun Bong (OMM is commercial

Company Limited (2004) operator)
Ryong Gang

Dongcheng Shipping Limited 5657218 | Pyongyang | Mi Yang 7 (Korea Miyang Shipping is operator)

Eunbong Shipping (2002) 1974121 | Pyongyang | Eun Bong (registered as “total loss” since 2002)~”

Falmouth Shipping & Trading S.A. (2005) 5143468 | Wonsan Makkia (since May 2005)

Haesong Shipping Company (1985) 5348658 | Pyongyang | Hae Song

Hwa Song Shipping Company Limited (2001) | 5434300 | Pyongyang | Hwa Song (renamed from Sunshine and reflagged from Sierra Leone in
June 2013)

Hyoksin Shipping Co. Ltd 5459966 | Pyongyang | Hyok Sin 2 (OMM is ship manager since Dec. 2008)

Jatnamu Shipping Company Limited (2001) 5145084 | Pyongyang | (It was the owner of Man Pung until Nov. 2006)

Jipsam Shipping Company (2008) 5465620 | Pyongyang | Jip Sam (or Chip Sam) (OMM is ship manager)

Jonjin Shipping Co. Ltd. 5571089 | Pyongyang | JonlJin2

Kimchaek Fishery Station (1985) 1701171 | Kimchaek Bong Hoa San (or Pong Hwa San), Sa Ja Bong>®, Zang Dok San

Korea 56 Trading Company (1999) 1839360 | Pyongyang | Jin Song 3, 6,7, 8,9, 12, Song Gwang Ryon, Woory Star
[Also ship operator of Woory Star 2]%°

Korea Amnokgang Trading Company (1999) 1855501 | Sinuiju Sam Bong San, Yaksan

23 This includes only companies whose addresses are listed in the Democratic People’s Republic of Korea according to Lloyd’s
Intelligence and Equasis databases. It is not exhaustive.
24 According to Lloyd’s, the DPRK Government is the beneficial owner of 152 vessels, commercial operator of 30 vessels, registered

owner of 12 vessels

25 ISM is an abbreviation of International Safety Management.
26 In July 2013, the companies’ two ships, Tac Won 166 and Tae Won 168, were renamed as DPETRO 166 and PETRO 168 respectively

and reflagged Cambodia

27 Equasis database. Lloyd’s database lists the ship under Korea Moran Shipping Company.

28 Korea Susan Shipping Company is third party operator of Sa Ja Bong.

29 1t is Panama flagged and Hongkong Haian International Development Limited is registered owner since September 2011. IMS
manger of the ship changed to Dalian Jiajia Shipping Tech since June 2013.
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Korea Ansan Shipping Company 5676084 | Pyongyang | An San 1 (Korea Kumgang Shipping Company is ISM manager)

Korea Buhung Shipping Company=° (1998) 1792675 | Pyongyang | (Sungrisan 8, 9 — registered as “dead” in 2004)

Korean Buyon Shipping Co. Limited (2004) 5057119 | Wonsan Victory 22!

Korea Chongunsan Trading Company (2004) 5059954 | Pyongyang | Chong Un San 2

(Korea) Daebong Shipping Company (2003) 5145243 | Pyongyang | Rak Rang

Korea Daechung Shipping Company (1999) 0613729 | Pyongyang | Myong Song, Xoh Paek

Korea Dachung Transportation Trading | 1845142 | Pyongyang | Dae Hung 102, Dae Hung 2

Company (2006)

Korea Daesan Shipping Company (2006) 5291587 | Pyongyang | Ocean Dawn (registered as “dead” in 2013)>>

Korea Daesong Shipping Company 1648029 | Pyongyang | Dae Song (or Tae Song) 422, Dae Song 126, Dae Song 201, SeungRi

Korea Green Leaves Shipping (2006) 5229469 | Pyongyang | (Owner and manager of Fortune Star 7 until May 2011)

Korea Gumbong Shipping Company Gumbong

Korea Heungsong (2003) 5019287 | Pyongyang | Owner of Sonbong 1 until April 2009

Korea Ikal Shipping (2003)>* 5051021 | Pyongyang | [.Kal (registered as “dead” in 2003)

Korea J.S. Shipping Company (2004) Song Ak San>°

Korea Jamaedo Shipping Company 5517266 | Nampo Kum Sung (ship manager)>°
[Tae Dok San — commercial operator (Dandong Haifeng Shipping is
registered owner)]

Korea Jangsaeng Trading Co. Ltd. (2009) 5434344 | Pyongyang | Tae Sung (or Dae Song) 923

Korea Jinhung Shipping Co (2002) 5345429 | Pyongyang | Jin Hung

Korea Jinhung 8 Shipping Co (2011) 5648339 | Pyongyang | Jin Hung 8 (since Nov. 2011)

Korea Jinsong Shipping Co (2009) 4184968 | Pyongyang | Jin Song (since Dec. 2009)

Korea Jonsung Trading (2011) 5647640 | Pyongyang | Jon Sung7, 9

Korea Kangsong General (or Shipping and) | 1888023 | Pyongyang | Il Sim, Kang Song, Ko San Jin, Mai Bong 1, Sam Hai 1, So Hung 1

Trading Co.(2000)

Korea Kangsong Trading Co (2011) 5522496 | Sinuiju Su Sam (or Cu Sam) 1 (since June. 2011)

Korea Kangsong (2013) 5462713 | Pyongyang | Kon Chang (since Jan. 2013)

Korea Kuksan Shipping Company (2009) 5489231 | Pyongyang | (Kuk San>” - owner until April 2013)

39 According to the Equasis database, this company was associated with Chinpo Shipping Co (Pte) Ltd (Singapore).
31 Reflagged to Mongolia since Dec. 2012. It renamed from Buyon in Dec. 2012. ISM manager of the ship is Havest Shipping Ltd

(Hong Kong).

According to the Equasis database, its registered owner is East Fortune Shipping Co. Inc (Panama).
33 Rename from Dae San in March 2013. Ownership was transferred to Haorun Resources Lit (Hong Kong, 5731649) on 28 March

2013.

34 Current owner is Jing Yu International Trading Company Limited (Hong Kong). Also Owner of Chong Won 65 which was renamed
from Hye Song 2 and reflagged Mongolia in Sept. 2011.
335 Lloyd’s List Intelligence database. Equasis database listed the vessel under Tung Hai Navigation and described as total loss since

2005.

36 Registered owner is Hongkong Complant Intl Trans.
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Korea Kumbyol Trading Company 5614028 | Pyongyang | Chang Dok, Dan Wyol Bong (or Tan Gyol Bong), Kang An, Ku Bong
Ryong, So Baek San, Yong Bong, So Song Chon (or Su Song Chon)

Korea Kumgang Shipping Company (2003) 1757755 | Pyongyang | Kum Gang 1, Kum Gang 2

Korea Kumgang Trading Company (2001) 1957290 | Pyongyang | Kum Gang 3

Korea Kumhae Shipping Company (2010) 5459983 | Pyongyang | Kum Hae (registered as “dead” in 2011)

Korea Kumpit Shipping Company (2011) 5361772 | Nampo Kum Pit, Kum Pit 1, Kum Pit 34, Kum Pit 35

Korea Kumpyo Shipping (1999) 1846786 | Pyongyang

Korea Kumrung Trading Company Limited 5146476 | Pyongyang | KangNam1,3,5,7
Kang Nam 6 (Reflagged and re-registered from Kichiei Cambodia-flagged
in April 2013)

Korea Kumrung Shipping Company 1888142 | Pyongyang | Kum Rung 5
[QIAN LI SHAN 13-Ship manager. Cambodia flag. Owner is ALEX
SHIPPING CO LTD)]

Korea Kumunsan Trading Co (2005) 5110478 | Pyongyang | Kum Un San

Korea Kunhae Co. Ltd. 5423764 | Pyongyang | Sai Nal, Sai Nal 2, Sai Nal 3, Sin Pho, Wang Jong, Mun Su San, Kum
Gang San (or Kumgangsan)

Korea Kwanghae Shipping Company (2009) 5490013 | Pyongyang | (Kwang Hae - subsequently renamed as Guang Hai, re-flagged in Panama
and transferred to Shenghao Marine Hong Kong Ltd since Nov. 2011)

Korea Lyeming Shipping Company 5337141 | Pyongyang

Korea Mandae Trading Company (2010) 5321542 | Pyongyang | Hae Gum, Dae Pung, Hung Gyong

Korea Miyang Shipping Company Limited 5434361 | Pyongyang | Mi Yang I, 5, 6. Global Nampo (Sierra Leon flagged)>®
[Miyang 7 and Miyang 8- operator, ]

Korea Moran Shipping Company 1068364 | Pyongyang | Eun bong (Lloyd’s database described its existence in doubt)

Korea Mubong Trading Company 5093567 | Pyongyang | Mu bong 2

Korea  Myongsan-Huayang (or  Korea | 5225072 | Pyongyang | Myong San (Sea Link Shipping LLC (UAE) is a third party operator)

Myongsan Shipping Company) (2001)

Korea Namsan Shipping Company (1989) 1790444 | Nampo Nampo 9, Namsan (or Nam San) 1, 3, 5, 6, 8, Tae Song 1
[Jung Gang 5- commercial operator. China Dandong Liaodong (2011) is
registered owner]

Korea Osong Shipping Company (2011) 5619960 | Pyongyang | Glory (Mongolia)—dead (2011-7-2012.7)

Korea Paekho 7 Trading Company (2000) 5010663 | Wonsan Ri Myong Su-8

Korean-Polish Shipping Company Limited 1267131 | Pyongyang, | Chopol 2 (or Jo Ppol 2), Ryo Myong

Korea Pomsan Shipping Company (2008) 4140580 | Pyongyang | Pom San (since 2011)

Korea Pongyue Shipping (2005) 5160832 | Pyongyang | Pong Yue

Korea Potonggang (or Botonggang) Shipping | 1895246 | Pyongyang | Tae Song (or Dae Song) 117, Dae Song (or Daesong) 88

Company (1999)

Korea Puksong Shipping Company 5571305 | Pyongyang | Puk Song 2 (since Sept. 2010); [Puk Song 3-manager since June 2011

37 The company was the owner and operator of Kuk San which was renamed as Faith and reflagged as Cambodia in April 2013. Its
registered owner and operator also changed to Huajin Shipping & Trading Limited (Hong Kong).
38 Operator is Royal Armadas Intl Co Ltd.
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(Owner is Dandong Sanjiang Trading)]

Korea Rungra 888 Trading Company (2006) 2137541 | Pyongyang | (Kum Rung 5- until Nov. 2005. Since then Korea Kumrung Shipping
Company is owner)

Korea Rungrado Shipping Company 1414592 | Pyongyang | Bu Hung, Bu Gang, Rung Ra 1 (since Dec. 2012); Rung Ra Do (the
vessel’s name was changed from Song Hoa 3 in January 2013)

Korea Ryonhwan Shipping (2010) 5647698 | Pyongyang | Chong Gen™®

Korea Samhae Promotion (1998) 1845315 | Hamhung (Un Ha - since April 2009 Korea Phyongwon Trading Co is
owner/operator)

Korea Samilpo Shipping Company 1701459 | Pyongyang | Ra Nam 2 (since July 2011), Ra Nam 3 (since Sept. 2012), Sin Dok

Korea Samma Joint Venture Company(or | 5145892 | Wonsan Sam Ma, Sam Ma 2

Korea Samma Shipping Company) (Pyongyang)

Korea Sikryo Trading Company (1998) 1845329 | Nampo (Previous owner of Sam Ma — until 2001)

Korea Sinjin Shipping and Trading Co. or 5144090 | Nampo Dae Song San, Sin Jin

Korea Sinjin Shipping (1951)

Korea Sogyong Trading 5146401 | Pyongyang | So Gyong (since Aug. 2010), So Gyong 2

Korea Solsong Shipping Company (2005) 5145362 | Pyongyang | Song Hoa 2 (Song Hoa 3- renamed to Rung Ra Do and transferred in
January 2013)

Korea Sonbak Trading Corporation (1992) 1556069 | Pyongyang | Son Bak 10

Korea Sonbong General Trading Co. (2000) 1891570 | Pyongyang | Son Bong 1 (or Songbong 1) (its name was Hung Song 8 before Aug. 2010)

Korea Songchongang Trading Co. (1967) 1845346 | Hamhung Baek Un San (or Pack Un San)

Korea Sungjin Shipping Company 5728463 | Pyongyang | Sung Jin 6 (Lloyd’s described its existence is in doubt)

Korea Suyangsan Shipping Company (1998) 1845332 | Haeju Su Yang San 2 (renamed Xin Xin and reflagged from Cambodia in April
2013)

Korea Taedonggang Shipping Company | 5146034 | Nampo Dae Yang (or Tae Yang), Puk Dae Bong, Pyong Nam

(1998) (or Korea Taedong Shipping Co)

Korea Taeyang Shipping Co. Ltd. 5522536 | Pyongyang | Tae Yang

Korea Tonghae Shipping Company (1967) 0701819 | Pyongyang | The c%npany was owner of many DPRK ships until 1996 including Mu Du
Bong

Korea Tumangang Shipping (1999) 1833502 | Chongjin Tu Ru Bong, Tu Ru Bong 1, Tu Ru Bong 3

Korea Uljibong Shipping Company (2006) 5321468 | Pyongyang | UlJi Bong, Ul Ji Bong 2

Korea Wolbisan Shipping Company (1998) 1845125 | Nampo On chon

Korea Yang Gak Do Shipping Co. (2007) 5341531 | Pyongyang | Yang Gak Do 9(reflagged and renamed in Feb. 2013 from Panama), Yang
Gak Do 7 (since July 2006) [Yang Gak Do 3(ship manager; owner is China
Dandong Lushun Trading)]

Korea Yonsan Shipping Company (2008) 5322007 | Pyongyang | Yon San (since April 2008)

Korea Yujong Shipping Company Limited 5434358 | Pyongyang | Yu Jong 1, Yu Jong 2, Yu Jong 3 (reflagged and renamed in May 2013

from Aktiva, Siera Leon)

39 Siunbong Ocean Intl Group Co is ISM manager. It was flagged Mongolia until July 2010.
40 Registered owner is Mariners Shipping & Trading Company Limited (Thailand).
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Korea Zoming Shipping Company (2000) 1909630 | Pyongyang | Zo Kwang
[Mi Rae 1: Ship manager of the vessel. Daohe Shipping Company Limited
(2002) is owner]

Korea Zuzagbong Maritime Limited 1991835 | Pyongyang | (Ju Zak Bong 5, re-flagged and reregistered in May 2013 to Eastern Luck,
Togo whose manager is Dalian Taiyuan International)

Kumsan Shipping Company (2004) 5145036 | Pyongyang | Kum San

Lyeming Shipping Company (2007) 5337141 | Pyongyang | [Ryo Myong — manager of the vessel]

Lyukdae Fishery Station (1996) 1680766 | Lyukdae Dae Song San, Nam Po 1, Nam Po 2

Magnolia Mga Shipping Co. Limited (1980) 5103604 | Kimchaek [Mun Su San - Third Party Operator of the vessel]

Manpung Shipping Company(2006) 5343881 | Pyongyang | Man Pung

Ocean Maritime Management Company | 1790183 | Pyongyang | No registered vessel under the company, but commercial operator of 14

Limited - OMM (1998) vessels [Am Nok Gang, Back Ma Kang, Chip Sam, Dai Hong Dan, Dok
Chon, Hwang Gum San 2, Jon Jin 2, Man Pung, Pe Gae Bong, Pho Thae,
Ryong Gang, Rong Gang 2, Tae Dong Gang]*'

Pongsu Shipping Company Limited (1996) 5314364 | Pyongyang | Hwang Jin, Song Do Ho

Pothae Shipping Co. Ltd (2011) 5614076 | Pyongyang | Pho Thae (OMM is manager)

Rakwon Shipping Company (2008) 5459918 | Pyongyang | Rak Won 2 (OMM is manager)

Rason Kangsong Trading Corporation (2009) 5481531 | Najin Sa Hyang San (since June 2009)

(Rason)

Ryonggang Shipping Co. Ltd 5522315 | Pyongyang | Ryong Gang 2 (OMM is manager)

Shoo Gun Shipping or Korea Shoogun | 5144316 | Chungjin Rimsugoon (or Rim Su Goon)

Shipping Co. Ltd. (2003)

Sarajevo Maritime LLC (2006) 5144608 | Wonsan Sarajevo

Sinpo Fishery Company (1996) 1701414 | Sinpo Bong Dae San, Kum Kang San, La Pal San, Mo Ran Bong(China flag),
Mun Su San, Mun Su San, Sam Chon Ri -1, Tong Chon, Un Pa San

Siunbong Ocean Int’l Group Co(1992) 5725614 | Pyongyang | [Kwang Myong, Chong Gen — ISM manager of these vessels]

Si Wan Fung Sea Going Int’l Holding Limited | 1502271 | Pyongyang | Paek Hak San,
[Kunjari (Mongolia), Kwang Myong — ship manager of these vessels]

Sohae Sonbak Company Limited 1697711 | Pyongyang | Pe Gae Bong, Back Ma Kang, Dai Hong Dan, Dok Chon

Sun Shipping Co. Ltd 1894849 | Pyongyang | Mi Yang 8 (Korea Miyang Shipping Co. Ltd. is manager of the vessel)

Taedonggang Shipping Co. 5435974 | Pyongyang | Tae Dong Gang (Taedonggang Sonbak Co. is ship manager and OMM is
ISM manager)

Taedonggang Sonbak Co. Limited (1999) 1845139 | Nampo Chip Sam (or Jip Sam), Pho Thae, Ryong Gang, Ryong Gang 2, Ryong
Gun Bong (OMM is commercial operator)

Taedoksan Shipping Company 5673867 | Nampo Tae Dok San (since June 2012)

Takuzan Marine Corporation (2005) 5145739 Takuzan

41 These ships are owned by Sohae Sonbak Company Limited, Taedonggang Sonbak Company Limited or Jatnamu Shipping Company

Limited.
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Tonghae Sonbak Company Limited (1998) 1845023 | Pyongyang | Bi Ryu Gang (or Pi Ryu Gang), Bo Tong Gang, Hwang Kum San, Kum
Gang, Man Gyong Bong, O Un Chong Nyon Ho

Tong Hung Shipping & Trading Co. Ltd. | 5571251 | Pyongyang | Fortune Star 7 (Korea Puksong Shipping Co is ISM manager since

(2011) Jan.2013),
Tong Hung 12

Yanghwa Fishery Station 1845099 | Yanghwa Bi Ro Bong (or Pi Ro Bong), Back Gum San

Yusong Shipping Company (2009) 5146578 | Pyongyang | Yu Song 7 (since Feb. 2010), Yu Song 12 (since Aug. 2012)

222 Shipping & Trading (2007) 5321644 | Pyongyang | Hwang Chol 1, Chong Un San 1

42 Renamed from Bao Jiang 19 and reflagged from China in 1 June 2013. Chinese ship owner is Shanghai Jiayun Investment.
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Annex XXXII

Pamphlet of the Second China-Democr atic People's Republic of Korea Economic,
Trade, Culture and Tourism Expo, 11-14 October 2013, showing an alias of
Ryonha M achinery Corporation
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'a:m;bm-ﬂm oK TEmANTHE T DA E R

#iif: sobasksu@siar—co.net kp
SHOETR, ¥

K14

BTUREYR

%, 008502-3816147
f5H: 008502-3812100
HiE: klic@slar-co.net kp
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A Chinese name of “Hf#EELE WA A
which phonetically translates into English

2k

“Korea Ryonhap [or Lian’he] Machinery
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5L COB502-3814416

L] 2
+ 00B502-3818220
5, 00B502-3814410
B kmin@@star—co.nstkp
ERUE, K, KRG, FEmE

K39

R R R
% O08502-18111-8102

i 00AS02-18111-8634 HRBESIMESS | 5. 008502-3814495
0. DORSO2-2814410 IS, &% IA J R Kigye@slar-conetkp
K17 Hﬁi- kpytc, Iri@istar co—net.k 4 :
s 3 star. kp
FHF AREETEFESHE
LERASEST A%, 006502-18111-8102
:ﬁ- uc:;;nz—aamma 5P, COBE02-3814405
B, 00B502-3814410 K22 MERERE S ARERZRL i, kigys@star—oo.nebkp
. EETE, 008502-3618505
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(Obtained by the Panel)
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Financial Action Task Force public statement dated 18
October 2013 regarding high-risk and non-cooperative

jurisdictions
The Financial Action Task Force (FATF) is the global standard setting body for anti-money
laundering and combating the financing of terrorism (AML/CFT). In order to protect the FATF
international financial system from money laundering and financing of terrorism (ML/FT) risks GAFI
and to encourage greater compliance with the AML/CFT standards, the FATF identified -t
jurisdictions that have strategic deficiencies and works with them to address those deficiencies that -

pose a risk to the international financial system.

Jurisdictions subject to a FATF call on its members and other jurisdictions to apply counter-measures to protect the
international financial system from the on-going and substantial money laundering and terrorist financing (ML/TF) risks
emanating from the jurisdictions.

Jurisdictions with strategic AML/CFT deficiencies that have not made sufficient progress in addressing the deficiencies or
have not committed to an action plan developed with the FATF to address the deficiencies. The FATF calls on its members

to consider the risks arising from the deficiencies associated with each jurisdiction.

FATF Public Statement regarding the Democratic People’s Republic of Korea

Since June 2013, the DPRK has continued to engage directly with the FATF and has engaged further with the APG. The
FATF urges the DPRK to enhance its engagement with the FATF to agree on an action plan to address its AML/CFT
deficiencies.

The FATF remains concerned by the DPRK’s failure to address the significant deficiencies in its anti-money laundering
and combating the financing of terrorism (AML/CFT) regime and the serious threat this poses to the integrity of the
international financial system. The FATF urges the DPRK to immediately and meaningfully address its AML/CFT
deficiencies.

The FATF reaffirms its 25 February 2011 call on its members and urges all jurisdictions to advise their financial
institutions to give special attention to business relationships and transactions with the DPRK, including DPRK companies
and financial institutions. In addition to enhanced scrutiny, the FATF further calls on its members and urges all
jurisdictions to apply effective counter-measures to protect their financial sectors from money laundering and financing of
terrorism (ML/FT) risks emanating from the DPRK. Jurisdictions should also protect against correspondent relationships
being used to bypass or evade counter-measures and risk mitigation practices, and take into account ML/FT risks when
considering requests by DPRK financial institutions to open branches and subsidiaries in their jurisdiction.

Source: http://www.fatf-gafi.org/media/fatf/documents/statements/18-October-2013.pdf
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List of banks known or believed to be operating in the Democratic People's
Republic of Korea

The DPRK does not publish a list of banks licensed to operate in its country and considers business information most other countries normally make
available about banks to be a state secret. Various references and guides published with information about DPRK government, party, industry, and trade
organizations provide information on some banks. The Panel is unaware of any commercially available comprehensive guide to DPRK banks. The list
compiled here, including names in Korean and Chinese when known and appropriate, uses information from a variety of government, press, business
and academic sources believed to be reliable and corroborated wherever possible. It reflects information available through 1 February 2014. The Panel
welcomes information that would help it further refine and improve the list.

Amroggang Development Bank
HF7HH T2 (UN)

(Reported as no
longer in use)

I nstitution/ Bank Identifier AKA (also known as), Notes
Designated by (UN, US, or EU) Code (BIC) FKA (formerly known as)
ADBKKPPY XXX

Associated with Tanchon Commercial Bank.

Bank of East L and, Pyongyang

AKA: Dongbang Bank

Associated with Dongbang Economic Group;

FAFHLYUSY)

AKA: Korea Trade Bank

- BOELKPPYXXX financial arm of Green Pine Associated
2y} 3 .
5= (UN) AKA: Tongbang Bank Corporation (UN designated).
Tanchon Commercial Bank, [CCBHKPPYXXX] FKA Changgwang Credit Bank | Under Second Economic Committee; financial
Pyongyang (withdrew from | FKA: Korea Changgwang Credit arm of KOMID (UN designated)
SGALYE 23 (UN) SWIFT) Banking Corporation & :
CK:?)?;al Bank of the D.PR. of Bank of issue; has stake in Hana Banking
ZAFole sy Corporation.
Foreign Trade Bank of the ) Bank manages State foreign exchange
D.P.R. of Korea FTBDKPPYXXX AKA: Mooyokbank transactions and diplomatic accounts; reportedly

established Dandong, China, branch in 2002.

Chinese Commercial Bank,
Rason
rp AR ARAT

Established in January 2013; new competitor of
Golden Triangle Bank.

Credit Bank of Korea

AKA: Korea Credit Bank
FKA: International Credit Bank

Associated with Heavy Industry Department of
KWP; most likely different from First Credit
Bank.
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I nstitution/ Bank Identifier AKA (also known as), Notes
Designated by (UN, US, or EU) Code (BIC) FKA (formerly known as)
Joint venture with Korea Daesong Bank;
. AKA: DCB Finance Ltd majority stake recently acquired by a Chinese
g]a;d}(\)]rjg_g_r%d IEUBSa;nk DCBKKPPYXXX FKA: Perigrine-Daesong | company, Nice Group. This appears to be
oo Development Bank General Nice Group Holdings Ltd. Subsidiaries
show a focus on coal and iron ore.
First Credit Bank KYCBKPPYXXX | LKA: Kyongyong  Credit Bank, | oo 1o ioint venture.
Pyongyang
First Trust Bank Corporation AKA: Cheil Credit Bank foint  venture - founded by fC};(‘)’rS:; _ Soren
YA L L3  Jei i -
A& AKA: Jeil Credit Bank DPRK firms with Russian Federation.
Golden Triangle Bank, Namsan ) Until 2013, only bank servicing Rason Free
SRS PISIE AR KGTBKPPYXXX AKA: Golden Delta Bank Trade Zone.
AKA: H Bank (3}2]23 .
o HWT}/]; Enﬁﬂ(:i Ej,;jz* Joint stock company arranged between Central
Hana Bankina Corpor ation uali Bank (% ’LX A7) Bank of DPR Korea and Central Bank of China;
9 P BRBKKPP1XXX AKA: Gorgeous Bank of North operates branches in China and deals in RMB;
Kore? o ) had sought to open branch in Seoul but
FKA: . Brilliance Banking agreement not reached.
Corporation, Ltd.
a.ILSIKPPY XXX
b.FTBDKPPYKBC FKA: Korea Kumsong Bank Korea Kumsong Bank was reported to be

Ilsim International Bank

(b is also reported as

FKA: Kumsong Bank

associated with the Ministry of People’s Armed

Q) A) L 3
=71 BIC for a branch of | (possible former FTB window) Forces.
Foreign Trade Bank)

. AKA: Sungri Hi-Fund International H1—Funq Bank also was _formerly listed b Y
Hi-Fund Bank ; . - Malaysia Korea Partners Group of Companies
International Consortium Bank Bank; reportedly is capitalized 'by a (MKP) as a banking subsidiary. MKP now lists

FHIBKPPY XXX number of DPRK and Chinese . L7 o
(ICB) Lo . . the name of its banking subsidiary as
companies, it is associated with the . . .
Sungri Economic Group International ~ Consortium  Bank,  Sungri
Exhibition Hall, Pyongyang.
International Telecom Bank, . _ .
Pyon gyaln 9 [ITBKKPPY XXX] Ministry of Posts and Telecommunications; this
A A L3 (no longer valid) bank appears to have discontinued operations.
[0 A vy

Industrial Development Bank

Associated with now defunct Taepung
International Investment Group; uncertain if this
entity is active.

The International Industrial

Development Bank

Functions may now be performed by Korea
National Development Bank; uncertain if this
entity is active.

LVTIVT0C/S



(D) 9zTeTvi

GC1/6TT

I nstitution/ Bank Identifier AKA (also known as), Notes
Designated by (UN, US, or EU) Code (BIC) FKA (formerly known as)
Changed to
Korea Agricultural Investment | KAIBKPPYXXX Established to implement current 10-year plan.
Bank from
KAIBKPP1XXX
Part of Korea Daesong Economic Group and
AKA: Daesong Bank .
K orea Daesong Bank : financial arm of Office 39 of the KWP; a
A 234 (US)(EV) KDBKKPPYXXX AKA: Taesong Bank subsidiary, Golden Star Bank, Vienna, was
AKA: Chosen Taesong Unhaeng closed by Austria in 2004,
Joint venture bank; established by Korea
Korea Joint Bank, Pyongyang KIBFKPPY XXX AKA: Korea Joint Operation Bank International General Joint Venture Company
ZA¥gL3y AKA: Chosun Joint Operation Bank | and Association of Korea Traders and
Industrialists in Japan.
; Nl e A AL Associated with Foreign Trade Bank; supports
. - EE 4 Bl A g ’ pp
Korea _Kwangson Banking AKA: FREILEE G A ) Tanchon Commercial Bank; operates branch in
Corpor at'f n KKBCKPPYXXX FKA: Korea Kwangson Finance Dandong, China, under its former name Korea
ek COICD) Company Kwangso’n Finan,ce Company.
Changed to
Korea National Development | KNDBKPPYXXX Established to implement current 10-year plan.
Bank From
KNDBKPP1XXX
Korea United Development
Bank, D.P.R. of Korea KUDBKPPYXXX Eﬁ ﬁyohyingsan Ba]I;k K Under direction of Cabinet.
EolutA L : Myonghyangsan Ban
Koryo Commercial Bank géal;lﬁelngXXX to Joint venture bank; established by DPRK and US
THAY L from AKA: Korea Commercial Bank residents; related to Kumgangsan International
o .
KCBKPPYXXX Group.
Established by Commercial Banking Law
K orea Commer ce Bank adopted in 2006; reportedly took over some
functions formerly handled by Central Bank.
FKA: Koryo Global Trust Bank . . . .
Koryo Credit Development Bank | KGCBKPPYXXX | FKA: Koryo-Global Credit Bank | 1ot venture with Koryo Bank foreign partner
FKA: 18] 22 A8 o) returned license; uncertain if this entity is active.
Operated by Korea Myohyang Economic Group;
KoryoBank, D.P.R. of Korea KORBKPPYXXX joint venture partner in Koryo-Global Bank;

123

possibly associated with Office 38 of the KWP.
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Institution/ Bank | dentifier AKA (also known as), Notes
Designated by (UN, US, or EU) Code (BIC) FKA (formerly known as)
Associated with Korea Ponghwa General
. ) Corporation  (under  External = Economic

gumga{]g Bank KMBKKPPYXXX Possible AKA: Kumgang Export and Committee of the Cabinet) and Korea

AR Import Bank . )
Pyongyang Trading Company; described as a
window of the Foreign Trade Bank.

North East Asia Bank Associated with Korea National Insurance

EHojalole 3 NEABKPPYXXX Corporation,

Orabank ORABKPPYXXX Established by Egypt’s Orascom Group of

Companies.
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Annex XXXV

Note Verbale from the Permanent Mission of the Russian
Federation to the United Nations dated 18 February 2014

MNocToANACE NPEICTABRTCIECTBD
Poceniickoid denepaidn
npH OpranHIacHe
OMiheaMmcnnkix Hawuil

Permanent Mission
of the Russian Federation
to the United Mations

g, (212 Bal £0040 136 Ease 67" Sireer
Fax: (212) 628 (#1252 New York, NY 163

Ne & AT

‘H

lNocToanuoe npeacraBuTenebcTBo Poccuickoil Menepaums npw
OprasUsalMH OOBeAHHEHHBIX Haugmi CBHOETENLCTBYST cBrOe
YBameHHS HPEHCEM'I'EJIEH Komurera no CAHKLIMAM, YHYPCWOACHHOIC B
cooTBeTCTBHH ¢ pesomouneil Cosera Besonachoctn Opranwmsaumm
O6wenuHeHHbpIx Hauumii 1718 (2006), v B oTeeT Ha obpalueHHe
koopauiaTopa [pynner skenepror KoMBTeTa B OTHOIIEHHMH T H.
WRAAIHBOCTOKCKOID OTENeHHA» ceBepokopeickoi koMnauuu «Ocean
Maritime Management Company» (OMM), npuuacTHOR K HHUMISHTY
C 3AJePHAHHEM [IAHAMCKHMM BIACTAMH CeREPOKOpeCcKOro cyxorpysa

«UROHYNOHTaHY, HMEeT YeCTh COODIIHTE CleAyYOLIleS,

E.TLr-xe Cunesun Jlvkac,
TMpenceaaren KoMuaTeTa 1Mo cAHKLIHAM,
YUPSHKASHHOIO pesoiounei CoBera

BezomacHocT OOH 1718 (2000

c.c.: r-Hy Beccenuny Kocrory,
CEKpuTapK‘J KoMurera no CAHKLIMAM,
yupesideHHoro pezomounei Cosera
bBezomacnocTn OOH 1718 (2006)

r-uy MapTuey Yoeuy
koopauHaTopy ['pynne skcneproe,
yupeXaeHHOH pezommoinei Cosera
Besonacunoctn OOH 1874 (2009)
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CornacHo JaHHBIM POCCHHCKHX KOMIEeTeHTHBIX opraHos, OMM
ABNAETCA OOIHOH M3 CTpYKTYp MHHHCTEpCTBA MOpPCKOTO M
cyxonyTHoro Ttpauwcnopra KH/IP, npeacrasutenscreso kotopoil jo
2010 r. GpIo sapervcTpupoBance Bo BaagupocToke no  aapecy:
yn. Jlyrosas, n. 43, k8. 39. llpas cobcreeHHOCTH Ha kakoe-nubo
HMY LIECTBO Ha TEPPHTOPHH Poccuiickoi henepanmu v
npelcTaBUTENLCTEA He ycranosieHo. B kadecrse 3asBneHHOM
AeATEeNbHOCTH Opradvsalvu (UIrypHpoBana [IepeBO3Ka I'PY30B,
NpHODPETEHHE TORAPOR HAPOJHOTO NoTped/IeHHs 1 CIHCANHBIX CYI0B.
C 2010 r. 3Ta CTPYKTYpa CBOW JeaTelbHOCTE B PoccHiickoii
Denepaui He OCYUIECTRINCT.

o wuadopmaunn GepepansHore  OIUGHETHOIO  VUPEHIIEHHA
«[CocynapcTBeHHAA  PerMCTpallHOHHAn nanata npe  MuHaucTepcTie
weTHUHH Poccniickoil Penepaunin:, npeicrasdTenscTBa MWIH GHIHATEI
OMM B HacTOsUEE BpeMs B CBOJHOM IOCYIAPCTBEHHOM peecTpe
AKKPCHTOBAHHBLIX Ha TEPPHTOPHK Poccuiickodi Denepanmu
NPEACTABMTE/IBCTE WHOCTPAHHBIX KOMIAHMA H B [OCY/JapCTBEHHOM
peecTpe PHAHANOB HHOCTPAHHBIX IOPHAHYECKUX NTHIL, aKKpPeIHTOBAHHBIX
Ha TeppuTopHH PoccHiickoii denepaiinu, He 3Ha4aTcs.

Xorend Obl Takxe 00paTHTL BHHMAaHHUE HA TO, 4TO B 0DpalleHHH
koopauuatopa 'pynner sxcnepros r-u Xau En Ko ynomuuaaercs s
KauecTBe «npeactaguTens» orgenedus OMM so Baagusoctoke. Hna
Poccuiickoit  denepaumy  HenmpHeMJIeMO B 3TOM  KOHTEKCTE
ornepHpoBaHHe HHGopMaLHed HecyLlecTBYIOILEeR cTPYKTYpbl «Russian
Online Commercial Business Registry» (B J0Knaje 3xcHepros
cllenaHa CCchUIKA Ha MHTepHeT-pecype Oecckoro HHCTHTYTA
HHXEHEPOB MOpCKoro (¢uwioTa, pacnofoXeHHoro Ha YKpawHe H

HMEnero YEpauHeKHH momMen).
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OpHoBpeMeHHO coodiaem, yro rpaxaanus KHIAP Xan En Kio
BrepBble BBLEXan Ha TeppHuTopHio Poccuiickoil Menepaumnn 15 uons
2012 r. no aenopoii Buze. C wiona 2012 r. mo HacTofliee BpeMsA
Tpuaabsl nocewan Poccurwo. OdwuuuansHo K OeSTENBHOCTH
MuHHCTEpPCTBA MOPCKOT0 H CYXONyTHoro tpadcnopra KHJ/IP u OMM
r-H XaH OTHOLICHHS HEe MMEeT.

IlocTtosnnoe npeacrasutenbeTBo Poccuiickoit  ®enepaunu
NOAL3YETCA cilydaem, 4ToDel Bo30DHOBHTE llpeacenaremo Komurera
no CAaHKUHAM, YUYPEeNJeHHOro COOTBETCTBHH ¢ pesomouneid Coseta
bezonacnoctn Opranuzauuu ObbeauHeHHbIx Hanuit 1718 (2006),

VBEPCHHHA B CBOCM BCChMA BLICOKOM YBaXEHHH.

i1 2014 rona
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Trandated from Russian

Permanent Mission of the Russian Feder ation to the
United Nations

No. 649/N

The Permanent Mission of the Russian Federation to the United Nations presents its
compliments to the Chair of the Security Council Committee established pursuant to
resolution 1718 (2006) and has the honour to provide the following information in
response to the communication from the Coordinator of the Committee’s Panel of Experts
regarding what was termed the Vladivostok office of the North Korean company Ocean
Maritime Management (OMM), in connection with the incident involving the Panamanian
authorities’ detention of the North Korean bulk carrier Chong Chon Gang.

According to information in the possession of the appropriate Russian authorities,
OMM is part of the structure of the Ministry of Land and Marine Transport of the
Democratic People’s Republic of Korea, with a representative office in Vladivostok
registered until 2010 at 43 Lugovaya Street, apartment 39. It was not established that the
representative office had rights over any kind of assets in the Russian Federation. The
declared activity of this entity was transport of freight and acquisition of consumer goods
and scrapped vessels. Since 2010, this entity has not operated in the Russian Federation.

According to information from the State registration office, a federal budget office
attached to the Ministry of Justice of the Russian Federation, no OMM representative
office or subsidiary appears on the State register of representative offices of foreign
companies accredited in the Russian Federation or the State register of subsidiaries of
foreign legal persons accredited in the Russian Federation.

We also wish to point out that the communication from the Coordinator of the Panel
of Experts lists Mr. Han En Koo as the “representative” of the OMM Vladivostok office.
The Russian Federation cannot accept in this context the use of information from the
non-existent Russian Online Commercial Business Registry (the report of the Panel of
Experts referred to the website of the Odessa institute of naval engineers, which is located
in Ukraine and has a Ukrainian domain name).

We also wish to inform you that Mr. Han En Koo, a citizen of the Democratic
People’s Republic of Korea, first entered the Russian Federation on 15 June 2012 on a
business visa. Between June 2012 and now, he has made three visits to the Russian
Federation. Officially, Mr. Han has no links to the activities of the Ministry of Land and
Marine Transport of the Democratic People’s Republic of Korea or OMM.
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The Permanent Mission of the Russian Federation takes this opportunity to convey to
the Chair of the Security Council Committee established pursuant to resolution 1718 (2006)

the renewed assurances of its highest consideration.

New York, 18 February 2014

Her Excellency Ms. Silvie Lucas
Chair of the Security Council Committee established

pursuant to resolution 1718 (2006)

cc: Mr. Vesselin Kostov
Secretary of the Security Council Committee established

pursuant to resolution 1718 (2006)

Mr. Martin Uden

Coordinator of the Panel of Experts

established pursuant to Security Council resolution
1874 (2009)
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